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1. Overall Description:

T3 has become aware of undergoing discussions in SA3 to define a suitable key management scheme to handle the security and charging aspects of the MBMS services in release 6. In particular, it has been brought to T3 attention that some proposals under discussion, such as the one based on the 3GPP2 BCMCS model, could significantly involve the USIM capabilities for secure storage of keys and authentication.

A T3 contributing company has already started investigations on how the T3 specification could be enhanced to support the above key management scheme, if it becomes finally endorsed by SA3. It is the feeling of the contributing company that the proposed key hierarchy, where short term cipher keys are derived in a broadcast manner from medium term keys stored in the USIM, provides sizeable advantages over point-to-point distribution schemes of short term keys. They also conclude that the USIM can provide adequate functionalities to enhance the capabilities of this model, as shown in their technical contribution (attached for information). 

Such enhancements imply a significant evolution of the USIM, including the definition of new commands, the proper development of which would demand some amount of time, particularly since EP SCP should preferably be involved in these definitions. Therefore, T3 will warmly welcome early guidance on the work that it can undertake at this point to ensure delivery of the desired MBMS functionalities within the Release 6 timeframe.

2. Actions:

To SA3.

ACTION: 
T3 asks SA3 to consider the attached contribution in their discussions and to quickly inform T3 and SA1 of their decision for the MBMS key management scheme and its potential impact on the USIM specifications.

To SA1.

ACTION: 
T3 asks SA1 to provide guidance on the requirements it will need to satisfy for MBMS Release 6, in order to facilitate the definition of an appropriate work item if necessary.
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