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1. Introduction

The development of GSM and the evolution of 3G networks, as a standard for worldwide communication services, share a common basic element in the adoption of SIM/USIM cards. This element offers a high range of benefits ranging from customer-network authentication to the creation of a powerful multi-application device for new value added service (VAS) offerings.

The roll out of innovative technologies such as broadband and 3G, as well as the development of new content, applications and services, will bring new security challenges. Networks and information systems are now supporting services and carrying data of great value, which can be critical for other infrastructures.

This document represents an analysis of the SIM /USIM adoption benefits in the existing and future networks and tries to point out the main developments required to maintain the smart card as a key element to preserve the “mobility premium” achieved in operating telecommunication networks.
2. The role of the SIM in the GSM networks 

In this chapter we analyse the role of the SIM as it was developed and evolved in GSM in order to provide a basic common understanding about the business opportunities linked to its usage.

2.1. Network Access functionalities

Today, the role of the SIM card, which is actually a SMART Card, in GSM network architecture is mainly devoted to:

· Storing network parameters (fixed parameters IMSI, Ki, etc. and temporary parameters TMSI);

· Storing subscription parameters (ADN, FDN, SDN, SMS, etc.);

· Offering a platform of services (through the SAT commands 

· Ensuring access to the network (PIN code, algorithms, etc...);

The following security elements are stored and processed in the SIM card:

· PIN code (authenticates the SIM holder);

· Algorithm (authenticates the SIM on the network);

· Secret key (ciphers the data over the air interface).

As the SIM card is able to specifically identify the owner, it represents the best tool to permit secure access to content and applications on fixed and mobile networks, being able to store personal data and security keys.

2.2. The importance of the SIM as a removable device

The adoption of the SIM card greatly improved the security of mobile networks compared to the existing analog networks where there was no trusted security device in the handset and authentication was just provided through the terminal ID. The old analog authentication was restricted to national coverage and was frequently cracked through fraudulent cloning. In addition, the subscription was, by necessity, linked to a specific handset and terminal replacement required a new subscription link.

With the introduction of the SIM there was no longer a specific link between the handset and the subscription leaving the customer free to frequently change the handset without having to replace the SIM card. Secure authentication was always provided through the SIM inserted in any GSM device on different GSM networks and various other standards (e.g. GSM-Satellite-CDMA). The SIM represents a unique link between the customer and the network operator, and offers an opportunity to manage, from a logistical point of view, the customer relationship in a more efficient way.

The key success of replacing the existing plethora of different mobile communications standards with one new technological concept using the SIM Card can be summarized as follows:

· Improved security (reduction of frauds, empowering of secure transactions);

· Enabling possibility of roaming

· Separation between the service and the terminal (key enabler for prepaid services) ;

· Emergence of value added services based on different application fields.

As the SIM is a removable device it is physically and logically portable and this facilitates the storage of personal data and services which can be transferred from one handset to another without any re-installation. This fact is borne out in the annual GSM Association SIM Card Survey where the findings show that the life span of a SIM is an average of three years compared to eighteen months for a terminal. In fact, some operators even actively promote SIM replacement.

2.3. The SIM as a roaming enabler

The SIM/USIM represents the basis to provide a bridge between incompatible mobile telecommunications standards, particularly the air interfaces, thus allowing “Plastic Roaming”, i.e. the possibility for a mobile customer to access other visited networks that are otherwise incompatible by simply inserting his own SIM in a suitable (compatible) handset. Inter-standard roaming, as it is known, has enabled truly global communications to become reality and its foundation is the SIM, which illustrates its advantages toothier mobile telecommunication standards in a number of ways;

· Benefit of allowing a single subscription access to different networks;

· Ability to roam into different air interface;

· Simplicity by allowing the customer to be addressed through one number;

The growth in the use of secure tokens to access networks and different telecommunications standards (e.g. GSM, PDC, AMPS, Satellite, PHS, DECT, CDMA, TETRA, WLAN) facilitates interoperability and maintains security levels similar GSM. Plastic roaming requires the development of multimode/multiband terminals that are able to offer friendly roaming capabilities to develop and satisfy growing market demand, especially for frequent travelers. Some technologies also have complementary characteristics (e.g. Satellite and DECT or WLAN, GSM and TETRA or WLAN) that reinforce the interest to have a unique SIM.

The offer of value added services is comparable and can be relatively easily guaranteed internationally with the SIM card being the appropriate device to facilitate network connections through conversion tables of access codes. The ultimate goal of a global communication standard is greatly assisted by the acceptance of the SIM by other mobile telecommunications standards as we evolve towards a multi-application environment. 

2.4. The SIM as a Service Platform enabler

Starting with basic authentication features, the SIM evolved quite quickly becoming a very powerful platform to provide value added services to customers. This evolution was greatly assisted by the advent and continued evolution of SIM Toolkit (SAT) commands since 1998.

The major advantages for network operators choosing to adopt SAT services are best demonstrated by the ability to offer “one to one” customization and many business cases have been reported where this led to increased customer loyalty and increased usage levels. The availability of larger memory size SIM cards (16K, 32K, 64K; 128K, 256K, 512K, …) is creating a new opportunity to install and distribute sets of services that can be upgraded during the life of the card. These features allow network operators to satisfy specific customer needs and to differentiate themselves from their competitors.

Of course the SIM also provides a secure environment which can host “sensitive” applications which, by their nature, need to manage critical data (e.g. banking applications, authentication services). The SIM can offer an end to end safe channel, with the encryption of data directly in the card.

The GSM Association’s annual SIM card survey has illustrated that the take up and use of services is reflected in, and can be measured by, the development of SIM technology. It is also quite apparent that security concerns are better addressed by a SIM based solution rather than any network or handset based solutions.
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The role of the UICC in the 2G/3G3G networks

The USIM, as a natural evolution of the SIM, extends to 3G the same benefits in terms of security and functionality thereby becoming a full multi-application card. The UICC development offers the opportunity to combine the SIM and USIM application as a 2G/3G network access tool on the same device. In such a case there could be different configurations allowed including multiple IMSIs and Ki or a unique one based on the network authentication needs.

The security of communications networks also depends on the ability of those networks to monitor users’ behaviour and to have the ability to disconnect/suspend users that exhibit unacceptable conduct. These abilities require bilateral authentication between the UICC and the network.

3.1. The SIM/USIM network and terminal inter-working

As the UICC is a general platform capable of hosting the SIM and USIM applications it is quite interesting to understand the possible inter-working features between ICC/UICC and 2G/3G mobile equipment (ME). Therefore, what follows is a summary of the contents of 3GPP TR 31.900, which is recognised as being an important technical report dealing with such issues. It is particularly important to have a clear understanding of the following topics:

· Different inter-working cases between a 2G or 3G ICC and a 2G or 3G ME.

· Different inter-working cases between any given ME/ICC combination and the rest of the network

· Inter-working possibilities between a SIM and a USIM together on a single UICC

· Inter-working possibilities between several USIMs on a single UICC

The contents of the aforementioned report “are applicable to all 3GPP standard releases from R99 onwards unless otherwise stated”. In order to be as clear as possible, and according to 3GPP TR 31.900, we differentiate between 2G and 3G only and these can be defined as follows: 

· 2G = GSM = GSM R98- or GSM R99+

· 3G = 3G R99+

It is important to clarify the following definitions: 

2G
A 2G entity only comprises the mandatory and optional functionality specified in GSM and does not ensure any forward compatibility with 3G

3G 
A 3G entity only comprises the mandatory and optional functionality specified in 3G, features for 2G backward compatibility are only included if explicitly required by the relevant 3G

3G ME
A 3G ME is either a 3G single mode ME that only supports a 3G radio access network or a 2G/3G dual mode ME that supports both, a 2G radio access network (GSM) and a 3G radio access network, which ever is present. In either case it can handle 3G AKA (Authentication and Key Agreement) and 2G AKA and is able to inter-work with either a USIM application on a UICC or a SIM

2G ME
A 2G ME only supports a 2G radio access network (GSM). It can only handle 2G AKA and is able to inter-work with either a SIM application on a UICC or a SIM. It’s important to remember that a 2G Security Context is the established state between a user and a serving network domain after the execution of 2G AKA and that a 3G Security Context is the established state between a user and a serving network domain after the execution of 3G AKA

2G HLR/AuC
Supports triplet generation for 2G subscriptions but does not support quintet generation. Only 2G AKA can be performed. A triplet consists of RAND, RES and Kc, while a quintet comprises RAND, XRES, CK, IK and AUTN. A 2G HLR/AuC does not support any conversion functions

3G HLR/AuC
Supports quintet generation for 3G subscriptions. To support 2G AKA, i.e. to convert quintets into triplets, it shall support conversion functions c2 and c3 as defined in 3G TS 33.102. It may additionally support pure triplet generation for 2G subscriptions

2G VLR/SGSN 
Only supports 2G AKA and can only be attached to a 2G BSS. It does not support any conversion functions

3G VLR/SGSN
Supports 3G AKA and 2G AKA. It can be attached to a 3G BSS and/or a 2G BSS. To convert quintets from a 3G HLR/AuC into triplets necessary for 2G AKA, it shall support conversion functions c2 and c3 as defined in 3G TS 33.102.

For further information refer to 3GPP TR 31.900.

3.1.1. Inter-working between the ME and the ICC

Two basic requirements related to the ICC/ME interface and specified in the 3G standards can be found in 3G TS 22.100 and 22.101 and they are: 

· The UMTS mobile terminal shall support phase 2 and phase 2+ GSM SIMs as access modules to UMTS networks i.e. a 3G ME (up to REL-5) shall support a 2G ICC.

In 3G TS 22.101, section 11.1.3: "It shall be possible to use the UICC in 2G terminals to provide access to GSM networks. In order to achieve that option, it shall be possible to store a module containing 2G access functionalities on the UICC which shall be accessed via the standard GSM SIM-terminal interface." i.e. the UICC may contain a SIM application.

In other words, four different scenarios can be identified:

· 3G ME and UICC

· 2G ME and UICC 

· 3G ME and SIM

· 2G ME and SIM
3.1.1.1. 3G ME and UICC

It is mandatory that a 3G ME has to support the UICC and, if an UICC is inserted in a 3G ME, nothing but the 3G command set (as defined in 3G TS 31.101 and 31.102) can be used by the ME. “In particular, the 2G command RUN GSM ALGORITHM is not available”. In order to support a 2G/3G dual mode ME in a 2G radio access network, the USIM may provide functions for 2G backward compatibility. 

From a security point of view, the following applies:

· Normal 3G mode: The results of the 3G algorithm are sent to the ME without any change. The USIM receives RAND and AUTN and responds with RES, CK and IK. 

· 3G + Kc mode: The 2G ciphering key Kc (derived from CK, IK) is additionally included in the response. The USIM receives RAND and AUTN and responds with RES, CK, IK and Kc. This requires conversion function c3 to be supported by the USIM. If service n° 27 is available in the USIM, this mode is always active and the ME picks the relevant values from the USIM response according to the present network situation.

· Virtual 2G mode: The USIM receives a 2G authentication request with RAND and returns a 2G authentication response with SRES (derived from RES) and ciphering key Kc (derived from CK, IK). This requires a particular algorithm execution mode plus conversion functions c2 and c3 to be supported by the USIM. The ME may switch the USIM from normal 3G mode or 3G + Kc mode to virtual 2G mode by sending a particular command parameter according to the present network situation.”

3.1.1.2. 2G ME and UICC 

A 2G ME is not required to support a USIM; however this is not excluded by the standard. If it does not support a USIM this combination will only work if a SIM application is provided by the UICC.
3.1.1.3. 3G ME and SIM 

A 3G ME supports a 2G SIM and it has to provide 2G SIM interface in addition to the 3G UICC interface (up to REL-5). Access is possible to both 3G and 2G networks. The services that can be provided in this case may be limited to GSM-like services. It is up to the 3G network operator to accept or reject the use of GSM SIMs as access modules to his network.

3.1.1.4. 2G ME and SIM 

This is the well-known 2G case and access to 3G networks is not possible with this combination.

3.1.2. Inter-working between a SIM application and a USIM application on a UICC 

A SIM application and a USIM application, which are implemented together on a single UICC, can never be active at the same time. Neither can they be switched from one to the other. Their activity solely depends on the type of ME in which they are inserted i.e. a 2G ME will always activate the SIM application, while a 3G ME only uses the USIM application. Hence a direct way of inter-working does not exist. However, both applications may share certain elements, either to enable an intended basic subscription mode of the UICC (single or double subscription) or to optimise memory consumption, but still both applications have to be virtually independent from a functional point of view.

3.1.2.1. IMSI and Secret Key 

a.
Shared IMSI and shared Secret Key applies if the network operator wants to have one single subscription for a user, independent of the usage of a 2G or 3G ME. 

b.
Separate IMSI and Separate Secret Key applies if the network operator - for some reason - wants to administer the 2G and the 3G subscription independent of each other. The two subscriptions can be maintained in either in a single 2G or 3G HLR/AuC or in different dedicated 2G and 3G HLR/AuCs.

c.
Separate IMSI & Shared Secret Key is functionally identical to case (b).

d.
Shared IMSI and Separate Secret Key is not a valid option as a single IMSI cannot be associated with more than one secret key simultaneously.

In conclusion, case (a) and case (b) are considered to be the two most meaningful scenarios.

3.1.2.2.  FILE MAPPING

It is possible to share some files between the SIM and USIM. Mapping is not possible nor recommended when the file content is subscription dependent in a double subscription UICC (separate IMSI and separate Secret Key)

3.1.2.3.  ACCESS CONDITIONS

If an EF or DF is accessible in both 2G and 3G operation modes, then independent 2G and 3G access conditions may be defined for the file. The UICC does not check the consistency of the access conditions in both modes.

3.1.2.4.  SECRET CODES

In 3G mode, 8 Application PINs with global key references are available and the UICC also supports up to 8 Local PINs with specific key references. Local PINs can only be used within an ADF. Further, up to 10 administrative PINs can be defined. A replacement PIN, called Universal PIN, may also exist.

In 2G mode, only CHV1 and CHV2 are available. Additionally, up to 11 administrative PINs can be defined.

Mapping of PINs between 2G and 3G operation modes, so that activation, deactivation or changing of a PIN in one operation mode has the same effect in the other operation mode, follow these principles:

a. Mapping of CHV1

CHV1 in the SIM application can be mapped to any USIM application PIN with a global key reference (or to the Universal PIN, if the UICC is multi-verification capable), but to only one at a time. 

When the UICC is single-verification capable, CHV1 can only be mapped to a USIM application PIN. Then, if the USIM application PIN is disabled, the CHV1 is also disabled and vice versa.

When the UICC is multi-verification capable, different mappings of CHV1 are possible, depending on the standards release to which the UICC is compliant.

· Static mapping: CHV1 is always mapped to a USIM application PIN. If the USIM application PIN is disabled and replaced by the Universal PIN, then CHV1 is also disabled. Thus, when using the USIM, the user will have to verify the Universal PIN. When using the SIM, there will be no verification. Therefore, in this case the SIM and the USIM behave differently regarding the PIN/CHV1 verification from the user's point of view.

· Dynamic mapping: CHV1 is mapped to the USIM application PIN but the mapping can change to the Universal PIN. When the USIM application PIN is enabled, then CHV1 is also enabled. If the USIM application PIN is disabled and not replaced, then CHV1 is disabled. If the USIM application PIN is disabled and replaced by the Universal PIN, then CHV1 is mapped to the Universal PIN, i.e. the mapping changes from the application PIN to its replacement. In this case, the behaviour of the SIM and the USIM is exactly the same regarding the PIN/CHV1 verification from the user's point of view. 

b.
Mapping of CHV2

CHV2 in the SIM application can be mapped to the corresponding local key reference belonging to the USIM application to which the CHV1 is mapped. In the 2G operation mode this PIN is considered to be global and in the 3G operation mode it is considered to be local. If mapped, then, with respect to the requirement in TS GSM 11.11 for CHV2, this PIN cannot be disabled in either operation mode. The UICC will return an appropriate error condition in that case.

c.
Mapping of Local PINs

A SIM does not support Local PINs, hence there is no correspondence in 2G operation mode. Local PINs cannot be mapped.

d.
Mapping of administrative PINs

The mapping of administrative PINs between the 2G and 3G operation modes is entirely at the discretion of each network operator and card manufacturer.

3.1.2.5.  Activation of 2G and 3G operation modes

The selection and activation of either 2G operation mode (i.e. the SIM application) or 3G operation mode, is implicitly done by the ME when sending the first command. 

If the Class Byte of the First Command is set to ‘A0’, the resulting mode operation is 2G and the SIM is the active application (no operation may occur in the case of a UICC without a SIM application).

If the Class Byte of the First Command is set to ‘0x’ or ‘8x’, the resulting mode operation is 3G and the USIM is the active application.

A 3G or 2G/3G dual mode ME will only send commands with class byte = '0X' or '8X'. A 2G ME will only send commands with class byte = 'A0'. The operation mode selection takes place regardless of the result of the command (i.e. if it was successful or not).

3.1.2.6.  Enabling/disabling procedures for dialling numbers

Enabling/disabling procedures of restricted dialling numbers services (e.g. FDN or BDN)  are different between SIM and USIM. Nevertheless, if a dialling number file is mapped between a SIM and a USIM, the corresponding enabling/disabling procedures can also be linked. When an enabling/disabling procedure is shared between a SIM and a USIM, the enabling/disabling of a restricted dialling numbers service in one mode (SIM or USIM) is reflected in the other mode (respectively USIM or SIM).

For any further detail, refer to 3GPP TS 31.900.

3.1.3. Inter-working between USIM applications on a UICC 

If a UICC contains more than one USIM application these are normally related to separate subscriptions, either from the same or from different network operators. In such cases, the IMSIs and secret keys are different and cannot be shared but the authentication algorithm may be shared if the nature of the subscriptions does not require different algorithms. This scenario is functionally identical to that with SIM and USIM with separate IMSI.

Regarding file mapping, some data, such as Phonebook, may be shared in the event that the two subscriptions refer to the same user.

For any further detail, refer to 3GPP TS 31.900.

3.1.4. Inter-working between a SIM application and a USIM application on a UICC

It is certainly possible to implement a SIM application and a USIM application together on a single UICC. Both applications have to be virtually independent from a functional point of view and can never be active at the same time, nor can they be switched from one to the other. However,, both applications may share certain elements and their independence of each other ends if one application changes data which is later accessed by the other application.

For this reason, it is important to consider the following elements:

· IMSI, secret key and authentication algorithm

· File mapping

· Access conditions

· Secret codes

· Activation of 2G and 3G operation modes

· Selection of cyclic files

For further information refer to 3GPP TR 31.900.

3.2. The UICC as a multi application environment

The UICC is the physical and logical platform for the USIM. It contains at least one USIM application and may additionally contain a SIM application. The UICC may also contain additional USIMs and other applications, e.g. for mobile banking or mobile commerce purposes, if these fit with the basic physical and logical characteristics of the UICC. The main features of the UICC can be summarized as:

· authentication of the user and authentication of the service provider (compared to the single user authentication of the SIM)

· a removable and portable device able to keep the service subscription linked to it

· a multi-tasking capable device (e.g. simultaneous voice calls and data sending);

· a variable bit-rate interface in order to communicate and negotiate with different devices (as the application can be different)

· A standard APIs platform to program different interoperable applications.

3.3. Benefits of SIM/USIM adoption

The adoption of the UICC platform offers network operators an opportunity to combine the SIM and USIM applications based on the availability of 2G/3G licenses. The advantages of the USIM features (larger phonebook, new access parameters, etc) must be managed through compliant handsets. The availability of USAT commands extends, both on the SIM and USIM, the opportunity to host applications and specific services. 

The adoption of the SIM and USIM application on the same UICC improves the security features of the 2G/3G access as the traditional on way authentication becomes mutual (the card and the network mutually authenticate) which is a significant enhancement.

2G/3G network configuration benefits can be shared by extending typical 3G features to the 2G networks. New provisioning capabilities are also provided through the adoption of UICC platforms, even for 2G services (e.g. MMS parameter configuration). Clearly, operators managing 2G and 3G networks should be particularly inclined to adopt and distribute UICC cards containing the SIM and USIM applications. 

3.4. New UICC applications (WIM, ISIM, DIM, etc.)

As the UICC was developed as a multi-application platform the combination of different components can be achieved on the same smart card. The opportunity to combine 2G and 3G services is best illustrated by the ability to adopt the SIM and USIM applications on the UICC, but additional functionalities can be added through the integration of the WIM (WAP Identity Module) or the DIM (Digital Identity Module) or the ISIM (IP SIM). These additional applications are mainly devoted to enhancing the security and the portability of personal data that could be shared with telecommunications applications and additional services.

It is quite evident that the opportunity for network operators to combine all these applications is a great advantage, even if sometimes creates an increase of costs due to the logistic and management of the different applications on the same card.

3.4.1. WIM

The WIM was developed within the WAP standardisation process as a secure module to perform WTLS and application security functions, storing and processing information to identify and authenticate the user. The WIM, as an additional application, can be hosted on the UICC together with the SIM and USIM applications as it requires a tamper resistant implementation on a smart card. The main scope of WIM implementation is the enhancement of the security in the application layer through the WAP protocol. The information structure is based on PKCS15 policy which enables a flexible information format on a cryptographic token offering the opportunity to access keys, certificates, authentication objects and proprietary objects in a simple device.

The main features designed for the WIM are:

· Execution of cryptographic operations during the handshake, mainly for customer authentication

· The security of the WTLS sessions

· Signature of operations required from the application layer

· Exchange of keys during the operations (leaving the private keys stored on the WIM)

The WIM may store some certificates through the storage of a trusted root Certification Authority (CA), and it is up to the issuer to decide how best to install/manage them. The storage of these certificates in the WIM may be useful from a logistical and portability standpoint.

The WIM supports the following functionalities:

· Calculation or generation of pre-master secret key

· Calculation and storage of the master secret key for each secure session

· Derivation and output of key material based on the master secret key

The master secret keys and the pre-master secret keys never leave the WIM.

In some cases it is necessary, to comply with national CA laws, to generate the keys on-board without actually installing them during the production phase or downloading the keys in a post management phase.

Today the W-PKI business model has resulted in many operators building their own CA in order to maximize the efficiency of maintaining and managing such infrastructure. A centralized CA for GSM operators could be an interesting proposition to achieve economies of scale and promote the adoption of the technology.  

3.4.2. DIM

The DIM is seen as a general security module on the UICC which can store and manage access to sensitive data and which offers cryptographic services through an API with standardised functions. The specifications of the DIM are under control of the ETSI SCP Group and are still in development. The main proposed uses for the DIM are identified as being the provision of security for banking applications, M-Payments, M-Mail digital signatures, authentication, DRM and application downloads.

The DIM can be viewed as having two separate logical components: 

· Administrative service  (DIM-Admin-Service), which is used to administer the objects of the DIM

· Internal DIM-module, which is a kind of "security module", that contains DIM-objects and cryptographic functions

The DIM-Admin-Service offers administrative functions to administer objects on the DIM, e.g. to store keys on the DIM or to set access conditions. One possible way to realise this service is through an application, which can be selected and which accepts APDUs to administer the objects. 

The DIM-module is able to store sensitive data of various kinds, and to eventually add and manage new types of sensitive data through a standardised API. The API defines standardised operations that can be used with sensitive data objects and the DIM's API can be used by applets, toolkit applications, etc. which exist on the UICC. The DIM should guarantee secure access to the different sensitive data objects requested from the different applications available on the UICC.

Any application may keep its own information about sensitive data objects and eventually share them with third party applications requesting DIM specific features.

The main advantages deriving from the introduction of DIM can include:

· Improved privacy of customer sensitive data: as all the data will be protected in a secure token

· Improved interoperability between the different applications stored on the UICC and the possibility to share the same security level

· Improved maintenance for secure data management: install/erase data from the card in a protected manner.

· Increased efficiency: due to the memory saving as all the keys will be managed through a central function

· Enlarged business model where different actors can create their own applications and refer to the DIM module for the secure treatment of the data

3.4.3. ISIM and IMS

The IP world has opened up a whole range of communications applications, which may allow operators to develop totally new value added applications as well as enhancing their existing solutions. The open architecture and platforms supported by IP and operating systems may lead to applications and new opportunities that are more difficult to replicate using a standard switched centralized solution. 

A complete solution for the support of IP multimedia applications (including voice communications) has been defined by 3GPP. The solution consists of terminals, GERAN or UTRAN radio access networks and GPRS evolved core networks. One of the main objectives of the 3GPP specifications is to ensure that the availability and behaviour of these IP applications, when used via the 3GPP mobile access, is at least as good as when used via other mobile access types. 

In order to support specific user needs, IP multimedia sessions shall be provided in a flexible manner to allow operators to differentiate their services, through specific service capabilities.

3GPP has defined the following options in the 3GPP standards to enable service delivery in a standardized approach:

· An architectural framework that enables maximum flexibility in the end user device and network servers which is conceptually similar to the Internet paradigm;

· Enhanced service capabilities which will allow IP multimedia applications to be deployed in a vendor independent manner;

· Mechanisms which allow the network, or the application, to understand the limitations of the mobile and, thereby, take appropriate actions.

From the user point of view, IP multimedia sessions provide the ability to invoke IP multimedia applications to send and receive (where applicable) voice and data communications, even when roaming. This includes inter-working with existing voice and data networks for both fixed (e.g. PSTN, ISDN, internet, etc.) and mobile users. There is no requirement to support standardized subscription mechanisms for IP multimedia applications.

IP multimedia applications may need to be provisioned and configured by users and operators. Since the source and variety of IP multimedia applications are not standardized, the specific feature codes to provision, enable and configure IP multimedia applications cannot be standardized either. Thus, there are no requirements on the network capabilities to support provisioning and configuration for specific IP multimedia applications.

In order to perform user authentication in an IMS environment, it has been defined that the ISIM application must reside on a UICC. The authentication is based on a challenge-response mechanism and symmetric cryptography. An ISIM application shall securely store the Private User Identity and it shall not be possible for the UE to modify the UICC’s Private User Identity information.

In R5, the ISIM application requires the presence of a USIM application on the same UICC. This does not preclude the possibility in later releases of having an ISIM in a UICC that does not contain a USIM. 

The relevant specifications for the ISIM are:

· 3GPP TS 31.103 Characteristics of the ISIM Application

· 3GPP TS 23.228 IP Multimedia Subsystem (IMS)

3.5. The UICC as a VAS enabler (integration with the different execution environments)

The availability of a multi-application and open platform such as the UICC is a basic standard layer to facilitate the integration of different applications (e.g. SIM and USIM) and those other than traditional telecommunication services such as banking etc. A harmonization process is required to standardize common specifications to enable inter-working with different systems and execution environments and the ETSI project SCP (Smart Card Platform) has been recognized as the technical body that should manage the integration of different standards based on smart cards. It is becoming increasingly common to adopt multiple technologies (e.g. contact/contact less, Bluetooth) in order to achieve one single platform enabled to execute different applications. 

The role of the UICC in these scenarios will be mainly devoted to preservation and protection of the security of sensitive data (user authentication parameters, keys, etc.) and to execute programs which may require elaborations and local calculations to establish an end to end secure channel between the end user and the service provider.

The next evolutionary step required to the UICC, from an operator point of view, is to integrate the UICC functionalities in the complete Mobile Equipment environment to incorporate all of the secure, personal and portable features that are missing in the separate components today.

The main reason to support this view is to increase the business opportunities to be derived from new secure communications provided by the UICC, and to enlarge the benefits of integrated services able to empower and improve the customer experience.

4. The benefits of smart card adoption in different application fields

As stated throughout this document, the introduction of the smart card is fundamental for the development of a kind of “universal network”.

Electronic communications systems strongly need common platforms for authentication, encryption and controlling access to services in order to guarantee strong security levels across international boundaries. Today, much of the world possesses the means to provide and enable a suitable security system to ensure access and traffic protection. That tool is the  SIM/Smart Card technology which was developed by the mobile industry as a physical means of supporting user authentication and data encryption, two fundamental security requirements.

Security is crucial to stimulating demand for new electronic communications services. The spectacular growth in fraud and security attacks conducted on electronic communications networks, particularly the internet, can undermine consumer confidence in new services as has been evidenced by the comparatively slow adoption of e-commerce.

5. Basic requirements for UICC/ME compatibility

As the range of SIM card functions increases mobile devices need to be capable of supporting a greater number of capabilities in order to meet operator requirements. Operators need to clearly identify their needs and priorities.

This chapter describes the behavior expected from all devices that use a SIM/UICC card and the minimum capabilities that should be supported to ensure the correct functioning of the SIM-ME ensemble.

5.1. Electrical signals and transmission protocols

In order to improve the communication between the SIM and the ME it is very important for the handset to take a number of considerations into account:

· Supply Voltage: For more than 2 years, some handsets appearing on the market only support 3 Volt cards but emerging UICCs support 1.8 Volts and there are a significant number of 5 V cards already on the market. Therefore, it is recommended that handsets support the full voltage range (5 - 1,8 V).

· Battery Consumption saving: In order to extend the battery time between 2 recharges handsets should support ‘Clock Stop Mode allowed, no preferred level’.

· PPS and ‘Speed enhancement’ procedure: In order to accelerate the communication between SIM and ME (up to 115.200 bps) this feature could be important if large quantities of data are to be transferred (i.e. reading of 3G phonebook or huge short message file)

5.2. Network operating mode

The terminal must support all capabilities resident on the SIM in accordance with the defined standards, for authentication and the use of existing files, including:

· Initialisation process (reading all relevant SIM files).

· Correct storage and use of network parameters (LOCI, Kc, LOCIGPRS, etc.).

· Prioritisation of operator selection while roaming and forbidden networks management.

Some of these features are very important for operator activities as the smart card is effectively a roaming enabler.

5.3. Service provisioning.

Some configuration parameters on the equipment side are normally needed for accessing services. For operational reasons, and homogeneous management, this provisioning needs to be done on the SIM/UICC and the handset needs to use the values stored on the smart card. This requirement is necessary for existing and emerging services such as:

· SMS.

· CBS

· WAP provisioning.

· GPRS connection parameters

· MMS provisioning
5.4. User data storage.

One of the major advantages of the smart card is the fact that it facilitates data portability by maintaining an independence from the devices. Memory is used to store the user’s personal data, such as phone numbers, short messages, etc. Features that need to be supported include;
· Abbreviated Dialling Numbers phonebook management.

· Fixed Dialling Numbers phonebook management.

· Service Dialling Numbers phonebook management.

· Short messages management.

· Last Number Dialled Management.

· Multimedia Messages management

5.5. SIM-ME memories interaction

In many cases, the handset has additional memory, usually larger than that of the SIM card, which can also be used. However, from the user’s point of view, storing data on the card has a number of advantages, such as portability between equipment. Moreover, the existence of different memories causes considerable confusion and increases the complexity of use so the following requirements apply.

· SIM memory will be always take priority over the handset memory for data storage. Only when the SIM memory is full should new data be stored in the extra memory available on the handset.

· Advanced phonebooks should be supported so that if several phone numbers are allowed to associate with a single identifier the handset should add two letters at the end of each name to distinguish between them when they are being stored in the SIM. An example might be to add ‘/H’ to indicate a home number, ‘/M’ for mobile, ‘/W’ for work, and ‘/F’ for fax. Other values (e-mail, address, etc.) will be stored in the memory intended for this purpose in the handset (only for GSM).

· The user must always be able to distinguish between data stored on the SIM and on the ME.
· The handset would offer a memory management interface for copying, moving or deleting phonebook and short message entries between the SIM and the mobile and vice versa. It would also be interesting to allow the user the look up the current memory status to ascertain how much is used, free, etc.

5.6. SMS handling depending on SIM Class

Messages without Class, Class2 (not Envelope Data Download) and Class 3 need to be stored immediately on the SMS file in the SIM (if there is space available) and the handset will retrieve it from this folder for subsequent reading.

5.7. Application Environment

SIM Application Toolkit (SAT) allows the operator to develop extra applications that run using the handset capabilities. Therefore, handsets need to be compliant with the standards implementing all the SAT features.

Some of the most important features for operators are based on letter classes (i.e. Launch browser defined as class ‘c’ or BIP defined as class ‘e’. Therefore, letter classes need to be considered part of the core features.

As OTA management of the SIM/USIM is critical for operators, handsets need to be compliant not only with the commands defined for ‘Data Download to SIM’ but also with the process related to this (SIM Data Download error response, busy status response, etc.)

5.8. Processes interaction

Although the SAT process is independent of the other environments running on the handset, it has some interactions with them that need to be identified:

· SAT/GSM: If, during execution of a SAT application (for example, while navigating through a menu), a call or short message is received, the sessions should be kept independent (GSM/SAT). The best way in which to manage this is to allow the user to answer the GSM request, and once it is finished, to continue with the SAT process from where it left off (same menu branch).

· SAT/WAP: If, during a browsing session, the smart card asks for the control, the handset will let the control to the SIM and once this process has finished the WAP session will continue.

5.9. User Interface

Some of the SIM features need to have interaction with the user and the following requirements are necessary.

· The handset screen needs to show the SPN on the display according to the configuration described by the SIM.

· The interface must allow interaction with handset menus (SIM Toolkit entry), even if no GSM service is available.

· Fixed Dialing Numbers management and Service Dialing Numbers phonebook need to  have easy and clear access through the handset menu.

· Option lists need to be presented with the relevant title.

· MMI needs to be uniform, offering the same appearance and behavior on the SIM menu as on the terminal (letter style, browsing, data input, etc.)

6. The extension of SIM/USIM adoption in different network access conditions

The availability of a multi-application platform, as the UICC is defined, represents the right component in the value chain for network operators in order to extend the range of wireless services offered to customers, regardless of the radio access.

Network operators have a unique opportunity to combine applications and share customer data using the multi-access capabilities of the UICC. As 2G/3G networks can share the same authentication mechanisms through specific algorithms, even different network accesses such as W-LAN could use the UICC as a key user authentication component.

The main advantages for consumers are:

· One single relationship with the network operator/service provider;

· Transparent roaming through different networks;

· Same high security level

The main advantages for the network operator are:

· Extended roaming capabilities;

· New role as multi technology player/provider

· Reinforced relationship with its customers (“one stop shopping” concept);

· Enlarged customer offering with new enhanced services

7. New opportunities for application convergence based on UICC platforms

7.1. EU initiative for smart card implementation

In 2002, the European Commission identified the opportunity to develop new security services based on smart cards and started to promote different initiatives (e-europe smart card initiative) with a view to fostering:

· Interoperability and multi-application services through smart cards;

· Harmonization and standardization of open platforms;

· Increased privacy and security for sensitive applications.

To achieve these goals the major prerequisites are to introduce the smart card technology to replace and improve existing processes and to demonstrate the advantages for all the players in the value chain, including the end users.

Some of the supported initiatives are dedicated to the identification of common basic requirements for digital signature acceptance in different fields and specifically over the mobile networks. It is quite evident that, with the availability of the UICC in the telecommunications environment, it is appropriate to extend the use of these applications and to the UICC is a critical element to aggregate multi service scenarios.

The influence of network operators defining a common view in the different national environments can facilitate the adoption of existing (SIM) and future smart cards (USIM) distributed to the end users. The opportunity to link different services to the customer identity (and possibly to his/her signature) is a unique way to guarantee access to a multitude of applications such as banking, health, etc. in a mobile environment (see the Trusted Transaction Roaming T2R initiative). 

Naturally, the development of these technical features should correspond to a common understanding of the benefits that can be derived from having those features implemented in a smart card thereby creating real economies of scale and optimizing the investments to support these initiatives.

The role of the GSM Association in this scenario has to be more effective, supporting a global position and indicating and communicating network operators’ consensus, is critical as it is those operators who were the early adopters of smart card technology and who experimented with the role of the SIM card as a secure access token to different networks. It is the network operators who, having embraced smart card technology, continued to improve the set of services to increase the customer satisfaction

8. Conclusions

This document aims to illustrate and consolidate opinion within the GSM Association regarding the benefits of adopting the benefits of SIM/USIM, which have already been demonstrated in relation to security, portability and a support for value added services. 

Currently, the SIM is used as a security token (network access), a provisioning device (SMS-C parameter), a roaming enabler, a user data storage facility (phonebook, SMS) and a service platform (SIM Toolkit applications). The future will see these functionalities evolve even further which will result in an amplification of the existing set of features to incorporate and address new aspects such as:

· Security: network access, support of trusted environment, storage and management of customer credentials

· Provisioning: WAP MMS, GPRS, etc.

· Roaming enabler: GSM, UMTS, WLAN, CDMA

· Data storage: MMS, handset applications

· Service platform : new enhanced SAT applications

· Multi application platform: SIM, USIM, WIM, DIM ISIM,..

· Customization: operator and customer preferred profiles

This evolution path reflects the migration from the SIM to the USIM, and mirrors that migration from one specific application environment to a full multi-service platform (UICC) which requires the extension of the technical capabilities of the device.

A new architectural framework (with extended memory capabilities, more powerful CPU, and new functionalities) should be applied to increase the security (creating a real trusted environment) and the service offering (new SAT/USAT commends).

The UICC, as a multi-application device, is well placed to consolidate the network operator position in the market by allowing access to a wider range of services such as W-LAN, transaction authentication, etc. and reinforcing existing and establishing new third party relationships in the value chain business model.

As technical enhancements will improve UICC functionalities it is necessary to ensure that the handset interface also evolves sufficiently to support the new features and to ensure full interoperability between the smart card and the handset application layers. Otherwise, the UICC evolution process will be pointless and will dramatically reduce the real benefits and advantages for network operators.

In conclusion, the role of the SIM in 2G network deployments was crucial to sustain the development of GSM services and the same focus should be placed on the smart card in the evolution towards 3G and new wireless networks to ensure network operators maintain real value and an important position in the various business models that will emerge.

Annex 1
Acronym Table

	2G
	Second Generation

	3G
	Third Generation

	3GPP
	Third Generation Partnership Project

	AKA
	Authentication and Key Agreement

	AMPS
	Advanced Mobile Phone Service

	AND
	Abbreviating Dialling Numbers

	APDU
	Application Protocol Data Unit

	API
	Application Programming Interface

	AuC
	Authentication Centre

	AUTN
	Authentication Token

	BSS
	Base Station Sub-System

	CA
	Certification Authority

	CBS
	Cell Broadcast Services

	CDMA
	Code Division Multiple Access

	CHV
	Card Holder Verification

	CK
	Cipher Key

	DECT
	Digital European Cordless Telecommunication

	DIM
	Digital Identity Module

	DRM
	Digital Rights Management

	ETSI
	European Telecommunication Standard Institute

	FDN
	Fixed Dialing Numbers

	GERAN
	GSM/Edge Radio Access Network

	GPRS
	General Packet Radio Service

	GSM
	Global System for Mobile Communications

	HLR
	Home Location Register

	ICC
	Integrated Circuit Card

	IK
	Integrity Key

	IMS
	IP Multimedia System

	IMSI
	International Mobile Subscriber Identity

	IP
	Internet Protocol

	ISDN
	Integrated Services Digital Network

	ISIM
	IP Subscriber Identity Module

	Kc
	Cipher key

	Ki
	Subscriber key

	ME
	Mobile Equipment

	MMI
	Man-Machine Interface

	MMS
	Multimedia Messaging Service

	PDC
	Personal Digital Cellular

	PHS
	Personal Handyphone System

	PIN
	Personal Identification Number

	PKCS
	Public Key Cryptographic System

	PSTN
	Public Switched Telephone Network

	RAND
	Random Number

	RES
	Response

	SAT
	SIM Application Toolkit

	SCP
	Smart Card Platform

	SDN
	Service Dialing Number

	SGSN
	Serving GPRS Support Node

	SIM
	Subscriber Identity Module

	SMS
	Short Message Service

	UE
	User Equipment

	UICC
	UMTS Integrated Circuit Card

	USIM
	Universal Subscriber Identity Module

	USAT
	Ultra Small Aperture Terminal

	UTRAN
	UMTS Terrestrial Radio Access Network

	VAS
	Value added services

	VLR
	Visitor Location Register

	W-LAN
	Wireless Local Area Network

	W-PKI
	Wireless Public Key Infrastructure

	WAP
	Wireless Application Protocol

	WIM
	WAP Identity Module

	WTLS
	Wireless Transport Layer Security
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