
	3GPP TSG-T3 #28

Marseille, France 19-22 August 2003
	Tdoc T3-030613


Title:   Provisioning Service Connectivity Settings in the USIM

Source: 
3 (Hutchison)
Document:
For Decision

Contact person:
Tim Ambrose tim.ambrose@three.co.uk
Introduction

This paper is outlines requirements for USIM based connectivity settings used by 3G services, e.g. MMS, Mail and operator specific services.  The intended outcome of this submission is to initiate the process of developing new USIM file(s) to meet the needs described. 

The table below shows the typical settings required for a 3G handset. At present, these setting are stored in the handset rather than the USIM.  While initial values of these settings can be installed at manufacture, there is also a very important need for them to created or updated using an OTA mechanism.   This requirement is derived from the fact that customers do not use services if they are difficult to set up for themselves. 

However, the problem with OTA-provisioning of service settings stored in the terminal is that there is no single standard for terminal provisioning. Typically, every handset supports a different protocol or some variation. 

Due to the large number of terminal types and the difficulty for an operator to know which terminal type each customer is using, provisioning soon becomes infeasible and costly.  Consequently, operators need terminal-independent OTA provisioning utilising the USIM.

The advantages of USIM storage for OTA controlled settings are:

1. Terminal independent OTA provisioning

2. Secure OTA provisioning using implementation already in place

3. Add/modify/delete functionality using implementation already in place

4. OTA-provisioning client support in terminals is no longer required

The purpose of this paper is to propose the need for files in which these settings could be stored in the USIM.  The settings can then be updated OTA using standard 3GPP protocols, for which the necessary implementation,  in the OTA provisioning server, in the handset and in the USIM,  already exists. 

It is proposed that the handset would read the settings from the USIM into its own memory at start up. The handset can continue to hold factory settings in its own memory, to be used if the specified USIM files are not present.  Terminal based settings would not be configured OTA and would be ignored when there are USIM settings available.

Table of typical 3G handset based settings that are configurable OTA

	Purpose
	Setting name


	Address type
	Address
	Port
	Protocol
	Authentication
	User name
	Pass-word

	Mail receiving host
	inbox
	APN
	imap@3g-operator.com
	143
	IMAP
	No
	-
	-

	Mail sending host
	-
	APN
	smtp.3g-operator.com
	25
	SMTP
	No 
	- 
	-

	GPRS APN
	-
	APN
	3g-operator.com
	-
	-
	
	
	

	Browser/Homepage
	3G Services
	APN
	http://mobile.3g-operator.com
	-
	-
	
	
	

	
	Service Selection A
	APN
	http://mobile.3g-operator.com/A
	-
	-
	
	
	

	
	Service Selection B
	APN
	http://mobile.3g-operator.com/C
	-
	-
	
	
	

	
	Service Selection C
	APN
	http://mobile.3g-operator.com/C
	-
	-
	
	
	

	Location Server
	LS-IP1
	IPv4
	111.111.111.1
	-
	-
	
	
	

	
	LS-IP2
	IPv4
	111.111.111.2
	-
	-
	
	
	

	
	LS-IP3
	IPv4
	111.111.111.3
	-
	-
	
	
	

	
	LS-IP4
	IPv4
	111.111.111.4
	-
	-
	
	
	

	
	LS-IP5
	IPv4
	111.111.111.5
	-
	-
	
	
	

	
	LS-IP6
	IPv4
	111.111.111.6
	-
	-
	
	
	

	
	LS-IP7
	IPv4
	111.111.111.7
	-
	-
	
	
	

	
	LS-IP8
	IPv4
	111.111.111.8
	-
	-
	
	
	

	
	LSHost
	
	ls.3g-operator.com
	-
	-
	
	
	

	MMSC
	MMSC APN
	APN
	http://mms.3g-operator.com /mmsc
	-
	WAP
	
	
	

	
	MMSC gateway
	APN
	mms.3g-operator.com:1234
	-
	-
	
	
	

	
	MMSC gateway
	IPv4
	300.200.100.1
	1234
	-
	
	
	


MMS Settings

These can be stored in the 3GPP-specified USIM file, EF_MMSICP (MMS Issuer Connectivity Parameters), defined in 3GPP TS 31.102 release 5. This file is designated for operator use. There is also EF_MMSUCP (MMS User Connectivity Parameters) which is identical in structure and designated for settings determined by the user.  These existing files cover all of the MMS parameters that 3’s handsets use apart from the ‘NAME’ parameters in APPLICATION and PXLOGICAL.  Although the original specification of these files has followed the structure of the WAP provisioning specification these particular parameters have been omitted.  

Certain vendor’s terminals may use these parameters.  Not least, the names are used to identify settings in the terminals user interface.

Required Corrections to EF_MMSICP and EF_MMSUCP

The PXLOGICAL and APPLICATION NAME parameters could be added to the MMS Relay/Server and MMS Gateway settings as shown in the revised table below:

	Information Element name


	WAP Provisioning characteristic 
	WAP Provisioning characteristic parameter
	Information Element parameter name


	WBXML parameter start token used as parameter tag in Information Element

	MMS Relay/Server
	APPLICATION
	NAME
	MMS server name
	0x07

	
	
	ADDR
	address
	0x34

	MMS Gateway
	PXLOGICAL
	NAME
	gateway name
	0x07

	
	PXPHYSICAL
	PXADDR
	address
	0x20

	
	
	PXADDRTYPE
	type of address
	0x21

	
	PORT
	PORTNBR
	port
	0x23

	
	
	SERVICE
	service
	0x24

	
	PXAUTHINFO
	PX_AUTH-TYPE
	authentication type
	0x19

	
	
	PXAUTH-ID
	authentication id
	0x1A

	
	
	PXAUTH-PW
	authentication password
	0x1B

	Interface to Core Network and Bearer
	NAPDEF
	BEARER
	bearer
	0x10

	
	
	NAP-ADDRESS
	address
	0x08

	
	
	NAP-ADDRTYPE
	type of address
	0x09

	
	
	LINKSPEED
	speed
	0x25

	
	
	CALLTYPE
	call type
	0x0A

	
	NAPAUTHINFO
	AUTHTYPE
	authentication type
	0x0C

	
	
	AUTHNAME
	authentication id
	0x0D

	
	
	AUTHSECRET
	authentication pw
	0x0E


Adding optional NAME parameters to the MMS Relay/Server and MMS Gateway Information Elements would involve a change to Annex F.1 in TS 23.140 and  to the example coding of MMS Connectivity Parameters in Annex J.2 in TS 31.102. The effect would be to propagate the same change to both EF_MMSICP and EF_MMSUCP.

URI and Mail Settings

The remaining connectivity settings used by 3, both URI and mail settings, can be stored in a shared TLV object structure in a single new USIM file. 

The proposal is to add general purpose URI Connectivity Parameter files to 3GPP TS 31.102. In the case of the MMS connectivity parameters, 3GPP TS 31.102 provides for both “issuer” and “user” files, with different access conditions. It is sensible for there to be similar “issuer” and “user” versions of the URI connectivity parameters file. This would allow handsets to support user settings in the same way as issuer settings. There would then be EF_URIICP (URI Issuer Connectivity Parameters and EF_URIUCP (URI User Connectivity Parameters). 

Below is a draft and partially completed proposal of how these new files might be specified.

EFURIICP (URI Issuer Connectivity Parameters) 

If service n°xx is "available", this file shall be present.
This EF contains values for URI Issuser Connectivity Parameters as determined by the issuer, which can be used by the ME for network connection for services. This file may contain one or more sets of URI Issuer Connectivity Parameters. 

	Identifier: '6Fxx'
	Structure: Transparent
	Optional

	File Size: X1+…+ Xn bytes 
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X1
	URI Connnectivity Parameters TLV object
	M
	X1 bytes

	X1+1 to X1 + X2
	URI Connectivity Parameters TLV object
	O
	X2 bytes

	…
	…
	
	

	X1+…+ Xn-1+1 to X1+…+ Xn
	URI Connectivity Parameters TLV object
	O
	Xn bytes


UIR Connectivity Parameters tags

	Description
	Tag Value

	URI Connectivity Parameters tag
	‘XX’

	Name tag
	‘80’

	Application tag
	‘81’

	Priority tag
	‘82’

	Address tag
	‘83’


	Address Type tag
	‘84’

	Bearer tag
	‘85’

	Port Number tag
	‘86’

	Protocol tag
	‘87’

	Authentication Type tag
	‘88’

	Username tag
	‘89’

	
Password tag
	‘8A’


URI Connectivity Parameters contents

	Description
	Value
	M/O
	Length (bytes)

	URI Connectivity Parameters tag
	‘XX’
	M
	1

	Length 
	Note 1
	M
	Note 2

	
Name tag
	‘80’
	O
	1

	
   (Name value)
	...
	
	tbd

	
Application tag
	‘81’
	M
	1

	
   (Application value)
	...
	
	tbd

	
Priority tag
	‘82’
	O
	1

	
   (Priority value)
	...
	
	tbd

	
Address tag
	‘83’
	M
	1

	
   (Address value)
	...
	
	tbd

	
Address Type tag
	‘84’
	M
	1

	
   (Address type value)
	...
	
	tbd

	
Bearer tag
	‘85’
	M
	1

	
   (Bearer value)
	...
	
	tbd

	
Port Number tag
	‘86’
	O
	1

	
   (Port Number value)
	...
	
	tbd

	
Protocol tag
	‘87’
	O
	1

	
   (Protocol value)
	...
	
	tbd

	
Authentication Type tag
	‘88’
	M
	1

	
   (Authentication Type value)
	...
	
	tbd

	
Username tag
	‘89’
	O
	1

	
   (Username value)
	...
	
	tbd

	
Password tag
	‘8A’
	O
	1

	
   (Password value)
	...
	
	tbd


Note 1: This is the total size of this set of connectivity parameters.

Note 2: The length is coded according to ISO/IEC 8825.

Name tag ‘80’


Contents: The ‘Name’ parameter is a name for this setting, which could be used in a handset’s user interface.


Coding:  tbd

Application tag ‘81’


Contents: The ‘Application’ field is used by the UE to identify the general purpose (e.g. mail receiving host) a URI connectivity parameters setting can be used for.  


Coding: tbd

Priority tag ‘82’


Contents: The ‘Priority’ field orders settings with the same Application value, priority 1 having the highest priority.


Coding: tbd

Address tag ‘83’


Contents: URI.


Coding: tbd

Address Type tag ‘84’


Contents: Type of address – e.g. APN, IPV4.


Coding: tbd

Bearer tag ‘85’


Contents: Bearer – e.g. GSM-GPRS.


Coding: tbd

Port Number tag ‘86’


Contents: Port number.


Coding: tbd

Protocol tag ‘87’


Contents: Protocol – e.g. IMAP, SMTP.


Coding: tbd

Authentication Type tag ‘88’


Contents: Authentication username, password.


Coding: tbd

Username tag ‘89’


Contents: Username.


Coding: tbd

Password tag ‘8A’


Contents: Password.


Coding: tbd

