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1 Introduction

Currently, 3GPP defines the requirements and specifications of interworking with WLAN. An important point that has been discussed and confirmed is that for authentication, UICC shall be used. However, as currently many operators roll out WLAN networks interworking with a GSM system, support of existing SIM shall be required as well. The authentication protocol chosen is EAP-SIM [1] and EAP-AKA [14].

There are certain risks related to the use of an existing SIM in a WLAN client. To counter these threats, certain enhancements of the SIM are necessary. It is in favour of interoperability that these enhancements are in some way or another standardized. 

While T3 is not a group that handles the security aspects of the 3GPP system, this paper only highlights the identified risks in order to explain the enhancements that are proposed for inclusion in the SIM specifications and refers to the annex for a detailed description of the threats.

2 The risks related to the use of SIM in WLAN

A SIM is an application in a smart card. It is a tamper resistant device in which the access credentials of a mobile network subscriber can be securely stored. Even if the data inside cannot be directly obtained, its opacity depends on the algorithms used to hide it from the outside world. Using cryptanalysis, hackers can find a way to calculate the value of the secret data by analysing a huge number of command-response pairs, depending on the weakness of the cryptographic algorithm (e.g. Comp 128-1)

The risks of such attacks however are relatively low; as the 3GSM system is very closed to the outside world, this attack can only be carried out when in physical possession of the SIM to crack. For this reason, cloned SIMs can easily be blocked when their use is detected in the GSM system, without necessarily compromising the provider – customer relationship.

Currently, solutions of SIM based authentication for WLAN are introduced. They are based on client software receiving a challenge from the network, submitting it to the SIM and sending the result back to the network, exactly as it is done in a mobile handset.

In this case, the possibilities to hack have completely changed. The system is doubly open. Firstly, the Internet is infected by lots of Trojan horses and other malicious programs and secondly, by suppressing the wires, there is no physical barrier anymore for a hacker to interfere with the SIM. 

This comes to the identification of the following risks for the usage of a standard SIM, with GSM defined command-response pairs, in WLAN:

· Possible attacks of the secret key Ki

· Possible denial of service attacks

· Possible spying on, or attack on the integrity of SIM data

In the annex, these risks are described in more detail.

3 Solution to these risks

We can solve these issues by bluntly defining a new application designed for WLAN, from scratch. But we have to take into account the some parameters that opt for a more practical approach:

3.1 Backward Compatibility

It shall be possible that operators do not have to handle two different stocks of SIMs, a situation that might occur if the enhanced SIM was only useable in a WLAN environment. Furthermore, the user might want to insert a SIM in either a GSM handset or a WLAN terminal.

· A solution should not prevent the enhanced SIM to be used in a standard ME, standard SIM operation shall still be available and the enhancement shall not alter the security level obtained with a standard SIM in a GSM ME.

3.2 Dependency

An operator might want to use a different entry in HLR for WLAN connectivity than for GSM connectivity. It might as well be that the same subscription is used for both access networks.

· The authentication data used for WLAN shall be independent of the GSM authentication data, without preventing however that the same data is used.  

3.3 Role

Currently, SIM has been defined to play a pure slave role in network authentication. There is no reason that this changes for WLAN. Considering the processing power of a WLAN client (e.g. portable PC, PDA), the input/output devices it has to its availability, the applications it might run, the built-in authentication APIs and the possible stacking of authentication methods and security protocols (e.g. VPN over WLAN) the overall control of the authentication operation has to remain in the hands of the WLAN client platform.

This way the WLAN client platform can for example choose the authentication means, be it login/password, EAP/SIM, EAP/AKA or VPN, depending on the situation and the applications to be run.

· A solution shall be based on a master-slave protocol, as is currently used in GSM authentication, where the SIM merely executes the sensitive authentication and encryption operations.

3.4 High level description of solution

Taking into account these parameters, we propose to add the following functions to the SIM:

· Creation of a new DF, DFWLAN, at the same level of DFGSM, protected by its own PIN code

· WLAN execution is only possible when this DFWLAN is selected and the PIN code correctly verified. Consequently, when inserted in a WLAN device, no GSM functionality is available and therefore no risk to crack the algorithm, discover Ki, read the IMSI or alter ADN data.

· A command to execute the WLAN authentication, based on the calculations defined in EAP/SIM [1]. 

· Command parameter is the EAP packet containing the network authentication code and challenge; response is the EAP packet containing the client authentication code. Command execution is internally based on the use of the GSM algorithm and Ki. However, Kc and SRES will only be used for internal calculations and will not leave the SIM.

· A command that retrieves the Network Access Identity that will be used for identification in the EAP/SIM protocol. This shall preferably be a temporary identifier to prevent identity spying.

· IMSI is not readable within DFWLAN. With this command, the SIM shall return in the response the temporary identifier, whenevr available and not the IMSI. Depending on how the temporary identifier is created the IMSI might never leave the SIM.

4 Conclusion

Using a standard SIM in a WLAN environment might introduce some new risks, for which the SIM originally was not designed. Therefore it shall be enhanced with some simple functions in the form of a new dedicated file, an authentication command and an identification command in order to resolve these threats. These functions do not alter the original compatibility of SIM with existing handsets, nor does it change the classical master-slave role, SIM performs in network authentication.

5 Proposal

These enhancements shall be standardized in some way in order to create interoperability between WLAN devices and SIMs.
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Annex: Description of the risks

6.1 Possible attack on the secret key Ki

The A3A8 algorithm, Comp128_1 is the first version of the GSM Association algorithm for Internal Authentication. This algorithm was designed to provide an example of A3A8 cryptographic kernel and was not supposed to be published. Unfortunately, specifications were made available to the public and serious flaws have been disclosed. 

In 1998, engineers connected with UC Berkeley were able to deduce Ki of a SIM by collecting a large number of triplets (Rand, Sres and Kc). The engineers were in possession of the SIM, so they where able to send a large number of Rand values into the SIM and receive a concomitant amount of triplets.  (The attack would be far less practical if the attackers were not in possession of the SIM and could not try repeated authentication. Eavesdropping radio wave signals for authentication events from a mobile station would take far longer and potentially require substantial geographic tracking to collect the required number of values. Moreover, the data over the air does not provide a full triplet. The eavesdropping can get Rand and Sres. The Kc is kept in the mobile station. )

In response to this threat, the Comp128 was improved and will be replaced by comp128-2 or other, proprietary algorithms. However, a large number of existing SIM still use the old version and consequently, the new algorithms are not widely used or exposed to analysis. 

It is obvious to image that a non-authorized process running in the authentication agent of a WLAN enabled laptop computer can perform an appropriate number of times the GSM Authentication command to obtain the triplets to retrieve Ki based on the April 1998 attack. In the case of WLAN the physical possession of the card is indifferent as the attack can be performed remotely. Increasing the number of potential SIM that could be cloned. The retrieved Ki can be sent over the Internet to a cracker server.

6.2 DOS attack

A hacker can mount a Denial of Service attack, as an operator facing the emergence of clones in his network will have to block the subscription. The owner of the original card, probably not actively involved in the cloning process (it is done remotely as described), will see his or her subscription denied. 

Another DOS attack can be imagined as follows:

A counter measure against the cracking if the COMP128-1 algorithm, is the implementation of a counter. This counter is incremented at every execution of the RUN GSM ALGORITHM command. This counter has a limit, generally far below the number of authentication exchanges needed to crack the algorithm, but enough to guarantee an acceptable lifetime of the SIM. At reaching its upper limit the SIM is blocked and needs to be replaced.

6.3 Exposure of SIM data

The SIM standard [3] states that the user pin-code (CHV1) needs to be presented before RUN GSM ALGORITHM command can be executed. Therefore, in order to authenticate to WLAN, using a standard SIM, the user will have to type in his CHV.

This CHV gives access to most of the data in the SIM, abbreviated dialing numbers, short messages, network settings, IMSI and other. Therefore, a malicious program in the supplicant can read this data and either upload it to a cracker server or modify the contents for some criminal reasons.

