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	The Universal PIN can be distinguished by the following specificities:

_ Its implementation is very complex, i.e. it strongly decreases the general performance of the card and increases its development costs.

_ It wastes a lot of useful card memory resources (because of duplication of the access rules in the ARR files) which could have been used for more useful  purposes by network operators.

_ It is useless at the present time, as there are currently no use cases to support it (post issuance downloading of first level applications is not yet widespread).

As such features are not always required by the end customer, we propose to make it optional in the current release of the specification.
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	_ The Universal PIN is made optional for multi verification capable UICCs.
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6.4
User verification and file access conditions

The USIM application uses 2 PINs for user verification, PIN and PIN2. PIN2 is used only in the ADF. The PIN and PIN2 are mapped into key references as defined in TS 31.101 [11]. The Universal PIN shall be associated with a usage qualifier. Other key references may be associated with a usage qualifier as defined in ISO/IEC7816-9 [26]. The PIN status is indicated in the PS_DO, which is part of the FCP response when an ADF/DF is selected. The coding of the PS_DO is defined in TS 31.101 [11].

PIN and PIN2 are coded on 8 bytes. Only (decimal) digits (0‑9) shall be used, coded in CCITT T.50 [23] with bit 8 set to zero. The minimum number of digits is 4. If the number of digits presented by the user is less than 8 then the ME shall pad the presented PIN with 'FF' before sending it to the USIM.

The coding of the UNBLOCK PINs is identical to the coding of the PINs. However, the number of (decimal) digits is always 8.

The security architecture as defined in TS 31.101 [11] applies to the USIM application with the following definitions and additions.

-
The USIM application shall use a global key reference  as PIN and local key reference as PIN2. For access to DFTELECOM the PIN shall be verified. Access with PIN2 is limited to the ADF(USIM).

-
The only valid values for the usage qualifier are '00' (verification requirement is not used) and '08' (user authentication knowledge based (PIN)) as defined in ISO/IEC 7816-9 [26]. The terminal shall support the multi-application capabilities as defined in 31.101 [11].

-
Every file in the USIM application shall have a reference to an access rule stored in EFARR. 

-
Every file under DFTelecom shall have a reference to an access rule stored in EFARR under DFTelecom.

-
A multi-verification capableUICC supporting the Universal PIN shall support the referenced format using SEID as defined in TS 31.101 [11]. A USIM application implemented on a multi-verification capable UICC not supporting the Universal PIN shall use SE 01, as defined in TS 31.101 [11], as its security environment.
-
A multi-verifcation capable UICC may support the replacement of a USIM application PIN with the Universal PIN, key reference '11', as defined in TS 31.101 [11]. Only the Universal PIN is allowed as a replacement. The presence or absence in the FCP of a key reference Data Object for the Universal PIN and its associated usage qualifier shall indicate to the terminal whether or not the card supports the Universal PIN as a replacement. 
-
A terminal shall support the use of level 1 and level 2 user verification requirements as defined in TS 31.101 [11].

-
A terminal shall support the replacement of a USIM application PIN with the Universal PIN, key reference '11', as defined in TS 31.101 [11].

-
A terminal shall support the security attributes defined using tag's '8C', 'AB' and '8B' as defined in TS 31.101 [11]. In addition both the referencing methods indicated by tag '8B' shall be supported as defined in TS 31.101 [11].

Disabling of PIN2 is allowed. This is, however, not the case if PIN2 is mapped to the CHV2 of a GSM application. 

The access rule is referenced in the FCP using tag '8B'. The TLV object contains the file ID (the file ID of EFARR) and record number, or file ID (the file ID of EFARR), SEID and record number, pointer to the record in EFARR where the access rule is stored. Each SEID refers to a record number in EFARR. EFs having the same access rule use the same record reference in EFARR. For a example EFARR, see TS 31.101 [11].
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