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Introduction

The present document defines a generic Terminal/Integrated Circuit Card (ICC) interface for 3G telecom applications. The present document is based on ETSI SCP TS 102 221, which defines a generic platform for any IC card application. Requirements that are common to all 3G telecom smart card based applications are also listed in this specification.
The aim of the present document is to ensure interoperability between an ICC and a terminal independently of the respective manufacturer, card issuer or operator. The present document does not define any aspects related to the administrative management phase of the ICC. Any internal technical realisation of either the ICC or the terminal is only specified where these are reflected over the interface.
Application specific details for applications residing on an ICC are specified in the respective application specific documents. 
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ISO/IEC 7816-6 (1996): "Identification cards - Integrated circuit(s) cards with contacts - Part 6: Interindustry data elements".
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3
Definitions, symbols, abbreviations and coding

All definitions, symbols, abbreviations applicable to the terminal are specified in TS 102 221 [1].
The coding of Data Objects in the present document is according to ISO/IEC 7816-6 [4].

'XX':
Single quotes indicate hexadecimal values. Valid elements for hexadecimal values are the numbers '0' to '9' and 'A' to 'F'.

4
General 3G platform requirements
The UICC/terminal interface shall comply with all requirements stated in ETSI TS 102 221 [1]. 
Because the scope of TS 102 221 [1] also encompasses other smartcards systems, it is necessary to list those issues which are not applicable to the 3G telecom smartcards applications, which deviate from TS 102 221 [1] or options which require further precision. The following clauses contain such information.

5 Physical and logical characteristics
5.1
Transmission speed

Cards and terminals supporting an application based on the present specification shall support the transmission factor (F,D)=(512,32) in addition to those required by ETSI TS 102 221 [1].
5.2
Voltage classes

A UICC holding a 3G telecom application shall support at least two consecutive voltage classes as defined in TS 102 221 [1], e.g. AB or BC. If the UICC supports more than two classes, they shall all be consecutive, e.g. ABC.

5.3
File Control Parameters (FCP)

This clause defines the contents of the data objects which are part of the FCP information where there is a difference compared to the values as specified in TS 102 221 [1]. This clause also specifies values for data objects in the FCP information where there is no exact value given in TS 102 221 [1] and there is a need for such from a 3G telecom application point of view.

5.3.1
Minimum application clock frequency

This data object is indicated by tag '82' in the proprietary constructed data object in the FCP information, identified by tag 'A5', as defined in TS 102 221 [1]. This data object specifies the minimum clock frequency to be provided by the terminal during the 3G telecom application session. The value indicated in this data object shall not exceed 3 MHz, corresponding to '1E'. The terminal shall use a clock frequency between the value specified by this data object and the maximum clock frequency for the UICC as defined in TS 102 221 [1]. If this data object is not present in the FCP response or the value is 'FF' then the terminal shall assume that the minimum clock frequency is 1 MHz.
6
Application protocol

When involved in administrative management operations, a 3G telecom application interfaces with appropriate equipment. These operations are outside the scope of the present document.

When involved in network operations a 3G telecom application interfaces with a terminal with which messages are exchanged. A message can be a command or a response.

‑
A 3G telecom Application command/response pair is a sequence consisting of a command and the associated response.

‑
A 3G telecom Application procedure consists of one or more 3G telecom Application command/response pairs which are used to perform all or part of an application‑oriented task. A procedure shall be considered as a whole, that is to say that the corresponding task is achieved if and only if the procedure is completed. The terminal shall ensure that, when operated according to the manufacturer's manual, any unspecified interruption of the sequence of command/response pairs which realise the procedure, leads to the abortion of the procedure itself.

‑
A 3G telecom application session is the interval of time starting at the completion of the 3G telecom application initialisation procedure and ending either with the start of the 3G session termination procedure, or at the first instant the link between the UICC and the terminal is interrupted.

During the 3G network operation phase, the terminal plays the role of the master and the 3G telecom application plays the role of the slave.

A 3G telecom application specification may specify some commands defined in TS 102 221 [1] as optional or define additional commands. The 3G telecom application shall execute all applicable commands in such a way as not to jeopardise, or cause suspension, of service provisioning to the user. This could occur if, for example, execution of the AUTHENTICATE is delayed in such a way which would result in the network denying or suspending service to the user.
7
User verification and file access conditions

A  3G telecom application uses 2 PINs for user verification, PIN and PIN2. PIN2 is used only in the ADF. The PIN and PIN2 are mapped into key references as defined in TS 102 221 [1]. The Universal PIN shall be associated with a usage qualifier, and other key references may also be associated with a usage qualifier as defined in ISO/IEC7816-9 [3]. The PIN status is indicated in the PS_DO, which is part of the FCP response when an ADF/DF is selected. The coding of the PS_DO is defined in TS 102 221 [1].

PIN and PIN2 are coded on 8 bytes. Only (decimal) digits (0‑9) shall be used, coded in CCITT T.50 [5] with bit 8 set to zero. The minimum number of digits is 4. If the number of digits presented by the user is less than 8 then the ME shall pad the presented PIN with 'FF' before sending it to the 3G telecom application.

The coding of the UNBLOCK PINs is identical to the coding of the PINs. However, the number of (decimal) digits is always 8.
The security architecture as defined in TS 102 221 [1] applies to 3G telecom applications with the following definitions and additions:

· A 3G telecom application may reside on either a single-verification capable UICC or a multi-verification capable UICC.

· A 3G telecom application residing on a multi-verification capable UICC shall support the replacement of its application PIN with the Universal PIN, key reference '11', as defined in TS 102 221 [1]. Only the Universal PIN is allowed as a replacement.
· A multi-verification capable UICC holding a 3G telecom application shall support the referenced format using SEID as defined in TS 102 221 [1].
The security architecture as defined in TS 102 221 [1] applies to terminals supporting 3G telecom applications with the following definitions and requirements:
· A terminal shall support the use of level 1 and level 2 user verification requirements as defined in TS 102 221 [1].
· A terminal shall support the multi-application capabilities as defined in TS 102 221 [1].
-
A terminal shall support the replacement of a 3G telecom application PIN with the Universal PIN, key reference '11', as defined in TS 102 221 [1].

-
A terminal shall support the security attributes defined using tag's '8C', 'AB' and '8B' as defined in TS 102 221 [1]. In addition both the referencing methods indicated by tag '8B' shall be supported as defined in TS 102 221 [1].
The access rule is referenced in the FCP using tag '8B'. The TLV object contains the file ID (the file ID of EFARR) and record number, or file ID (the file ID of EFARR), SEID and record number, pointer to the record in EFARR where the access rule is stored. Each SEID refers to a record number in EFARR. EFs having the same access rule use the same record reference in EFARR. For an example EFARR, see TS 102 221 [1].

8
Files

This clause specifies general requirements for EFs for 3G telecom applications. 
EFs contain data items. A data item is a part of an EF which represents a complete logical entity. The 3G telecom application specification defines the access conditions, data items and coding for each files.
EFs or data items having an unassigned value, or, which during the 3G session, are cleared by the terminal, shall have their bytes set to 'FF'. After the administrative phase all data items shall have a defined value or have their bytes set to 'FF'. If a data item is 'deleted' during a 3G session by the allocation of a value specified in another 3GPP TS, then this value shall be used and the data item is not unassigned. For example, for a deleted LAI in the EFLOCI file defined in TS 31.102 [2], the last byte takes the value 'FE' (refer to TS 24.008 [6]).

EFs are mandatory (M), optional (O), or conditional (C). A conditional file is mandatory if a specific requirement is fulfilled. The file size of an optional EF may be zero. All implemented EFs with a file size greater than zero shall contain all mandatory data items. Optional data items may either be filled with 'F', or, if located at the end of an EF, need not exist.

When the coding is according to ITU-T Recommendation T.50 [5], bit 8 of every byte shall be set to 0.

8.1
Contents of the EFs at the MF level

There are four EFs at the Master File (MF) level. These EFs are specified in TS 102 221 [1].
The EFDIR file contains the Application Identifiers (AIDs) and the Application Labels of the 3G telecom applications present on the card as mandatory elements. The 3G telecom applications can only be selected by means of the AID selection. The EFDIR entry shall not contain a path object for application selection. It is recommended that the application label does not contain more than 32 bytes.

The file EFARR is mandatory for the 3G telecom UICC.
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