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7.2.1.2.3.2
Install (Install)

Toolkit registration is only active if the toolkit application is at the state selectable, for example if the application is registered for the event Menu Selection it shall only appear in the menu if the application is in the selectable state.

The Install Parameter Field of the Install (Install) command shall be coded as follows.

	Presence
	Length
	Name

	Mandatory
	1
	Tag of System Parameters constructed field 'EF'

	
	1
	Length of System Parameters constructed field

	
	15-n
	System Parameters constructed value field.

	Mandatory
	1
	Tag of Application specific parameters field: 'C9'

	
	1
	Length of Application specific Parameters field

	
	0-n
	Application specific Parameters


The System Parameters value field of the Install (Install) command shall be coded as follows.

	Presence
	Length
	Name

	Mandatory
	1
	Tag of non volatile memory requirements for installation field: 'C8'

	
	1
	Length of non volatile memory requirement for installation (see clause 7.2.1.2.3.2.2)

	
	2
	Non volatile memory required for installation in byte (see clause 7.2.1.2.3.2.2)

	Mandatory
	1
	Tag of volatile memory requirements for installation field: 'C7'

	
	1
	Length of volatile memory requirement for installation (see clause 7.2.1.2.3.2.2)

	
	2
	Volatile memory required for installation in byte (see clause 7.2.1.2.3.2.2)

	Mandatory
	1
	Tag of toolkit application specific parameters field: 'CA'

	
	1
	Length of toolkit application specific parameters field

	
	6-n
	Toolkit Application specific Parameters (see clause 7.2.1.2.3.2.1)


Even if the length of the non volatile or volatile memory is present in the Install(Load) command, the card shall use the values indicated in the Install(Install) command at instantiation, should these values differ.

The format of the install method buffer provided by the Install (Install) command shall be the one specified in the Open Platform Card Specification [5].

The application may invoke the register(bArray, bOffset, bLength) or the register() method: the application instance shall be registered with the instance AID present in the Install (Install) command. 

If the register (bArray, bOffset, bLength) is invoked, the AID passed in the parameters shall be the instance AID provided in the install method buffer.

If the register() method is invoked the instance AID present in the Install(Install) command and the AID within the Load File, as specified in Open Platform Card Specification [5], should be the same.

7.2.1.2.3.2.1
Toolkit Application Specific Parameters 

The toolkit application specific parameters field is used to specify the terminal and UICC resources the application instance can use. These resources include the timers, the Bearer Independent protocol channels, menu items for the Set Up Menu, the Minimum Security Level and the TAR Value(s) field. The Network Operator or Service Provider can also define the menu position and the menu identifier of the menus activating the application. The following format is used to code the application parameters.

	Length
	Name
	Value

	1
	Length of Access Domain field
	

	1-p
	Access Domain 
	

	1
	Priority level of the Toolkit application instance (see clause 7.2.1.2.3.2.5)
	

	1
	Maximum number of timers allowed for this application instance
	

	1
	Maximum text length for a menu entry
	

	1
	Maximum number of menu entries allowed for this application instance
	 = m

	1
	Position of the first menu entry ('00' means last position)
	\

	1
	Identifier of the first menu entry ('00' means don't care)
	 |

	
	….
	 | = 2*m bytes

	1
	Position of the last menu entry ('00' means last position)
	 |

	1
	Identifier of the last menu entry ('00' means don't care)
	/

	1
	Maximum number of channels for this application instance
	

	1
	Length of Minimum Security Level field
	

	0-q
	Minimum Security Level (MSL) (see clause 7.2.1.2.3.2.2)
	

	1
	Length of TAR Value(s) field
	

	3*y
	TAR Value(s) of the Toolkit Application instance
	


If the maximum number of timers required is greater than '08' (maximum numbers of timers specified in TS 102 223 [Fehler! Verweisquelle konnte nicht gefunden werden.], the card shall return the Status Word '6A80', incorrect parameters in data field, to the Install(Install) command.

The position of the new menu entries is an absolute position among the existing ones.

A part of the item identifier shall be under the control of the card system and the other part under the control of the card issuer. Item identifiers are split in two ranges:

-
[1,127] under control of the card issuer;

-
[128,255] under the control of the toolkit framework.

If the requested item identifier is already allocated, or in the range [128,255], then the card shall reject the install command. If the requested item identifier is '00', the card shall take the first free value in the range [128,255].

7.2.1.2.3.2.2
Coding of the Minimum Security Level

The Minimum Security Level (MSL) is used to specify the minimum level of security to be applied to Secured Packets sent to the application. The Receiving Entity shall check the Minimum Security Level before processing the security of the Command Packet. If the check fails, the Receiving Entity shall reject the messages and a Response Packet with the "Insufficient Security Level" Response Status Code (see table 5 of TS 102 225 [Fehler! Verweisquelle konnte nicht gefunden werden.]) shall be sent if required.

If the length of the Minimum Security Level field is zero, no minimum security level check shall be performed by the receiving entity.

If the length of the Minimum Security Level field is greater than zero, the Minimum Security Level field shall be coded according to the following table:

	Length
	Name

	1
	MSL Parameter 

	q-1
	MSL Data


The MSL Data coding and length is defined for each MSL Parameter.

· MSL Parameter

The possible values for the MSL Parameter are:

	Value
	Name
	Support
	MSL Data length

	'00'
	RFU
	RFU
	N/A

	'01'
	Minimum SPI1 
	Optional
	1

	'02' to '7F'
	RFU
	RFU
	N/A

	'80' to 'FE'
	Reserved for Proprietary Mechanisms
	Optional
	N/A

	'FF'
	RFU
	RFU
	N/A


· Minimum SPI1

The Minimum Security Level Data for the Minimum SPI1 MSL parameter shall use the same coding as the first octet of the SPI of a command packet (see clause 5.1.1 of TS 102 225 [Fehler! Verweisquelle konnte nicht gefunden werden.]).

The first octet of the SPI field in the incoming message Command Packet (SPI1) shall be checked against the Minimum Security Level Data (MSLD) byte by the receiving entity according to the following rules:

· If SPI1.b2b1 is equal to or greater than MSLD.b2b1; and

· if SPI1.b3 is equal to or greater than MSLD.b3; and

· if SPI1.b5b4 is equal to or greater than MSLD.b5b4, 

then the Message Security Level is sufficient and the check is successful, otherwise the check is failed.

7.2.1.2.3.2.3
Memory space

The memory space required indicates the minimum size that shall be available on the card to download the application. The UICC shall reject the application downloading if the required size is not available on the card.

7.2.1.2.3.2.4
Access domain

The access domain is used to specify the UICC files that may be accessed by the application and the operations allowed on these files. The Access Domain field is formatted as follows.

	Length
	Name

	1
	Access Domain Parameter (ADP) 

	p-1
	Access Domain Data (ADD)


The Access Domain Data coding and length is defined for each Access Domain Parameter.

· Access Domain Parameter

This parameter indicates the mechanism used to control the application instance access to the File System.

	Value
	Name
	Support
	ADD length

	'00'
	Full access to the File System
	Mandatory
	0

	'01'
	Reserved (for APDU access mechanism)
	-
	-

	'02'
	Reserved (for 3GPP access mechanism) 
	-
	-

	'03' to '7F'
	RFU
	RFU
	RFU

	'80' to 'FE'
	Proprietary mechanism
	-
	-

	'FF'
	No access to the File System
	Mandatory
	0


The access rights granted to an application and defined in the access domain parameter shall be independent from the access rights granted at the UICC/Terminal interface.

If an application with Access Domain Parameter 'FF' (i.e. No Access to the File System) tries to access a file the framework shall throw an exception.

If an application has Access Domain Parameter '00' (i.e. Full Access to the File System), all actions can be performed on a file except the ones with NEVER access condition.

If the Access Domain Parameter requested is not supported, the card shall return the Status Word '6A80', incorrect parameters in data field, to the Install(Install) command.

· UICC access mechanism

TBD
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