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3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP
3rd Generation Partnership Project

AC
Access Condition

ADF
Application Dedicated File

AID
Application IDentifier

AK
Anonymity Key

AKA
Authentication and Key Agreement

ALW
ALWays

AMF
Authentication Management Field

ASN.1
Abstract Syntax Notation One

AuC
Authentication Centre

AUTN
AUthentication TokeN

BER-TLV
Basic Encoding Rule - TLV

CK
Cipher Key

DF
Dedicated File

EF
Elementary File

FFS
For Further Study

HE
Home Environment

HN
Home Network

ICC
Integrated Circuit Card

ID
IDentifier

IK
Integrity Key

IM
IP Multimedia

IMPI
IM Private Identity

IMPU
IM PUblic identity

IMS
IP Multimedia Subsystem

ISIM
IM Services Identity Module

K
long-term secret Key shared between the ISIM and the AuC

KSI
Key Set Identifier

LI
Language Indication

LSB
Least Significant Bit

MAC
Message Authentication Code

MF
Master File

MSB
Most Significant Bit

NEV
NEVer

PIN
Personal Identification Number

PL
Preferred Languages

PS_DO
PIN Status Data Object

RAND
RANDom challenge

RES
user RESponse

RFU
Reserved for Future Use

RST
ReSeT

SDP
Session Description Protocol

SFI
Short EF Identifier

SIP
Session Initiation Protocol

SQN
SeQuence Number

SW
Status Word

TLV
Tag Length Value

UE
User Equipment


XRES
eXpected user RESponse

4.3
ISIM file structure
This subclause contains a figure depicting the file structure of the ADFISIM. ADFISIM shall be selected using the AID and information in EFDIR.
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Figure 1: File identifiers and directory structures of ISIM
6.1
User verification and file access conditions

The ISIM application uses 2 PINs for user verification, PIN and PIN2. PIN2 is used only in the ADF. The PIN and PIN2 are mapped into key references as defined in 3GPP TS 31.101 [3]. Each key reference is associated with a usage qualifier as defined in ISO/IEC7816-9 [10]. The PIN status is indicated in the PS_DO, which is part of the FCP response when an ADF/DF is selected. The coding of the PS_DO is defined in 3GPP TS 31.101 [3].

PIN and PIN2 are coded on 8 bytes. Only (decimal) digits (0‑9) shall be used, coded in CCITT T.50 [8] with bit 8 set to zero. The minimum number of digits is 4. If the number of digits presented by the user is less than 8 then the Terminal shall pad the presented PIN with 'FF' on the right, before sending it to the ISIM.

The coding of the UNBLOCK PINs is identical to the coding of the PINs. However, the number of (decimal) digits is always 8.

The security architecture as defined in 3GPP TS 31.101 [3] applies to the ISIM and UICC with the following definitions and additions:

-
The ISIM application shall use a global key referenceas PIN1 as specified in 3GPP TS 31.101 [3].

-
For access to DFTelecom the PIN shall be verified.

-
The only valid usage qualifier is '08' which means user authentication knowledge based (PIN) as defined in ISO/IEC 7816-9 [10]. The terminal shall support the multi-application capabilities as defined in 3GPP TS 31.101 [3].

-
Every file in the ISIM application shall have a reference to an access rule stored in EFARR.

-
The ISIM shall reside on a multi-verification/application capable UICC (from the security context point of view) and this UICC shall support the referenced format using SEID as defined in 3GPP TS 31.101 [3].

-
The UICC on which the ISIM resides  shall support the replacement of  an ISIM application PIN with the Universal PIN as defined in 3GPP TS 31.101 [3]. Only the Universal PIN is allowed as a replacement.

The security architecture as defined in 3GPP TS 31.101 [3] applies to the terminal supporting ISIM application with the following definitions and requirements:

-
A terminal shall support the use of level 1 user verification requirement as defined in 3GPP TS 31.101 [3].

-
A terminal shall support the replacement of an ISIM application PIN with the Universal PIN,  as defined in 3GPP TS 31.101 [3].

-
A terminal shall support the security attributes defined using tag's '8C', 'AB' and '8B' as defined in 3GPP TS 31.101 [3]. In addition both the referencing methods indicated by tag '8B' shall be supported as defined in 3GPP TS 31.101 [3].

The access rule is referenced in the FCP using tag '8B'. The TLV object contains the file ID (the file ID of EFARR) and record number, or file ID (the file ID of EFARR), SEID and record number, pointer to the record in EFARR where the access rule is stored. Each SEID refers to a record number in EFARR. EFs having the same access rule use the same record reference in EFARR. For a example EFARR, see 3GPP TS 31.101 [3].
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