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6.5.2.2.2
Linear fixed EF

6.5.2.2.2.1
Definition and applicability

Linear fixed Elementary Files structure the way in which information is held in a sequence of the same length of record format on the UICC and provide means on how this information is accessed.
6.5.2.2.2.2
Conformance requirement

CR1
A linear fixed EF consists of a sequence of records all having the same (fixed) length.
CR2
The first record shall be record number 1.

CR3
The length of a record shall be indicated in the SELECT response of the EF.
CR4
The length of a record multiplied by the number of records shall be indicated in the SELECT response of the EF.
CR5
The UICC shall be able to access records within a linear fixed EF using all of the following: 

· absolutely using the record number;
· when the record pointer is not set, it shall be possible to perform an action on the first or the last record by using the NEXT or PREVIOUS mode;
· when the record pointer is set it shall be possible to perform an action on this record, the next record (unless the record pointer is set to the last record) or the previous record (unless the record pointer is set to the first record);
· by identifying a record using pattern search.
CR6
If an action following selection of a record is aborted (e.g. due to an unsuccessful execution of a command), then the record pointer shall remain set at the record at which it was set prior to the action.

Reference: TS 102.221 [1], subclause 8.2.2.2.
Test Group Reference (TGR): TGR_USIM_TP102.221_AFS_FT_EF_LF

Test Procedure Reference (TPR): TPR_USIM_TP102.221_AFS_FT_EF_LF

6.5.2.2.2.3
Test purpose

To verify that the EFs within the UICC file structure conform to the above requirements.

NOTE:
CR5 and CR6 are tested in subclause 6.8.1.
6.5.2.2.2.4
Method of test

Initial conditions
1)
The UICC shall be connected to a ME simulator.

2)
The records in EFFDN shall contain the following data for the first 10 bytes:

	1st record
	'A0 A1 A2 B0 B1 B2 A0 A1 A2 A0'

	2nd record
	'B0 B1 B2 A0 A1 A2 A0 A1 A2 B0'

	3rd record
	'B0 B1 B2 A0 A1 A2 B0 B1 B2 A0'

	4th record
	'A0 A1 A2 B0 B1 B2 B0 B1 B2 B0'


3)
The data for the remainder of these four records and for all other records (if any) shall be 'FF'.

Test procedure
a)
The ME simulator shall reset the UICC.

b)
The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.
c)
The ME simulator shall send a VERIFY PIN command with PIN to the UICC.

d)
The ME simulator shall send a SELECT command to the UICC to select EFFDN.

Following shall be true for the SELECT response data:

-
the value of TLV DO with tag '80' shall be equal to product of byte 6 and byte 7 in TLV DO with tag '82' [CR4]. 

e)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with record 1 and Le = '00' to the UICC. 


The data returned by the UICC shall be that of the first record [CR2].

The length of the data returned shall be that of byte 6 in TLV DO with tag '82' of the response data in step d) [CR3].
The status condition returned by the UICC shall be SW1='90', SW2='00' - normal ending of the command.
f)
The ME simulator shall repeat sending a READ RECORD command using NEXT mode with Le = '00' to the UICC until it reaches the last record whose record number is equal to the byte 7 in TLV DO with tag '82' of the response data in step d).

The length of the data returned in response to every READ RECORD command shall be that of byte 6 in TLV DO with tag '82' of the response data in step d) [CR1, CR3].

The status condition returned by the UICC in response to every READ RECORD command shall be SW1='90', SW2='00' - normal ending of the command.

g)
The ME simulator shall send a READ RECORD command using NEXT mode with Le = '00' to the UICC. 

The response data returned by the UICC shall indicate an error . 

NOTE: 
Step g) confirms that the number of records indicated in byte 7 in the TLV DO with tag '82' of the response data is correct.
6.5.2.2.3
Cyclic EF

6.5.2.2.3.1
Definition and applicability

Cyclic Elementary Files structure the way in which information is held in a record format with chronological order on the UICC and provide means on how this information is accessed.
6.5.2.2.3.2
Conformance requirement

CR1
An EF with a cyclic structure consists of a fixed number of records with the same (fixed) length.
CR2
In this file structure there shall be a link between the last record (n) and the first record.

CR3
When the record pointer is set to the last record n, then the next record shall be record number 1.
CR4
When the record pointer is set to record 1, then the previous record shall be record number n.
CR5
The last updated record containing the newest data shall be record number 1, and the oldest data shall be held in record number n.
CR6
For update operations only PREVIOUS record shall be used.

CR7
For reading operations, the methods of addressing shall be Next, Previous, Current and Record Number.
CR8
If an action following selection of a record is aborted (e.g. due to an unsuccessful execution of a command), then the record pointer shall remain set at the record at which it was set prior to the action.

Reference: TS 102.221 [1], subclause 8.2.2.3.
Test Group Reference (TGR): TGR_USIM_TP102.221_AFS_FT_EF_CF

Test Procedure Reference (TPR): TPR_USIM_TP102.221_AFS_FT_EF_CF

6.5.2.2.3.3
Test purpose

To verify that the EFs within the UICC file structure conform to the above requirements.

NOTE:
CR8 are tested in subclause 6.8.1.
6.5.2.2.3.4
Method of test

NOTE:
When EFICI is not supported by the UICC, any supported cyclic EF in ADFUSIM may be chosen.

Initial conditions
1)
The UICC shall be connected to a ME simulator.

2)
EFICI shall have at least 4 records.

3)
The records in EFICI shall contain the following data:

	1st record
	'01' for all bytes

	2nd record
	'02' for all bytes

	3rd record
	'03' for all bytes

	Xth record
	'0X' for all bytes


Test procedure
a)
The ME simulator shall reset the UICC.

b)
The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.

c)
The ME simulator shall send a VERIFY PIN command with PIN to the UICC.
d)
The ME simulator shall send a SELECT command to the UICC to select EFICI.
e)
The ME simulator shall send a READ RECORD command using NEXT mode to the UICC. The length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the response data in step d).

The response data shall be the data in the first record [CR1].
f)
The ME simulator shall send a READ RECORD command using PREVIOUS mode to the UICC. The record length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the response data in step b).

The response data shall be the data in the last record [CR1, CR4].
g)
The ME simulator shall send a READ RECORD command using NEXT mode to the UICC. The record length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the response data in step b).

The response data shall be the data in the first record [CR2, CR3, CR4, CR7].
h)
The ME simulator shall send a READ RECORD command using PREVIOUS mode to the UICC. The record length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the response data in step b).

The response data shall be the data in the last record [CR4, CR7].
i)
The ME simulator shall send an UPDATE RECORD command using PREVIOUS mode to the UICC with 'FF' for all the bytes. The record length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the response data in step b) [CR5].

j)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with record 1 to the UICC. The length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the response data in step d).

The response data shall be the new data that has been updated in step i) [CR5].
k)
The ME simulator shall send a READ RECORD command using PREVIOUS mode to the UICC. The length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the response data in step d).

The response data shall be the previous data in the second last record [CR5].
l)
The ME simulator shall send an UPDATE RECORD command using ABSOLUTE mode with record 1 to the UICC with 'FF' for all the bytes. The length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the response data in step d).

The response data returned by the UICC shall indicate an error [CR6].
m)
The ME simulator shall send an UPDATE RECORD command using CURRENT mode to the UICC with 'FF' for all the bytes. The length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the response data in step d).


The response data returned by the UICC shall indicate an error [CR6].
n)
The ME simulator shall send an UPDATE RECORD command using NEXT mode to the UICC with 'FF' for all the bytes. The length used shall be that of bytes 5 and 6 in TLV DO with tag '82' of the response data in step d).


The response data returned by the UICC shall indicate an error [CR6].
6.7.2.1
Status Conditions Returned by the UICC
6.7.2.1.1
Definition and applicability

The status words SW1 and SW2 provide the method with which the UICC can respond to the ME after executing a command.

6.7.2.1.2
Conformance requirement

CR1
The UICC shall respond with the appropriate SW1 and SW2 status words for commands which are correctly executed.

CR2
The UICC shall respond with the appropriate SW1 and SW2 status words for commands which produce warnings.

CR3
The UICC shall respond with the appropriate SW1 and SW2 status words for commands which produce execution errors.

CR4
The UICC shall respond with the appropriate SW1 and SW2 status words for commands which produce checking errors.

CR5
The UICC shall respond with the appropriate SW1 and SW2 status words for commands which produce application errors.

Reference: TS 102.221 [1], subclause 10.2.1.

Test Group Reference (TGR): TGR_USIM_TP102.221_CS_RS_SC

Test Procedure Reference (TPR): TPR_USIM_TP102.221_CS_RS_SC

6.7.2.1.3
Test purpose

To verify that the UICC conforms to the above requirements when issuing SW1 and SW2 status words.

NOTE 1:
CR3 is not tested as it is not possible to force a UICC to produce an execution error.

NOTE 2:
CR5 is tested in subclause 6.8.1.8.

6.7.2.1.4
Method of test

Initial conditions
1)
The UICC shall be connected to a ME simulator.
Test procedure
a)
The ME simulator shall reset the UICC. 

b)
The ME simulator shall send a VERIFY PIN command with PIN to the UICC.


The status condition returned by the UICC shall be SW1 = '90', SW2 = '00' - normal ending of the command [CR1].
c)
The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.

d)
The ME simulator shall send a READ BINARY command without SFI referencing to the UICC.

The status condition returned by the UICC shall be SW1 = '69', SW2 = '86' - command not allowed (no EF selected) [CR4].
e)
The ME simulator shall send a SELECT command to the UICC to select EFIMSI.
f)
The ME simulator shall send a READ BINARY command with P2 = '0F' to the UICC.

The status condition returned by the UICC shall be SW1 = '6B', SW2 = '00' - wrong parameter(s) P1-P2, or SW1 = '6A', SW2 = '86' – incorrect parameters P1-P2 [CR4].
g)
The ME simulator shall send a SELECT command to the UICC to select EFECC.
h)
The ME simulator shall send a READ RECORD command using PREVIOUS mode to the UICC.
i)
The ME simulator shall send a READ RECORD command using NEXT mode to the UICC.


The status condition returned by the UICC shall be SW1 = '6A', SW2 = '83' - record not found [CR4].
j)
The ME simulator shall send a READ BINARY command using a length of 1 byte to the UICC.


The status condition returned by the UICC shall be SW1 = '69', SW2 = '81' – command incompatible with file structure [CR4].
k)
The ME simulator shall send a SELECT command to the UICC to select EFLOCI with Lc = 1.


The status condition returned by the UICC shall be SW1 = '67', SW2 = '00' - wrong length, or SW1 = '6A', SW2 = '87' – Lc inconsistent with P1 - P2 [CR4].
l)
The ME simulator shall send a VERIFY PIN command with incorrect PIN to the UICC.


The status condition returned by the UICC shall be SW1 = '63', SW2 = 'C2' – security status not satisfied [CR2].
m)
The ME simulator shall send a VERIFY PIN command with incorrect PIN to the UICC.


The status condition returned by the UICC shall be SW1 = '63', SW2 = 'C1' – security status not satisfied [CR2].
n)
The ME simulator shall send a VERIFY PIN command with incorrect PIN to the UICC.


The status condition returned by the UICC shall be SW1 = '63', SW2 = 'C0' – security status not satisfied [CR2].
o)
The ME simulator shall send a VERIFY PIN command with incorrect PIN to the UICC.


The status condition returned by the UICC shall be SW1 = '69', SW2 = '83' – authentication method blocked [CR4].
p)
The ME simulator shall send an UNBLOCK PIN command with Unblock PIN to the UICC.
q)
The ME simulator shall send a READ RECORD command using P2 = '01' to the UICC. 


The status condition returned by the UICC shall be SW1 = '6B', SW2 = '00' – wrong parameter(s) P1 - P2, or SW1 = '6A', SW2 = '86' - incorrect parameter P1 or P2 [CR4].
r)
The ME simulator shall send the following APDU to the UICC.
[Bytes sent: CLA = '00', INS = '6F', P1 = '00', P2 = '00', P3 = '00'] 

The status condition returned by the UICC shall be SW1 = '6D', SW2 = '00' - instruction code not supported or invalid [CR4].
s)
The ME simulator shall send a GET RESPONSE command to the UICC.


The status condition returned by the UICC shall be SW1 = '6F', SW2 = 'XX' [CR4].
t)
The ME simulator shall send the following APDU to the UICC.
[Bytes sent: CLA = '40', INS = 'C0', P1 = '00', P2 = '00', P3 = '00']


The status condition returned by the UICC shall be SW1 = '6E', SW2 = '00' – class not supported [CR4].
u)
The ME simulator shall send a STATUS command with CLA = '81' to the UICC.


The status condition returned by the UICC shall be SW1 = '68', SW2 = '81' – logical channel not supported or SW1 = '6E', SW2 = '00 ' – class not supported [CR4].
v)
The ME simulator shall send a STATUS command with CLA =  '84' to the UICC.
[Bytes sent: CLA = '84', INS = 'F2', P1 = '00', P2 = '00', Le = '02']

The status condition returned by the UICC shall be SW1 = '68', SW2 = '82' – secure messaging not supported or SW1 = '6E', SW2 = '00 ' – class not supported [CR4].
w)
The ME simulator shall reset the UICC. 

x)
The ME simulator shall send a SELECT command with an incorrect file ID to the UICC.
[Bytes sent: CLA = '00', INS = 'A4', P1 = '00', P2 = '04', Lc = '02', data = '12 34']

The status condition returned by the UICC shall be SW1 = '6A', SW2 = '82' – file not found [CR4].
y)
The ME simulator shall send a SELECT command to the UICC to select EFICCID.

z)
The ME simulator shall send an UPDATE BINARY command to the UICC. The data used shall be '00 00'.

The status condition returned by the UICC shall be SW1 = '69', SW2 = '82' – security status not satisfied [CR4].
	SW1
	SW2
	Description
	CR
	TP 

	'90'
	'00'
	‑
Normal ending of the command
	CR1
	b)

	'91'
	'XX'
	‑
Normal ending of the command, with extra information from the proactive UICC containing a command for the ME. Length 'XX' of the response data
	USAT
	N/A

	SW1
	SW2
	Error description
	
	

	'93'
	'00'
	‑
SIM Application Toolkit is busy. Command cannot be executed at present, further normal commands are allowed.
	USAT
	N/A

	SW1
	SW2
	Description
	
	

	'62'
	'00'
	‑
No information given, state of non volatile memory unchanged
	CR2
	N/A

	'62'
	'81'
	‑
Part of returned data may be corrupted
	CR2
	N/A

	'62'
	'82'
	‑
End of file/record reached before reading Le bytes
	CR2
	N/A

	'62'
	'83'
	‑
Selected file invalidated
	CR2
	N/A

	'63'
	'CX'
	‑
Command successful but after using an internal update retry routine 'X' times

- Verification failed, 'X' retries remaining 
	CR2
	l), m), n)

	SW1
	SW2
	Description
	
	

	'64'
	'00'
	‑
No information given, state of non-volatile memory unchanged
	CR3
	N/A

	'65'
	'00'
	‑
No information given, state of non-volatile memory changed
	CR3
	N/A

	'65'
	'81'
	‑
Memory problem
	CR3
	N/A

	SW1
	SW2
	Description
	
	

	'67'
	'00'
	‑
Wrong length
	CR4
	k)

	'67'
	'XX'
	‑
The interpretation of this status word is command dependent, except for SW2 = '00'
	CR4
	N/A

	'6B'
	'00'
	‑
Wrong parameter(s) P1-P2
	CR4
	f), q)

	'6D'
	'00'
	‑
Instruction code not supported or invalid
	CR4
	r)

	'6E'
	'00'
	‑
Class not supported
	CR4
	t)

	'6F'
	'00'
	‑
Technical problem, no precise diagnosis
	CR4
	s)

	'6F'
	'XX'
	‑
 The interpretation of this status word is command dependent, except for SW2 = '00'
	CR4
	N/A

	SW1
	SW2
	Description
	
	

	'68'
	'00'
	‑
No information given
	CR4
	N/A

	'68'
	'81'
	‑
Logical channel not supported
	CR4
	u)

	'68'
	'82'
	‑
Secure messaging not supported
	CR4
	v)

	SW1
	SW2
	Description
	
	

	'69'
	'00'
	‑
No information given
	CR4
	N/A

	'69'
	'81'
	‑
Command incompatible with file structure
	CR4
	j)

	'69'
	'82'
	‑
Security status not satisfied
	CR4
	z)

	'69'
	'83'
	‑
Authentication method blocked
	CR4
	o)

	'69'
	'84'
	‑
Referenced data invalidated
	CR4
	N/A

	'69'
	'85'
	‑
Conditions of used not satisfied
	CR4
	N/A

	'69'
	'86'
	‑
Command not allowed (no EF selected)
	CR4
	d)

	SW1
	SW2
	Description
	
	

	'6A'
	'80'
	‑
Incorrect parameters in the data field
	CR4
	N/A

	'6A'
	'81'
	‑
Function not supported
	CR4
	N/A

	'6A'
	'82'
	‑
File not found
	CR4
	x)

	'6A'
	'83'
	‑
Record not found
	CR4
	i)

	'6A'
	'86'
	‑
Incorrect parameters P1-P2
	CR4
	f), q)

	'6A'
	'87'
	‑
Lc inconsistent with P1-P2
	CR4
	k)

	'6A'
	'88'
	‑
Referenced data not found
	CR4
	N/A

	SW1
	SW2
	Error description
	
	

	'98'
	'50'
	‑
INCREASE cannot be performed, max value reached.
	CR5
	6.8.1.8.4 h)

	'98'
	'62'
	‑
Authentication error, application specific
	CR5
	N/A


6.8.1.1
SELECT
6.8.1.1.1
Definition and applicability

It shall be mandatory for all cards complying with TS 102.221 [1] to support all functions described therein.

6.8.1.1.2
Conformance requirement

CR1
This function shall select a file according to the methods described in subclause 8.4 of TS 102.221 [1].
CR2
The function shall accept as an input:

a)
a file ID (FID);

b)
an application ID (AID);

c)
a path;
d)
empty.

CR3
If the selected file is the MF or a DF, then the function shall output the file descriptor, file identifier, UICC characteristics, life cycle status integer, security attributes and PIN status.
CR4
If the selected file is the a ADF, then the function shall output the file descriptor, DF name, UICC characteristics, life cycle status integer, security attributes and PIN status.
CR5
If the selected file is an EF, then the function shall output the file descriptor, file identifier, UICC characteristics, security attributes, life cycle status integer and file size.

CR6
After a successful selection the record pointer shall be undefined. 
CR7
If P2 = '0C' the function shall output only SW1 and SW2.

CR8
If P1 = '00' and if the data field is empty or equal to '3F 00' then the function shall select the MF.
CR9
If P1 = '00' and if the data field is equal to '7F FF' then the function shall select the ADF of the current application. 

CR10
It is mandatory for data objects to be provided in the order given in the description of each response. 

Reference: TS 102.221 [1], subclause 11.1.1.

Test Group Reference (TGR): TGR_USIM_TP102.221_CMD_GC

Test Procedure Reference (TPR): TPR_USIM_TP102.221_CMD_GC_SEL

6.8.1.1.3
Test purpose

To verify that the SELECT function conforms to the above requirements for the different file types available.

NOTE:
CR1 is tested in subclause 6.5.4.
6.8.1.1.4
Method of test

Initial conditions
1) The UICC shall be connected to a ME simulator.

Test procedure 
a) The ME simulator shall reset the UICC.

b) The ME simulator shall send a SELECT command to the UICC to select DFTELECOM.


The status returned by the UICC shall be SW1 = '90', SW2 = '00' – normal ending of the command [CR2a].

The FCP shall contain the following tags [CR3]:

-
Tag '82' (File Descriptor)

The first byte shall be '38' or '78' (indicating a DF or ADF);

-
Tag '83' (File Identifier)

The value shall be '7F 10' (indicating DFTELECOM);

-
Tag 'A5' (Proprietary information)

It shall contain tag '80' (UICC characteristics);

-
Tag '8A' (Life Cycle Status Integer);

-
Tag 'C6' (PIN Status Template DO)
It shall contain tag '90' (PS_DO).

The FCP shall contain exactly one of the following tags:

· Tag '8C' (Compact format);
· Tag 'AB' (Expanded format);
· Tag '8B' (Referenced to Expanded Format).
The TLV DOs with the above Tags shall be provided in FCP in order given in the Table 11.3 of subclause 11.1.1.3 of the TS 102.221 [1] [CR10].

c) The ME simulator shall send a SELECT command to the UICC to select the MF.

The status returned by the UICC shall be SW1 = '90', SW2 = '00' – normal ending of the command [CR2a].
The FCP shall contain the following tags [CR3]:

· Tag '82' (File Descriptor)


The first byte shall be '38' or '78' (indicating a DF or ADF);

· Tag '83' (File Identifier)


The value shall be '3F 00' (indicating MF);

· Tag 'A5' (Proprietary information)


It shall contain tag '80' (UICC characteristics);

· Tag '8A' (Life Cycle Status Integer);
· Tag 'C6' (PIN Status Template DO)

It shall contain tag '90' (PS_DO).

The FCP shall contain exactly one of the following tags:

· Tag '8C' (Compact format);
· Tag 'AB' (Expanded format);
· Tag '8B' (Referenced to Expanded Format).
The TLV DOs with the above Tags shall be provided in FCP in order given in the Table 11.3 of subclause 11.1.1.3 of the TS 102.221 [1] [CR10].

d) The ME simulator shall send a SELECT command to the UICC to select EFDIR.

The status returned by the UICC shall be SW1 = '90', SW2 = '00' – normal ending of the command [CR2a].
The FCP shall contain the following tags [CR5]:

-
Tag '82' (File Descriptor)

The first byte shall be '02' or '42' (indicating a linear fixed EF);

The length shall be '05' (i.e. containing record length etc);

-
Tag '83' (File Identifier)

The value shall be '2F 00' (indicating EFDIR);

-
Tag 'A5' (Proprietary information)

It shall contain tag '80' (UICC characteristics);

· Tag '8A' (Life Cycle Status Integer);
· Tag '80' (File size).
The FCP shall contain exactly one of the following tags:

· Tag '8C' (Compact format);
· Tag 'AB' (Expanded format);
· Tag '8B' (Referenced to Expanded Format).
The TLV DOs with the above Tags shall be provided in FCP in order given in the Table 11.4 of subclause 11.1.1.3 of the TS 102.221 [1] [CR10].

e) The ME simulator shall send a READ RECORD command using CURRENT mode to the UICC.

The response data returned by the UICC shall indicate an error [CR6].
f) The ME simulator shall send a SELECT command with P2 = '0C' to the UICC to select the MF.
The response from the UICC shall be only SW1 = '90', SW2 = '00' – normal ending of the command [CR7].
g) The ME simulator shall send a SELECT command to the UICC to select the EFARR under DFTELECOM by path selection
The response from the UICC shall be only SW1 = '90', SW2 = '00' – normal ending of the command.
The TLV DO with Tag '83' in the FCP shall indicate the current EF is EFARR [CR2c]. 

h) The ME simulator shall send a SELECT command to the UICC to select the parent DF.
The response from the UICC shall be only SW1 = '90', SW2 = '00' – normal ending of the command.
The TLV DO with Tag '83' in the FCP shall indicate the current DF is MF [CR2d].

i) The ME simulator shall send a SELECT command with AID to the UICC to select and activate the USIM application.
The status returned by the UICC shall be SW1 = '90', SW2 = '00' – normal ending of the command [CR2b].
The FCP shall contain the following tags [CR4]:

-
Tag '82' (File Descriptor)


The first byte shall be '38' or '78' (indicating a DF or ADF);

-
Tag '84' (DF name - AID)

The value shall be the AID of the USIM application;

-
Tag 'A5' (Proprietary information)


It shall contain tag '80' (UICC characteristics);

-
Tag '8A' (Life Cycle Status Integer);

-
Tag 'C6' (PIN Status Template DO)


It shall contain tag '90' (PS_DO).

The FCP shall contain exactly one of the following tags:

· Tag '8C' (Compact format);
· Tag 'AB' (Expanded format);
· Tag '8B' (Referenced to Expanded Format).
The TLV DOs with the above Tags shall be provided in FCP in order given in the Table 11.4 of subclause 11.1.1.3 of the TS 102.221 [1] [CR10].

j) The ME simulator shall send a SELECT command to the UICC to select DFTELECOM. 
k) The ME simulator shall send a SELECT command with P1 = '00' and data field equals to '7FFF' to the UICC to select the ADF of the current USIM application. 
The status returned by the UICC shall be SW1 = '90', SW2 = '00' – normal ending of the command [CR9].
The FCP returned shall be as same as those returned in step i) above [CR4].
l) The ME simulator shall send a SELECT command with P1 = '00' and data field equals to '3F00' to the UICC to select the MF.
The status returned by the UICC shall be SW1 = '90', SW2 = '00' – normal ending of the command [CR8].
The FCP returned shall be as same as those returned in step c) above [CR3].
m) The ME simulator shall send a SELECT command with P1 = '00', P2 = '0C' and with empty data field to the UICC to select the MF.
The response from the UICC shall be only SW1 = '90', SW2 = '00' – normal ending of the command [CR7, CR8].
6.8.1.6
UPDATE RECORD
6.8.1.6.1
Definition and applicability

It shall be mandatory for all cards complying with TS 102.221 [1] to support all functions described therein.

6.8.1.6.2
Conformance requirement

CR1
The UPDATE RECORD function shall update one complete record in the current linear fixed or cyclic EF.

CR2
The function shall accept as an input, the mode, record number if absolute mode, the length of the record, and the data used for updating the record.

CR3
The function shall only be performed if the UPDATE access condition for the current EF is satisfied.

CR4
For cyclic files, only PREVIOUS mode shall be allowed.

CR5
If the mode is CURRENT, the current record shall be updated.

CR6
If the mode is CURRENT, the record pointer shall not be affected.

CR7
If the mode is ABSOLUTE, the record given by the record number shall be updated.

CR8
If the mode is ABSOLUTE, the record pointer shall not be affected.

CR9
If the mode is NEXT, the record pointer shall be incremented before the function is performed and the pointed record shall be updated.

CR10
If the mode is NEXT, and the record pointer has not previously been set within the selected EF, the first record shall be updated and the record pointer shall be set to this record.

CR11
If the mode is NEXT, and the record pointer addresses the last record, the record pointer shall not change and no record shall be updated.

CR12
If the mode is PREVIOUS, the record pointer shall be decremented before the function shall be performed and the pointed record shall be updated.

CR13
If the mode is PREVIOUS, and the record pointer has not previously been set within the selected EF, the last record shall be updated and the record pointer set to this record.

CR14
If the mode is PREVIOUS, the EF is a linear fixed, and the record pointer addresses the first record, the record pointer shall not change and no record shall be updated.

CR15
If the mode is PREVIOUS and the EF is a cyclic file, the oldest record shall be updated, the record pointer set to this record, and this record shall become the first record.

CR16
The record pointer shall not be changed if the function is unsuccessful. 

CR17
For modes NEXT and PREVIOUS, P1 has no significance and shall not be interpreted by the USIM.

CR18
The function shall accept the SFI as an input.

CR19
When the command contains a valid SFI, it shall set the file as the current EF and resets the current record pointer.

Reference: TS 102.221 [1], subclause 8.4.3 and 11.1.6.

Test Group Reference (TGR): TGR_USIM_TP102.221_CMD_GC

Test Procedure Reference (TPR): TPR_USIM_TP102.221_CMD_GC_UPREC

6.8.1.6.3
Test purpose

To verify that the UPDATE RECORD function conforms to the above requirements for the different modes available.

NOTE: 
CR4 and CR13 can only be tested if any cyclic EF is present.

6.8.1.6.4
Method of test

NOTE 1:
Test procedures have been separated into 3 parts. The first part is for testing CURRENT and ABSOLUTE mode, and the second part is for testing NEXT and PREVIOUS mode and the third part is for testing the SFI referencing. 

NOTE 2:
When EFCCP2 is not supported by the UICC, any supported linear EF in ADFUSIM supporting SFI may be chosen. 

NOTE 3:
When EFACM is not supported by the UICC, any supported cyclic EF in ADFUSIM may be chosen.

Initial conditions
1)
The UICC shall be connected to a ME simulator.
Test procedure 1 (CURRENT and ABSOLUTE mode)
a)
The ME simulator shall reset the UICC.

b)
The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.
c)
The ME simulator shall send a SELECT command to the UICC to select EFCCP2.
d)
The ME simulator shall send an UPDATE RECORD command using ABSOLUTE mode with record 1 to the UICC. The data used shall be 'C1' for all bytes.

The status condition returned by the UICC shall be SW1 = '69', SW2 = '82' - security status not satisfied [CR3].
e)
The ME simulator shall send a VERIFY PIN command with PIN to the UICC.
f)
The ME simulator shall send an UPDATE RECORD command using ABSOLUTE mode with record 1 to the UICC. The data used shall be 'C2' for all bytes.

The status condition returned by the UICC shall be SW1 = '90', SW2 = '00' - normal ending of the command [CR3].
g)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with record 1 to the UICC.

The record data returned shall be 'C2' for all bytes [CR1-CR3, CR7].
h)
The ME simulator shall send a SELECT command to the UICC to select EFCCP2.
i)
The ME simulator shall send an UPDATE RECORD command using NEXT mode to the UICC. The data used shall be 'FF' for all bytes. 

j)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with record 1 to the UICC.

The record data returned shall be 'FF' for all bytes [CR7].
k)
The ME simulator shall send an UPDATE RECORD command using ABSOLUTE mode with record 2 to the UICC. The data used shall be 'C3' for all bytes.
l)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with record 2 to the UICC.

The record data returned shall be 'C3' for all bytes [CR7].
m)
The ME simulator shall send an UPDATE RECORD command using CURRENT mode to the UICC. The data used shall be 'C4' for all bytes.

n)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with record 1 to the UICC.
The record data returned shall be 'C4' for all bytes [CR5, CR8].
o)
The ME simulator shall send an UPDATE RECORD command using NEXT mode to the UICC. The data used shall be 'C5' for all bytes.
p)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with record 2 to the UICC.
The record data returned shall be 'C5' for all bytes [CR8].
q)
The ME simulator shall send an UPDATE RECORD command using ABSOLUTE mode with the last record to the UICC. The data used shall be 'C6' for all bytes.
r)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with the last record to the UICC.
The record data returned shall be 'C6' for all bytes [CR7].
s)
The ME simulator shall send an UPDATE RECORD command using ABSOLUTE mode with the last record + 1 to the UICC. The data used shall be 'C7' for all bytes.
The status condition returned by the UICC shall be SW1 = '6A', SW2 = '83' – record not found.
t)
The ME simulator shall send an UPDATE RECORD command using CURRENT mode to the UICC. The data used shall be 'C8' for all bytes.
u)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with record 2 to the UICC.
The record data returned shall be 'C8' for all bytes [CR16].
v)
The ME simulator shall send a SELECT command to the UICC to select EFACM.
w)
The ME simulator shall send a VERIFY PIN command with the relevant PIN to the UICC.
x)
The ME simulator shall send an UPDATE RECORD command using CURRENT mode to the UICC. The data used shall be 'C9' for all bytes.
The status condition returned by the UICC shall indicate an error [CR4].
y)
The ME simulator shall send an UPDATE RECORD command using ABSOLUTE mode with record 3 to the UICC. The data used shall be 'CA' for all bytes.
The status condition returned by the UICC shall indicate an error [CR4].
z)
The ME simulator shall send an UPDATE RECORD command using NEXT mode to the UICC. The data used shall be 'CB' for all bytes.

The status condition returned by the UICC shall indicate an error [CR4]. 
aa)
The ME simulator shall send an UPDATE RECORD command using PREVIOUS mode to the UICC. The data used shall be 'CC' for all bytes.
The status condition returned by the UICC shall be SW1 = '90', SW2 = '00' - normal ending of the command [CR4].
bb)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with record 1 to the UICC.
The record data returned shall be 'CC' for all bytes [CR16].

cc)
The ME simulator shall send an UPDATE RECORD command using PREVIOUS mode to the UICC. The data used shall be '00 00 01'.
The status condition returned by the UICC shall be SW1 = '90', SW2 = '00' - normal ending of the command [CR4].
Test procedure 2 (NEXT and PREVIOUS mode)
a)
The ME simulator shall reset the UICC.
b)
The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.
c)
The ME simulator shall send a SELECT command to the UICC to select EFCCP2. 
d)
The ME simulator shall send a VERIFY PIN command with PIN to the UICC.
e)
The ME simulator shall send an UPDATE RECORD command using NEXT mode to the UICC. The data used shall be 'C2' for all bytes.
f)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with record 1 to the UICC.

The record data returned shall be 'C2' for all bytes [CR10].
g)
The ME simulator shall send an UPDATE RECORD command using CURRENT mode to the UICC. The data used shall be 'C3' for all bytes.
h)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with record 1 to the UICC.

The record data returned shall be 'C3' for all bytes [CR10].
i)
The ME simulator shall send an UPDATE RECORD command using NEXT mode to the UICC. The data used shall be 'C4' for all bytes.

The status condition returned by the UICC shall be SW1 = '90', SW2 = '00' - normal ending of the command [CR17].
j)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with record 2 to the UICC.

The record data returned shall be 'C4' for all bytes [CR9, CR17].
k)
The ME simulator shall send an UPDATE RECORD command using CURRENT mode to the UICC. The data used shall be 'C5' for all bytes.
l)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with record 2 to the UICC.

The record data returned shall be 'C5' for all bytes [CR9].
m)
The ME simulator shall send a SELECT command to the UICC to select EFCCP2. 
n)
The ME simulator shall send an UPDATE RECORD command using PREVIOUS mode to the UICC. The data used shall be 'C6' for all bytes.
o)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with the last record to the UICC.

The record data returned shall be 'C6' for all bytes [CR13].
p)
The ME simulator shall send an UPDATE RECORD command using NEXT mode to the UICC. The data used shall be 'C7' for all bytes.

The status condition returned by the UICC shall be SW1 = '6A', SW2 = '83' – record not found [CR11].
q)
The ME simulator shall send an UPDATE RECORD command using CURRENT mode to the UICC. The data used shall be 'C8' for all bytes.
r)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with the last record to the UICC.

The record data returned shall be 'C8' for all bytes [CR16].
s)
The ME simulator shall send an UPDATE RECORD command using PREVIOUS mode to the UICC. The data used shall be 'C9' for all bytes.

The status condition returned by the UICC shall be SW1 = '90', SW2 = '00' - normal ending of the command [CR17].
t)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with the second last record to the UICC.

The record data returned shall be 'C9' for all bytes [CR12, CR17].
u)
The ME simulator shall send a SELECT command to the UICC to select EFCCP2. 
v)
The ME simulator shall send an UPDATE RECORD command using NEXT mode to the UICC. The data used shall be 'CA' for all bytes. 


The status condition returned by the UICC shall be SW1 = '90', SW2 = '00' - normal ending of the command.
w)
The ME simulator shall send an UPDATE RECORD command using PREVIOUS mode to the UICC. The data used shall be 'CB' for all bytes.

The status condition returned by the UICC shall be SW1 = '6A', SW2 = '83' - record not found [CR13].
x)
The ME simulator shall send an UPDATE RECORD command using CURRENT mode to the UICC. The data used shall be 'CC' for all bytes.

The status condition returned by the UICC shall be SW1 = '90', SW2 = '00' – normal ending of the command [CR13].
y)
The ME simulator shall send a READ RECORD command using ABSOLUTE mode with record 1 to the UICC.

The record data returned shall be 'CC' for all bytes [CR16].
Test procedure 3 (SFI referencing)
a)
The ME simulator shall reset the UICC.
b)
The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.

c)
The ME simulator shall send a VERIFY PIN command with PIN to the UICC.
d)
The ME simulator shall send an UPDATE RECORD command using ABSOLUTE mode with record 1 and with SFI to select EFCCP2 under ADFUSIM to the UICC. The data used shall be 'C0' for all bytes.

The status condition returned by the UICC shall be SW1 = '90', SW2 = '00' - normal ending of the command [CR18].
e)
The ME simulator shall send a READ RECORD command using CURRENT mode to the UICC.

The response data returned by the UICC shall indicate an error .
f)
The ME simulator shall send a READ RECORD command using NEXT mode to the UICC.

The record data returned shall be 'C0' for all bytes [CR19]. 
7.2
Security features

7.2.1
Definition and applicability

Every file has its own specific access condition for each command which shall be fulfilled before the command can take place.

7.2.2
Conformance requirement

CR1
The USIM application shall use key reference '01' as PIN and key reference '81' as PIN2.

CR2
Access with PIN2 shall be limited to the USIM application (i.e. PIN2 is used only in the ADF).
CR3
For a USIM application on a multi-verification capable UICC, the only valid usage qualifiers shall be '00' and '08' which mean verification requirements is not used and user authentication knowledge based (PIN) as defined in ISO/IEC 7816‑9 [11].

CR4
Every file in the USIM application shall have a reference to an access rule stored in EFARR. 

CR5
Every file under DFTELECOM shall have a reference to an access rule stored in EFARR under DFTELECOM.

CR6
A multi-verification capable UICC (from the security context point of view) shall support the referenced format using SE ID as defined in TS 102.221 [1].

CR7
A multi-verification capable UICC (from the security context point of view) shall support the replacement of a UICC application PIN with the Universal PIN, key reference '11', as defined in TS 102.221 [1]. Only the Universal PIN is allowed as a replacement.
Reference: 3G TS 31.102 [3], subclause 6.4.

Test Group Reference (TGR): TGR_USIM_TP31.102_SEC2

Test Procedure Reference (TPR): TPR_USIM_TP31.102_SEC2

7.2.3
Test purpose

To verify that the UICC conforms to the above requirements.

NOTE 1:
CR1, CR2 are tested in the subclause 6.6.4.
NOTE 2:
CR6 is tested in the subclause 6.6.3.
7.2.4
Method of test

Initial conditions

1) The UICC shall be connected to a ME simulator.

Test procedure

For a multi-verification capable UICC

a) The ME simulator shall reset the UICC.
b) The ME simulator shall send a SELECT command to the UICC to select DFTELECOM.
The response data shall contain the TLV DO with tag '8B' [CR5].

c) The step b) shall be repeated for all the EFs under DFTELECOM in the UICC [CR5].
d) The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.
The following shall be true of the response data:

· TLV DO with tag 'C6' (PS Template DO) shall contain for the Universal PIN the TLV DO with tag '95' (Usage Qualifier) and the value of this TLV shall be '00' or '08' [CR3];

· TLV DO with tag '8B' shall contain the SE number(s) and EFARR record number(s) [CR5, CR6].

e) Step d) shall be repeated for all the EFs under the selected ADF in the UICC [CR4].
For a single verification capable UICC

a) The ME simulator shall reset the UICC.
b) The ME simulator shall send a SELECT command to the UICC to select DFTELECOM.
The response data shall contain the TLV DO with tag '8B' and the value of this tag shall be the record number of EFARR [CR5].

c) The step b) shall be repeated for all the EFs under DFTELECOM in the UICC [CR5].
d) The step b) shall be repeated for all the ADFUSIMs and the EFs under the selected ADF in the UICC [CR4].
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