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Opening of Meeting

The Chairman opened of the meeting on April the 9th, at 10:00 AM.

Roll Call of Delegates

A list of participants can be found in the Annex A.

There were two apologies of absence : Wim TOM from Aspects Software and Carsten FISCHER from Orga.

Notification of IPR responsibilities

The Chairman drew the attention of the delegates to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organisational Partners to inform their respective Organisational Partners of essential IPRs they become aware of. They were asked to take note that they had been invited to:

· investigate in their company whether their company does own IPRs which are, or are likely to become essential in respect of the work of the Technical Specification Group

· notify the Chairman or the Director General of their respective Organisational Partners, of all potential IPRs that their company may own, by means of the IPR Statement and the Licensing declaration form

Meeting organisation

Input documents

The document list is updated with the latest document supplied and postponed documents from the last meeting.

Agenda

The agenda presented in document T3a020104 is discussed. It is updated with the new document numbers, the last version is T3a020114.

Last Meeting Report

T3a020105 is the last meeting report. Some changes were already discussed on the eamil reflector and integrated as revision marks in the present document.

Some editorial remarks are pointed out and corrected in the report. The last meeting report is approved with editorial changes.

Report of API related meetings

The chairman made a brief report of the API related activities, including:

· last T3 and T plenary results:

· all CR where approved but a CR on Concatenated Messages that is to be explained by email to Kevin Holley ; if accepted, it was agreed by T that this CR will remain Rel-5.

· the Secure Messaging specification were presented to T plenary and approved conditionnaly to SCP approval ; the following alternative is opened:

· the documents are inserted in Rel-5, in such case TS 23.048 is withdrawn

· the documents are part of Rel-6

· the Testing WID was approved for both Secure Messaging and APIs ; however, no news about funding, especially T1 chairman opposed to request funding for tasks that could be provided by a WG or SWG

· last SCP plenary:

· a discussion about the TS 102.240 is raised to know what is a UICC APIs (at the service requirement level) ; Mobile Mind was invited to produce some inputs, T3a020100 is this input for information to this meeting

· the Secure Messaging specifications are approved as Rel-6 documents that implies the same action for next T plenary

· no information about the last T3 ad hoc on Testing

APIs requirements (TS 102.240 – TS 02.19)

TS 102.240 was discussed during last SCP meeting. The question of the scope for UICC APIs is raised. Actually the document proposed by T3 API (T3a020101) is inherited from GSM and does not describe the requirements to build first level application its focus is on second level applications. During the discussion in SCP, it was propose to:

· change the title of the proposed TS 102.240

· have a new specification much broader.

However the existing 02.19 as well as the proposed 102.240 in T3a020101 don’t differentiate between first level and second level application. The change of title is not agreed, as this service requirement is a pure specification transfer. Morevover the scope corresponds to the expected requirement. Further study should be made to evaluate how to extend it.

T3a020100 proposed by Mobile Mind is much broader than the current proposal. The point is that TS 02.19 was developed as a service description for the Java Card™ releated specification, in a second step, before it was approved it was reedited to make it more generic and adaptable to other technolgies (e.g. Multos). According to Mobile Mind it can not be used as the service requirement for the proposed C-SIM API.

The following point where raised by delegates regarding T3a020100:

· The proposed document can not be seen as “input” to the current proposal it is a totally new specification 

· It is in some parts too detailed for a high level service / requirement specification. 

· There are some questions about the way some features were mentioned mandatory or optional.

The question was raised regarding the need for this requirement level. There is currently no demand expressed from issuers in SCP to have such a high-level service requirement specification. In case the requirement is agreed, it is proposed that the APIs specifications are divided in three stages:

· Stage 0 that corresponds to Mobile Mind’s approach of TS 102.240

· Stage 1 that corresponds to T3 API proposal for TS 102.240

· Stage 2 that are the actual APIs

The group request that the author of T3a020100 and the raporteur of 102.240 are working on a joint document. 

APIs based on TS 102.240 – TS 02.19

SIM APIs for Java Card (TS 03.19, 43.019)

T3a010113 is a proposed CR that corrects the specification regarding sentences that were not included from a previous T3 approved CR. This is linked with the Help Request command. The CR is approved without any comment.

Schlumberger mentions another missing line in the history table of the specification. That will be checked directly with the Specification Rapporteur.

UICC APIs for Java Card

Applet triggering

The triggering of applets was discussed the following points where discussed ? 

· Whether it is done by the UICC or a first level application (and corresponding logical channel)

· Is there a need for a toolkit service to behave differently depending on the active first level application?

· NAA and first level application: How can the STK applet know if a specific application or NAA is currently active ?

· Is the STK applet interested in the logical channel on which a specific application is active ?

· Because a service provided by the applet can depend on the active first level application on the UICC.

· Should there be a link between first and second level applications ?

· For instance to allow to add, remove or change some feature depending on the first level selected applications.

· The solutions at the applet (during runtime) or framework (during registration) ?

· Is the ToolkitRegistry.getEntry(… aid) method with an AID as aparameter necessary (This methods implies a direct link between the registration for event’s and specific applications). However such a system is resource consuming.

· If a first level application trigger a Toolkit application, if so how to handle events that are specified for first level application we don’tknow at the moment ?

The Toolkit Applet is interested in Events they react upon. During installiont or during runtime the toolkit applet should be able to register to ebents, update these informations or remove from events. This functionality is already provided in the ToolkitRegistry we have today in the sim.toolkit package. 

The group made an analysis what is the impact is on the source code of a toolkit applet if we introduce in addition to the existing ToolkitRegistry.getEntry() method a new method with an AID as parameter.

public MyToolkitApplet() {

        // register to the SIM Toolkit Framework

         reg   = ToolkitRegistrySystem.getEntry();

         reg_1 = ToolkitRegistrySystem.getEntry(aid);

         reg_2 = ToolkitRegistrySystem.getEntry(aid_2);

        // Define the applet Menu Entry and register to the EVENT_MENU_SELECTION

        itemId = reg_1.initMenuEntry(menuEntry, (short)0x0000, (short)menuEntry.length, 

                                   PRO_CMD_DISPLAY_TEXT, false, (byte) 0x00, (short) 0x0000);

        // register to the EVENT_UNFORMATTED_SMS_PP_ENV

        reg_1.setEvent(EVENT_UNFORMATTED_SMS_PP_ENV);

    }

it was agreed that this becomes to complex for the applet development. As it would bring several problems for the ToolkitRegistry itself, it would create an Object for each Event-to-Aid relationship. The question was raised what is the toolkit registry. The following model is proposed.

The Toolkit registry is a container that manges the relationship between the toolkit applets and the

· The global EventList

· The global MenuEntryList

· And the JCRE Registry
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From an objet oriented stanpoint this could mean that the ToolkitRegistry creates for each Toolkit applet an object that keeps the relationship between event, and menuentries and toolkit applets.

The group agreed that the method ToolkitRegistry.getEntry(AID aid) with an aid as parameter would bring to much problem and should be deleted from the proposal. The better solution is to give the applet the possibility to retrieve informations which application is currently active at the moment. Depending on this informations the applet can decide if whants to ahndle the event or not.

The following solutions is proposed:

The already available EVENT_FIRST_CMD_AFTER_SELECT with the following questions can be used toindicate to the applet that an application is now selected.
· how to provide the AID of the selected applet to the STK applet?

· The AID of the just selected application is provided as byte array in the EnveloppeHandler.

· This has the benefit to allow the applet to directly use the informaion with find and compare
· add a method to get the currently selected application

· AID LookUpSelectedApplicationAID(byte[],…);

· AID getSelectedAppAID();

Introduce a new event to inform about deselection of application EVENT_APPLICATION_DESELECT the same methods than as above. Booth solution seams to be usefull.

The toolkit applet is not interested in the information on which logical channel the application is selected.

The question who is triggering the toolkit applet was discussed the group came up with the model of a triggering entity. The following picture illustrates the genral process.
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A command is translated into a corresponding Event, the triggering entity request the ToolkitRegistry for the informations about the ToolkitApplets subscribed to this event. The triggering entity and the Translator has to be accesibel from the UICC level as well as from the application level. 

The Translator on the UICC level is responsible to convert the toolkit commands TerminalProfile, Envelope, TerminalResponse into the respective Events. A subclass of this Translator, for an application, can implement the translation from application specific commands to events on the application level. In this way it is possible to implement generic events defined on the UICC level as well as event that can be raised by specific applications. However to be interoperable this needs some coordination. It was agreed to include into the current proposal of 102 241 a table that maps the event names to values and to reserve already knows names and values for the GSM and 3G specification into this table and to reserve them. New applications that want to introduce new event have to use the not reserved event values. The table will look like this.

	UICC defined Event

	Events reserved for GSM/3GPP

	New events for XG


Another question that came up how can a toolkit applet know in wich network technolgie the phone is currently using. In general the toolkit applet knows the capabilities of the phone via the termoinal profile, and it can chek the actual network acces technologie by requesting the local informations.

The current draft of the uicc.toolkit API was checked, the solution to have all Handlers defined as interface and for each handler a corresponding HandlerSystem class that implements a getEntry method was discussed. Two other possibilities are discussed.

1. One HandlerSystem class with one methods for each Handler, at the mone t four.

2. One HandlerSystem class with one method that takes a parameter as argument and gives the corresponding Handler back.

The group agrees to keep the current draft.

The post method was discussed, the problem is here the values SW1_RP_ACK and SW1_RP_ERR. They are different for GSM (9F) and 3G (61). It was agreed that the framework has to send the correct value. SLB proposed o remove SW1 and have only RP_ACK. 

File systems

Oberthur CS proposes to remove the USIM Access package. That means that there is only one API at the UICC level. It was also discussed to remove the sim.access package and to base it for REL-6 on uicc.access (following 51.011). This means that the two packages usim.access and sim.access will only define the necessary constant values for the different filesystems.

It is proposed that the starting point of each application is defined in the application/corresponding file view definition.
The corresponding method would be getFileView() and getFileView(AID).

Issues raised:

· how many file systems views can be managed ?

· to get the view, the question is who owns the file system object ? (application ? uicc ?)

· the UICC could transfer the AID (not agreed)

· create a new object each time an application is launched, it is up to each applet to manage its own context (regarding the migration, getSIMView would be replace by getFileView)

· regarding the persistence of the object counter, it is mentioned that it could be persistent and initialised when reset

· in case (as it is basically agreed) there are several access package, is it worth and isn’t it a problem of maintenance ?

· this is linked with the presence of constant and the question of the interest of keeping constants is raised (not solved)

· (post method issue) when having received an SMS formated is not followed by the same response depending it is 2G/3G (constant value is different : 61 or 9F) 

· the toolkit framework could take care of changing the status word (9F/61 for SIM/USIM in the regular case and, 9E/62 for the error case – the status word shall then be changed if the running application is not 2G) ; agreement for the regular case (the error case

· regarding the values, there is a discussion on knowing if the constants should be changed or not

· agreement to change the name

· no agreement to change the value

· new text is proposed and inserted in the TS 102.240 specification and TS 102.241 (in clause §6.5 the last sentence should also be removed)

The group developed the following model for the views onto the Filesystem:
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There is one global available view the view onto the UICC filesystem, it covers the MF the EF’s defined in the UICC spec under the MF and the DF_Telecom. So basically all the files to day defined in TS 102 221. An application can access the view on this filessystem by invoking getFileView() without a parameter.

There are “application” file views identified by the AID of the application, an applet can access this by requesting getFileView(AID) with the aid of the respective application. To get the view on the DF_GSM it has to use the AID of the DF_GSM application.

Open questions are:

What is the state of the View 

· after card-reset  

· after triggering

is the state volatile or persistant ?

Access domains

T3a020106 raises the problem with different access domains for UICC, GSM and 3G and gives aproposal how to define the access domains in the laoding parameter.

T3a010107 is from G+ a CR to 23.048 to USIM and SIM/USIM Access Domains Definitions. The group didn’t agreed on the CR. The group agreed about the fact to link an AID with a local PIN.

Gemplus presents document T3a020108 about the UICC access domain. The proposal is to add a file under a DF where this access rights can be storred. The aim of this paper is to propose a generic solution. The disadvantage of this solution is that for the management of the applets and files booth have to be coordinated. Also if someone has a lot of different applets in the card, each with different acces conditions and also a large number of cards implementing different filesystems the system can become a management nightmare. 

T3a020111 adresses the problem that the FileView is a ShareableInterafce as well as JCRE entry point object, together with the problem of the context switch if toolkit applet are sharing the same File context.

T3a020112 discusses the problem of several file context handled by one toolkit applet.

 All these papers where discussed together with the problem of the FileView. 
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The view on the filesystem on a e.g. USIM application can be seen as as proxy between the USIM application and the Toolkit applet. This proxy object is created when the toolkit applet request a file view via the two methods. These object are globally accessible (e.g. JCRE entry point object), so a toolkit applet can share them with other objects. These object will also implement the ShareableInterface, together with getShareableInterfaceObject standard methos from javacard.framework.Applet the toolkit applet can offer a way to share this object with other applets. A toolkit applet can retrieve as many file system views as it wants it will always get a new object reference and can so independently work on the different filesystem available in the card. 

This object is responsible to maintain the sate of the file system context persistant. This machanism is backwardcompatible with the current specification.

The proxy is also responsible to enshure the access condition that are allowed for a toolkit applet on the filesystem of an application. 

This architecture reflects the view that the filsystem is an object owned by an application, the UICC filesystem object is therefore owned by the UICC itself, but the same mechanism can be applied to this filesystem. 

If the applet get deleted the proxy object itself witll be deleted.

Due to the problem that the acces conditions to the different fielsystems, potentially available in the card, the group agreed that it is not longer possible to introduce these access conditions for the toolkit applet with the install command. 

The proposal is to have the access conditions as extension in the load file, these extension will be signed by a key associated with the application which filesystem the applet want to access. During the load process this certificate is validated with the key of the application. When the applet request a file view the proxy object will be created and the access conditions to the file system of the application are provided as informations to the proxy. 

The group sees  following advantages in the proposed mechanism:

· The access conditions to a filesystem is introduced together with the load process of the package

· The owner of the application signs the access conditions for the applet ( one-to-one relationship between the application owner and the applet owner

· The proxy object enshures the access conditions

· If the toolkit applet is deleted the proxy is deleted ( no access to the file is longer possible

· If the package is deleted from the card ( the access conditions are deleted too

· An applet can share the proxy object with other applets ( e.g. a SecurityDomain can instantiate such a proxy and share it with the applets associated with the SecurityDomain

This mechanism needs further discussion and detailed specification to enshure interoperability. Schlumberger has taken the action point towork on a more detailed specification. The group agreed that this is the right way to move forward with a solutions for this problem. 

General remarks

The group agrees put as much as possible functionality in the UICC API, and to minimize the functionality of the  sim.XXX and usim.XXX packages. But to keep these packages to reserve the namespace for future evolutions. 

The group things that is necessary to write a paper about the migration process for applet developers from the existing sim API to the new API architecture. 

Other issues

The Tag values for SMS handling are reserved in UICC. The question of where to handle SMS is open, it can be on UICC or SIM/USIM APIs. It is agreed that the SMS functionality should be located in one package rather than divided in several ones.

SIM/USIM APIs for Java Card

C SIM API

No input.

Security Mechanisms (03.48, 23.048)

3G version of 03.48 – Impacts of APIs

The access domain discussion is reported in the clause 6.2.3 and 6.4.

Any other Business

No issues here.

Meeting Plan

	Meeting
	Date
	Host
	Location

	T3 ad hoc on Java Card API Testing
	April, 
	Orga
	Paderborn, Germany

	T3 #23
	May 21-24
	Nokia
	Espoo, Finland

	SCP WG #2
	May, 27-30
	Nokia
	Espoo, Finland

	T #16
	June, 5-7
	American Friends of 3GPP
	Marco Island, USA

	T3 #24
	August, 21-24
	
	Seattle, USA

	SCP WG #3
	August, 27-29
	Mobile Mind / Cingular 
	San Francisco, USA

	T #17
	September
	?
	Biarritz, France


Closing of the Meeting

The meeting was closed on April the 11th at x:xx pm. The Chairman thanked SUN Microsystems for having hosted the meeting.
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Annex B

Document list

	Doc. Name
	Title
	Source
	Status


Postponed documents of the last meeting

	T3a010169
	CR 23.048 Rel5  Introduction of Open Platform version 2.1.
	Gemplus
	postponed

	T3a010235
	CR 23.048 Rel5 Introduction and definition of Open Platform Security Domains
	Gemplus
	postponed

	T3a010239
	CR 03.48 Clarification of the option in the SPI second octet:’PoR required only when an error has occurred’
	Gemplus
	postponed

	T3a010253
	Improvement to the GET DATA command for remote applet management
	G&D
	postponed

	T3a020008
	AID allocation for the uicc.toolkit and uicc.access package
	Sun Microsystems
	

	T3a020012
	Input Paper 23.048 Rel-4  Use of Counter in RC-CC-DS calculation
	Gemplus
	

	T3a020013
	CR 23.048 Rel5  Clarification of the Receiving Entity behaviour when the Response Packet cannot be secured
	Gemplus
	

	T3a020016
	CR 23.048 Rel5 USIM specific behaviour for Response Packets (Using SMS-PP)
	Gemplus
	

	T3a020017
	CR 23.048 Rel5  Access rights for Remote File Management Application
	Gemplus
	

	T3a020018
	CR 23.048 Rel5  Minimum Security Level for the Remote Management Applications.
	Gemplus
	

	T3a020020
	USIM and SIM/USIM Access Domain Definitions
	Gemplus
	revised, see T3a020108

	T3a020021
	USIM specific behaviour for Response Packets (using SMS-PP)
	Gemplus
	postponed


New documents of the meeting

	T3a020100
	TS 102.240 proposal – UICC APIs service requirement
	Mobile Mind
	discussed

	T3a020101
	TS 102.240 proposal – UICC APIs service requirement
	Rapporteur
	discussed

	T3a020102
	TS 102.241 proposal – UICC APIs
	Rapporteur
	discussed

	T3a020103
	TS 31.2xx proposal – USIM APIs
	Rapporteur
	discussed

	T3a020104
	Draft agenda for T3 API SWG #12 meeting
	Chairman
	revised, see T3a020114

	T3a020105
	Draft report of T3 API SWG #11 meeting
	DoCoMo Europe
	revised, see T3a020115

	T3a020106
	3G, 2G-3G and UICC Access Domains
	Gemplus
	Discussed and the questions raised are answered

	T3a020107
	USIM and SIM/USIM Access Domains Definitions
	Gemplus
	discussed

	T3a020108
	UICC Access Domain definition
	Gemplus
	discussed

	T3a020109
	2G-3G Toolkit Applets Interoperability
	Gemplus
	Discussed and answered revised in 116

	T3a020110
	Discussion document 2G/3G Toolkit Applet Mode
	Gemplus
	Discussed and answered see 117

	T3a020111
	File Context Switch through Shareable Interfaces
	Gemplus
	Discussed and answered see 118

	T3a020112
	Multiple File Contexts Management
	Gemplus
	discussed

	T3a020113
	CR 43.019 – Correction of Help Request management
	Gemplus
	agreed, sent to T3

	T3a020114
	Updated agenda of T3 API #12
	Chairman
	agreed

	T3a020115
	Updated report of T3 API #11
	Chairman
	approved

	T3a020116
	2G-3G Toolkit Applets Interoperability answers
	T3 API
	agreed

	T3a020117
	Discussion document 2G/3G Toolkit Applet Mode
	T3 API
	agreed

	T3a020118
	File Context Switch through Shareable Interfaces answers
	T3 API
	agreed

	T3a020119
	
	
	

	T3a020120
	
	
	


 Annex D

E-mail discussion groups

Information and discussion about this work item is done via the ETSI email list server. The discussion group to be used is: 3gpp_tsg_t_wg3_api. To subscribe to this email group or to view the archives, go to:


http://list.3gpp.org/3gpp_tsg_t_wg3_api.html
All issues releated to the development of the test suite (11.13) for 03.19 is discussed via 3gpp_tsg_t_wg3_api_test


http://list.3gpp.org/3gpp_tsg_t_wg3_test.html
The migration of 02.19 and 03.19 to the UICC platform is discusses via the ETSI SCP WG3 mailinglist


http://list.etsi.fr/archives/scp_wg3.html
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