3GPP T3 (USIM) Meeting #22

Marbella, Spain, 22-25 January 2002
Tdoc T3-020028

From:


SmartTrust






Subject:
 

Discussion document on security plug-ins in USAT interpreter
The USAT Interpreter Ad Hoc group has not been able to reach consensus on the need of native commands for security functionality. SmartTrust therefore wants to raise the issue in T3 plenary.

USAT Interpreter State 1 specification 22.112 includes service requirements for end-to-end security based on symmetric algorithms and PKI. To fulfil these service requirements SmartTrust introduced 9 new native commands in the USAT Interpreter Ad Hoc meeting in 11-13  December, 2001. According to the meeting rapport the technical concerns about the content of proposed native commands should have been submitted no later than 8th of January 2002. Any technical problems haven’t been defined so far.

Based on the discussions in the Ad Hoc meeting in December, some changes have been made to the initial proposal (T3z012010) and the latest version is in the document T3-020027, which is exactly same CR as presented in the latest USAT Interpreter Ad Hoc meeting in 10-11 January, 2002.

The Native command functionality enables proprietary solutions as well, but that alternative has a lot of negative impacts for operators and application providers. That would force all parties introduce proprietary security functions in Release 5, which wouldn’t be interoperable. In addition it would cause several backwards compatibility problems with the standardised release 6 functionality. Even if the functionality would be totally similar, the Release 5 and Release 6 implementations would have different Native Code Identifier numbers.

According to the USAT Interpreter Byte Codes specification 31.113 all native commands are optional features in the USAT Interpreter system. That enables a flexible way to add new features (e.g. new security plug-ins) into the USAT Interpreter. In addition it enables effective implementations depending of the customer’s need. 

Because of the wide commercial need for the standardised native commands for security features it would be very valuable to have these functions in Release 5 specification. SmartTrust therefore proposes to T3 to agree the CR T3-020027 to be incorporated into the Release 5 specification.
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