	3GPP T3 Meeting #21

Kyoto, Japan, 5 - 7 November, 2001
	Tdoc T3-010682
was T3a010220


	CR-Form-v3

	CHANGE REQUEST

	

	(

	03.19
	CR
	CR-Num
	(

rev
	-
	(

Current version:
	8.2.0
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	

	Proposed change affects:
(

	(U)SIM
	X
	ME/UE
	
	Radio Access Network
	
	Core Network
	

	

	Title:
(

	Clarification of ToolkitException.OUT_OF_TLV_BOUNDARIES in ViewHandler.java 

	
	

	Source:
(

	T3 SWG API

	
	

	Work item code:
(

	SIM Toolkit API
	
	Date: (

	31 October 2001

	
	
	
	
	

	Category:
(

	C
	
	Release: (

	R99

	
	Use one of the following categories:
F  (essential correction)
A  (corresponds to a correction in an earlier release)
B  (Addition of feature), 
C  (Functional modification of feature)
D  (Editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
REL-4
(Release 4)
REL-5
(Release 5)

	
	

	Reason for change:
(

	Currently the ToolkitException OUT_OF_TLV_BOUNDARIES is thrown if a TLV object with length 0 is accessed.
Clarify the enumeration of the different cases for the ToolkitException OUT_OF_TLV_BOUNDARIES.

	
	

	Summary of change:
(

	- Clarify rule when ToolkitException.OUT_OF_TLV_BOUNDARIES is thrown

- Allow access to a zero length substring at the end of a TLV element

The current specification is unclear when exactly to throw a

OUT_OF_TLV_BOUNDARIES exception. The term currently used is

"Throw OUT_OF_TLV_BOUNDARIES if valueOffset, compareLength or 

both are out of the current TLV". 

This is unclear, especially when it comes to the special case 

of accessing zero bytes at the end of the TLV element.  Is it

allowed, for example to copy zero bytes from the end of the element?

As an example, with the current spec it is probably not possible 

to write the following statement, if a secured Envelope with

zero length secured data is received.

    envHandler.copyValue( envHdlr.getSecuredDataOffset(),

                          dest, 

                          destOffset, 

                          envHdlr.getSecuredDataLength() );

The Applet has to test for that special case beforehand.

We propose to make the condition when to throw an exception compliant

to the standard array access rules used in javacard.framework. 

See Util.arrayCopy(...) as an example

	
	

	Consequences if 
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not approved:
	In each implementation the case “Length of TLV object = 0” must be checked and processed separately.
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	Annex A -> ViewHandler.java:

Methods affected:

public short copyValue(short valueOffset, byte destBuffer[], short destOffset, short destLength ) throws [..] ToolkitException

public byte compareValue(short valueOffset, byte compareBuffer[], short compareOffset, short compareLength ) throws [..] ToolkitException

public short findAndCopyValue(byte tag, byte occurence, short valueOffset, byte destBuffer[], short destOffset, short destLength) throws [..] ToolkitException
public byte findAndCompareValue(byte tag, byte occurence, short valueOffset, byte[] compareBuffer, short compareOffset, short compareLength) throws [..] ToolkitException 
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/**
     * Copies a part of the last TLV element which has been found, into a
     * destination buffer.
     *
     * <p>
     * Notes:<ul>
     * <li><em>If </em><code>dstOffset</code><em> or </em><code>dstLength</code><em> parameter is negative an </em><code>ArrayIndexOutOfBoundsException</code>
     * <em> exception is thrown and no copy is performed.</em>
     * <li><em>If </em><code>dstOffset+dstLength</code><em> is greater than </em><code>dstBuffer.length</code><em>, the length
     * of the </em><code>dstBuffer</code><em> array an </em><code>ArrayIndexOutOfBoundsException</code><em> exception is thrown
     * and no copy is performed.</em> 
     * </ul> 
     *
     * @param valueOffset the offset of the first byte in the source TLV element
     * @param dstBuffer a reference to the destination buffer
     * @param dstOffset the position in the destination buffer
     * @param dstLength the data length to be copied
     *
     * @return <code>dstOffset+dstLength</code>
     *
     * @exception NullPointerException if <code>dstBuffer</code> is <code>null</code>
     * @exception ArrayIndexOutOfBoundsException if copyValue would cause access of data outside array bounds.
     * @exception ToolkitException with the following reason codes: <ul>
     *      <li><code>HANDLER_NOT_AVAILABLE</code> if the handler is busy
     *      <li><code>UNAVAILABLE_ELEMENT</code> in case of unavailable TLV element
     *      <li><code>OUT_OF_TLV_BOUNDARIES</code> if:
     *       <ul> 
     *              <li><code>valueOffset</code> parameter is negative or
     *              <li><code>valueOffset + dstLength</code> is greater than the length of the current TLV

     *        </ul>
     *   </ul>
     */
    public short copyValue( short valueOffset,
                            byte[] dstBuffer,
                            short dstOffset,
                            short dstLength) throws NullPointerException,
                                                
ArrayIndexOutOfBoundsException,
                                                
ToolkitException {


return 0;
    }


/**

     * Compares the last found TLV element with a buffer.

     *

     * <p>

     * Notes:<ul>

     * <li><em>If </em><code>compareOffset</code><em> or </em><code>compareLength</code><em> parameter is negative an </em><code>ArrayIndexOutOfBoundsException</code>

     * <em> exception is thrown and no compare is performed.</em>

     * <li><em>If </em><code>compareOffset+compareLength</code><em>is greater than </em><code>compareBuffer.length</code><em>, the length

     * of the </em><code>compareBuffer</code><em> array an </em><code>ArrayIndexOutOfBoundsException</code><em> exception is thrown

     * and no compare is performed.</em> 

     * </ul> 

     *

     * @param valueOffset the offset of the first byte to compare in the TLV element

     * @param compareBuffer a reference to the comparison buffer

     * @param compareOffset the position in the comparison buffer

     * @param compareLength the length to be compared

     *

     * @return the result of the comparison as follows: <ul>

     *      <li><code>0</code> if identical

     *      <li><code>-1</code> if the first miscomparing byte in simple TLV List is less than that in <code>compareBuffer</code>,

     *      <li><code>1</code> if the first miscomparing byte in simple TLV List is greater than that in <code>compareBuffer</code>.</ul>

     *

     * @exception NullPointerException if <code>compareBuffer</code> is <code>null</code>

     * @exception ArrayIndexOutOfBoundsException if compareValue would cause access of data outside array bounds.

     * @exception ToolkitException with the following reason codes: <ul>

     *      <li><code>HANDLER_NOT_AVAILABLE</code> if the handler is busy

     *      <li><code>UNAVAILABLE_ELEMENT</code> in case of unavailable TLV element

     *      <li><code>OUT_OF_TLV_BOUNDARIES</code> if:
     *       <ul> 
     *              <li><code>valueOffset</code> parameter is negative or
     *              <li><code>valueOffset + dstLength</code> is greater than the length of the current TLV

     *        </ul>
     *   </ul>
     */

    public byte compareValue(short valueOffset,

                             byte[] compareBuffer,

                             short compareOffset,

                             short compareLength) throws 
NullPointerException,

                                                


ArrayIndexOutOfBoundsException,

                                                


ToolkitException {



return 0;

    }

    /**

     * Looks for the first occurence of a TLV element from the beginning of a TLV

     * list and copy its value into a destination buffer.

     * If no TLV element is found, the <code>UNAVAILABLE_ELEMENT</code> exception is thrown.

     * If the method is successful then the corresponding TLV becomes current,

     * else no TLV is selected.

     * This search method is Comprehension Required flag independent.

     *

     * <p>

     * Notes:<ul>

     * <li><em>If </em><code>dstOffset</code><em> parameter is negative or </em><code>dstOffset</code>

     * <em> is greater than </em><code>dstBuffer.length</code><em>, the length of the </em><code>dstBuffer</code>

     * <em> array an </em><code>ArrayIndexOutOfBoundsException</code><em> exception is thrown and no find is performed.</em> 

     * </ul> 

     *

     * @param tag the tag of the TLV element to search

     * @param dstBuffer a reference to the destination buffer

     * @param dstOffset the position in the destination buffer

     *

     * @return <code>dstOffset</code> + length of the copied value

     *

     * @exception NullPointerException if <code>dstBuffer</code> is <code>null</code>

     * @exception ArrayIndexOutOfBoundsException if findAndCopyValue would cause access of data outside array bounds.

     * @exception ToolkitException with the following reason codes: <ul>

     *      <li><code>HANDLER_NOT_AVAILABLE</code> if the handler is busy

     *      <li><code>UNAVAILABLE_ELEMENT</code> in case of unavailable TLV element</ul>

     */

    public short findAndCopyValue(byte tag,

                                  byte[] dstBuffer,

                                  short dstOffset) throws 
NullPointerException,

                                                


ArrayIndexOutOfBoundsException,

                                                


ToolkitException {



return 0;

    }

    /**

     * Looks for the indicated occurence of a TLV element from the beginning of a TLV

     * list and copy its value into a destination buffer.

     * If no TLV element is found, the <code>UNAVAILABLE_ELEMENT</code> exception is thrown.

     * If the method is successful then the corresponding TLV becomes current,

     * else no TLV is selected.

     * This search method is Comprehension Required flag independent.

     *

     * <p>

     * Notes:<ul>

     * <li><em>If </em><code>dstOffset</code><em> or </em><code>dstLength</code><em> parameter is negative an </em><code>ArrayIndexOutOfBoundsException</code>

     * <em> exception is thrown and no copy is performed.</em>

     * <li><em>If </em><code>dstOffset+dstLength</code><em>is greater than </em><code>dstBuffer.length</code><em>, the length

     * of the </em><code>dstBuffer</code><em> array an </em><code>ArrayIndexOutOfBoundsException</code><em> exception is thrown

     * and no copy is performed.</em> 

     * </ul> 

     *

     * @param tag the tag of the TLV element to search

     * @param occurrence the occurrence number of the TLV element (1 for the first, 2 for the second...)

     * @param valueOffset the offset of the first byte in the source TLV element

     * @param dstBuffer a reference to the destination buffer

     * @param dstOffset the position in the destination buffer

     * @param dstLength the data length to be copied

     *

     * @return <code>dstOffset + dstLength</code>

     *

     * @exception NullPointerException if <code>dstBuffer</code> is <code>null</code>

     * @exception ArrayIndexOutOfBoundsException if findAndCopyValue would cause access of data outside array bounds.

     * @exception ToolkitException with the following reason codes: <ul>

     *      <li><code>HANDLER_NOT_AVAILABLE</code> if the handler is busy

     *      <li><code>UNAVAILABLE_ELEMENT</code> in case of unavailable TLV element

     *      <li><code>OUT_OF_TLV_BOUNDARIES</code> if:
     *       <ul> 
     *              <li><code>valueOffset</code> parameter is negative or
     *              <li><code>valueOffset + dstLength</code> is greater than the length of the current TLV

     *        </ul>
     *      <li><code>BAD_INPUT_PARAMETER</code> if an input parameter is not valid (e.g. occurence = 0)</ul>

     */

    public short findAndCopyValue(byte tag,

                                  byte occurence,

                                  short valueOffset,

                                  byte[] dstBuffer,

                                  short dstOffset,

                                  short dstLength) throws 
NullPointerException,

                                                


ArrayIndexOutOfBoundsException,

                                                


ToolkitException {



return 0;

    }

    /**

     * Looks for the first occurence of a TLV element from beginning of a TLV

     * list and compare its value with a buffer.

     * If no TLV element is found, the <code>UNAVAILABLE_ELEMENT</code> exception is thrown.

     * If the method is successful then the corresponding TLV becomes current,

     * else no TLV is selected.

     * This search method is Comprehension Required flag independent.

     *

     * <p>

     * Notes:<ul>

     * <li><em>If </em><code>compareOffset</code><em> parameter is negative or </em><code>compareOffset</code>

     * <em> is greater than </em><code>compareBuffer.length</code><em>, the length of the </em><code>compareBuffer</code>

     * <em> array an </em><code>ArrayIndexOutOfBoundsException</code><em> exception is thrown and no find is performed.</em> 

     * </ul> 

     *

     * @param tag the tag of the TLV element to search

     * @param compareBuffer a reference to the comparison buffer

     * @param compareOffset the position in the comparison buffer

     *

     * @return the result of the comparison as follows: <ul>

     *      <li><code>0</code> if identical

     *      <li><code>-1</code> if the first miscomparing byte in simple TLV is less than that in <code>compareBuffer</code>,

     *      <li><code>1</code> if the first miscomparing byte in simple TLV is greater than that in <code>compareBuffer</code>.</ul>

     *

     * @exception NullPointerException if <code>compareBuffer</code> is <code>null</code>

     * @exception ArrayIndexOutOfBoundsException if findAndCompareValue would cause access of data outside array bounds.

     * @exception ToolkitException with the following reason codes: <ul>

     *      <li><code>HANDLER_NOT_AVAILABLE</code> if the handler is busy

     *      <li><code>UNAVAILABLE_ELEMENT</code> in case of unavailable TLV element</ul>

     */

    public byte findAndCompareValue(byte tag,

                                    byte[] compareBuffer,

                                    short compareOffset) throws
NullPointerException,

                                                



ArrayIndexOutOfBoundsException,

                                                



ToolkitException {



return 0;

    }

    /**

     * Looks for the indicated occurence of a TLV element from the beginning of a

     * TLV list and compare its value with a buffer.

     * If no TLV element is found, the <code>UNAVAILABLE_ELEMENT</code> exception is thrown.

     * If the method is successful then the corresponding TLV becomes current,

     * else no TLV is selected.

     * This search method is Comprehension Required flag independent.

     *

     * <p>

     * Notes:<ul>

     * <li><em>If </em><code>compareOffset</code><em> or </em><code>compareLength</code><em> parameter is negative an </em><code>ArrayIndexOutOfBoundsException</code>

     * <em> exception is thrown and no find and compare is performed.</em>

     * <li><em>If </em><code>compareOffset+compareLength</code><em> is greater than </em><code>compareBuffer.length</code><em>, the length

     * of the </em><code>compareBuffer</code><em> array an </em><code>ArrayIndexOutOfBoundsException</code><em> exception is thrown

     * and no find and compare is performed.</em> 

     * </ul> 

     *

     * @param tag the tag of the TLV element to search

     * @param occurrence the occurrence number of the TLV element (1 for the first, 2 for the second...)

     * @param valueOffset the offset of the first byte in the source TLV element

     * @param compareBuffer a reference to the comparison buffer

     * @param compareOffset the position in the comparison buffer

     * @param compareLength the length to be compared

     *

     * @return the result of the comparison as follows: <ul>

     *      <li><code>0</code> if identical

     *      <li><code>-1</code> if the first miscomparing byte in simple TLV is less than that in <code>compareBuffer</code>,

     *      <li><code>1</code> if the first miscomparing byte in simple TLV is greater than that in <code>compareBuffer</code>.</ul>

     *

     * @exception NullPointerException if <code>compareBuffer</code> is <code>null</code>

     * @exception ArrayIndexOutOfBoundsException if findAndCompareValue would cause access of data outside array bounds.

     * @exception ToolkitException with the following reason codes: <ul>

     *      <li><code>HANDLER_NOT_AVAILABLE</code> if the handler is busy

     *      <li><code>UNAVAILABLE_ELEMENT</code> in case of unavailable TLV element

     *      <li><code>OUT_OF_TLV_BOUNDARIES</code> if:
     *       <ul> 
     *              <li><code>valueOffset</code> parameter is negative or
     *              <li><code>valueOffset + dstLength</code> is greater than the length of the current TLV

     *        </ul>

     *      <li><code>BAD_INPUT_PARAMETER</code> if an input parameter is not valid (e.g. occurence = 0)</ul>

     */

    public byte findAndCompareValue(byte tag,

                                    byte occurence,

                                    short valueOffset,

                                    byte[] compareBuffer,

                                    short compareOffset,

                                    short compareLength) throws NullPointerException,

                                                



ArrayIndexOutOfBoundsException,

                                                



ToolkitException {



return 0;

    }
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