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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

The Bearer Independent Protocol introduced in TS 11.14 [2] and TS 31.111 [3] allows the (U)SIM application to use any available bearer in the ME (CSD, GPRS, …) to communicate with remote servers. This Bearer Independent Protocol is defined as a set of proactive commands and events allowing to open and close communication channels and emission/reception of data by the (U)SIM application. The Bearer Independent Protocol obviously inherits the properties of the bearer and the bearer’s protocol stack it uses and may stand on top of unreliable and insecure transport protocols (such as UDP) that provide neither acknowledgement, nor segmentation/re-assembly, nor retransmission of messages, nor end-to-end security.  

There exists a need to make the use of the Bearer Independent Protocol reliable with the level of reliability chosen by the application provider.

Security mechanisms are left to security protocols such as TS 22.048 [4].

1
Scope

The present document provides standardised transport mechanisms in conjunction with the Bearer Independent Protocol  feature of the (U)SIM Application Toolkit for the interface between a remote server and a (U)SAT application. 

It assumes that the Bearer Independent Protocol stands on top of the UDP or TCP transport layer of the ME.

The transport mechanisms which are specified are independent of applications.

The present document describes the functional requirements of the transport mechanisms with the implementation detail of these mechanisms being described in the stage 2 specification (TS xx.xxx).

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 11.14: "Digital cellular telecommunications system (Phase 2+); Specification of Subscriber Identity Module - Mobile Equipment (SIM - ME) Interface for SIM Application Toolkit".

[3]
3GPP TS 31.111 : "USIM Application Toolkit (USAT)".

[4]
3GPP TS 22.048 : "Security mechanisms for the (U)SIM Application Toolkit; Stage 1".

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

(U)SIM Transport Protocol Service Data Unit: In the reference model for OSI, an amount of information whose identity is preserved when transferred between peer (N+1)-layer entities and which is not interpreted by the supporting (N)-layer entities. Here (N)-layer is the (U)SIM Transport Protocol layer.
Bearer Independent Protocol: (U)SAT mechanism by which the ME provides the UICC with access to the data bearers supported by the ME and the network.

Receiving (U)SIM Transport Protocol (UTP) Entity: this is the entity where the (U)SIM Transport messages are received (e.g. (U)SAT application or remote server) and where the (U)SIM Transport mechanisms are utilised. The Receiving UTP Entity processes the (U)SIM Transport Messages.

Sending (U)SIM Transport Protocol (UTP) Entity: this is the entity from which the (U)SIM Transport messages originate (e.g.(U)SAT application or remote server) and where the security and transport mechanisms are invoked. The Sending UTP Entity generates the (U)SIM Transport Messages to be sent.

(U)SIM Transport Message: (U)SIM Transport protocol data unit

.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply in addition to one defined in TS 21.905[1]:

BIP
Bearer Independent Protocol

UTP
(U)SIM Transport Protocol

SDU
Service Data Unit

4 General requirements

The diagram below introduces the protocol stack overview for the use of the (U)SAT Bearer Independent Protocol. 

A (U)SAT application exchanges data with a remote server using the Bearer Independent Protocol defined in (U)SAT specifications ([2], [3]). When doing so, the (U)SAT application stands on top of the UDP or TCP layer in the ME. This implies the implementation of the respective protocol layers on the server side which are IP, and UDP or TCP.
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There is then a need to define a (U)SIM Transport Protocol to be implemented on the (U)SIM and on the server for the following reasons:

· For the UDP case, when opening a channel, the ME does not establish and end-to-end link with the remote server. This may also happen in the TCP case. A mechanism shall then be defined for the card to notify the server of the connection set-up. 

· When the BIP channel stands on top of UDP, this latter is not a reliable protocol. A mechanism shall then be defined so that reliable service can be offered to applications.

· A restriction is made by the ME on the maximum data length that can be sent by the card (Tx buffer for example). Segmentation and re-assembly mechanisms shall then be defined.

· Applications running over the BIP may wish to use different upper layer protocols. For example, one application may use TS 23.048 as security layer while another application will use SSL. A mechanism shall be defined to identify the upper layer used.

· When establishing a link to a server, this latter only knows the IP address of the ME which may be a dynamic address and does not allow the server to identify the card. There shall be a mechanism allowing the card to send its identity to the server (MSISDN, ICCID,…).

The (U)SIM Transport Protocol shall be flexible:

· It should be usable over both UDP and TCP.

· It should be possible to extend the protocol functions in the future.

5
Transport requirements

The transport requirements to satisfy when transferring data from the Sending UTP Entity to the Receiving UTP Entity through the BIP are:

· connection establishment and closure;

· acknowledgement and retransmission;

· segmentation and re-assembly;

· protocol multiplexing;

· card identification. (mandatory or optional?)

Mechanisms to satisfy the above requirements will be governed by the following assumptions:

-
protocol multiplexing is mandatory;

-
there should be the ability to turn the other mechanisms on and off on a per UTP SDU basis.

5.1 Connection establishment and closure

5.1.1
Definition

The connection establishment is the request by the Sending UTP Entity to the Receiving UTP Entity for a new communication link between the two applications.

The connection closure is the notification/request by the Sending UTP Entity to the Receiving UTP Entity of/for the termination of the communication link previously established between the two entities.

5.1.2
Purpose

The purpose of the connection establishment and closure is to notify the Receiving UTP Entity of the set up/termination of the communication since the OPEN CHANNEL and CLOSE CHANNEL pro-active commands may only establish/terminate part of the link (for UDP case at least) and may not connect to the target entity.

5.1.3
Functional requirements

The connection establishment shall be achieved with an explicit connection request UTP PDU. The Receiving UTP Entity shall respond with a connection establishment response UTP PDU. 

The connection closure shall  be achieved with an explicit connection closure UTP PDU. The Receiving UTP Entity shall respond with a connection closure response UTP PDU.

5.2 Acknowledgement and retransmission

5.2.1
Definition

The acknowledgement indicates to the Sending UTP Entity that the Receiving UTP Entity has received the previous PDU with or without errors. If an error has been detected, the Sending UTP Entity may retransmit the PDU.

5.2.2
Purpose

Acknowledgement and retransmission give the ability to set reliable data submission

5.2.3
Functional requirements

Acknowledgement may be achieved on a per UTP PDU basis or a per UTP SDU basis. 

Acknowledgement of an UTP SDU shall be achieved as follows:

· Each UTP PDU shall have a Transaction Identifier. The Transaction Identifier is unique to the UTP SDU

· In each UTP PDU, it shall be indicated whether UTP SDU acknowledgement is requested or not.

· If an UTP SDU acknowledgement has been requested by the Sending UTP Entity, the Receiving UTP Entity shall then send back an acknowledgement once the whole UTP SDU has been received. The acknowledgement shall contain the Transaction Identifier.

Acknowledgement of a UTP PDU shall be achieved as follows:

· Each UTP PDU shall have a Transaction Identifier. If an UTP SDU is segmented into several UTP PDUs, then those PDUs shall have the same Transaction Identifier. Each PDU part of a segmented UTP SDU shall also have a Segmented Message Number.

· In each UTP PDU, it shall be indicated whether UTP PDU acknowledgement is requested or not.

· If an UTP PDU acknowledgement has been requested by the Sending UTP Entity, the Receiving UTP Entity shall then send back an acknowledgement to the received UTP PDU. The acknowledgement shall contain the Transaction Identifier and the Segmented Message Number if the PDU was part of a segmented UTP SDU.

5.3 Segmentation and re-assembly

5.3.1 

Definition

Segmentation is the split of a large UTP SDU into several UTP PDUs.

Re-assembly is the reconstruction of the UTP SDU based on the UTP PDUs.

5.3.2
Purpose

Segmentation is used to transfer UTP SDUs larger than the authorised maximum length. 

Re-assembly allows the Receiving UTP Entity to reconstruct the UTP SDU.

5.3.3
Functional requirements

Segmentation shall be achieved as follows:

· Each UTP PDU shall have a Transaction Identifier. 

· If an UTP SDU is segmented into several UTP PDUs, then those PDUs shall have the same Transaction Identifier. 

· Each PDU part of a segmented UTP SDU shall also have a Segmented Message Number carrying the total number of messages and the message number of the current message.

5.4


Protocol multiplexing

5.4.1
Definition

Protocol multiplexing consists in routing packets coming from the lower layer to the adequate upper layer, knowing that several upper layers may exist.

5.4.2 Purpose

The purpose of protocol multiplexing is to allow several protocols to be implemented over the Bearer Independent Protocol.

5.4.3

Functional requirements

Each UTP PDU directed to upper layers shall contain an upper layer identifier.

5.5 Card identification

5.5.1
Definition

A card identifier is a number/reference allocated to a card.

5.5.2
Purpose 

The purpose is to uniquely identify the card.

5.5.3
Functional requirements

The server shall be able to uniquely identify the card.
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