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4
Overview of USAT

The USAT provides mechanisms which allow applications, existing in the UICC, to interact and operate with any ME which supports the specific mechanism(s) required by the application.

If class "a" is supported, a UICC supporting USAT shall be able to communicate with the additional card(s) and get information about the additional reader(s) via the ME.

The following mechanisms have been defined. These mechanisms are dependent upon the commands and protocols relevant to USAT in TS 31.101 [13].

…

4.11
Bearer Independent Protocol
This subclause applies if class "e" is supported.

The set of proactive commands (OPEN CHANNEL, CLOSE CHANNEL, SEND DATA, RECEIVE DATA, andGET CHANNEL STATUS) and events (Data available, Channel status) allows the UICC to establish a data channel with the ME, and through the ME either to a remote Server in the Network or to a remote device in the Personal Area Network. The UICC provides information for the ME to select an available bearer at the time of channel establishment. The ME then allows the UICC and the Server to exchange data on this channel, transparently. The SIM uses service of ME lower layer to send data by providing Service Data Unit to ME. The default lower layer is the higher layer of selected bearer.

This subclause applies if class "f" is supported.

The proactive command DECLARE SERVICE allows the UICC to add or delete a service to the ME service database. The event Local Connection allows to inform the UICC of a connection request on a local bearer.
5
Profile download

5.1
Procedure

The profile download instruction is sent by the ME to the UICC as part of the UICC initialization procedure. This procedure is specified in  TS 31.101 [13]. The profile sent by the ME shall state the facilities relevant to USAT that are supported by the ME.

This procedure is important, as it is by this that the UICC knows what the ME is capable of, and the UICC can then limit its instruction range accordingly. If no command is sent by the ME, the UICC shall assume that the ME does not support USAT.

5.2
Structure and coding of TERMINAL PROFILE

Direction: ME to UICC.

The command header is specified in TS 31.101 [13].

Command parameters/data:

Description
Subclause
M/O/C
Length

Profile
-
M
lgth

-
Profile:

Contents:
The list of USAT facilities that are supported by the ME.

Coding:

1 bit is used to code each facility:

bit = 1: facility supported by ME

bit = 0: facility not supported by ME

[…]

Sixth byte (Event driven information extensions):



b8
B7
b6
b5
b4
b3
b2
b1











Event: Language selection











Event: Browser Termination











Event: Data available











Event: Channel status











Event: Access technology changed











Event: Display parameters changed











Event: Local Connection











RFU, bit = 0

[…]
Twelfth byte: :



b8
b7
b6
b5
b4
b3
b2
b1











Proactive UICC: OPEN CHANNEL











Proactive UICC: CLOSE CHANNEL 











Proactive UICC: RECEIVE DATA











Proactive UICC: SEND DATA











Proactive UICC: GET CHANNEL STATUS











Proactive UICC: DECLARE SERVICE











RFU, bit = 0

Thirteenth byte:



b8
b7
b6
b5
b4
b3
b2
b1











CSD supported by ME











GPRS supported by ME











Bluetooth supported by ME











 IrDA supported by ME











 RS232 supported by ME











Number of channels supported by ME 

[…]

Seventeenth byte:



b8
b7
b6
b5
b4
b3
b2
b1











TCP











UDP











RFU, bit = 0

Eighteenth byte:



b8
b7
b6
b5
b4
b3
b2
b1











USB supported by ME











RFU, bit = à

Subsequent bytes:



b8
B7
b6
b5
b4
b3
b2
b1











RFU, bit = 0 

6
Proactive UICC

6.1
Introduction

TS 31.101 [13] defines that the ME communicates to the UICC using the T=0 or T=1 protocols, which are specified in ISO/IEC 7816‑3 [16]. The ME is always the "master" and initiates commands to the UICC, and therefore there is no mechanism for the UICC to initiate a communication with the ME. This limits the possibility of introducing new UICC features requiring the support of the ME, as the ME needs to know in advance what actions it should take.

The UICC shall execute all USAT Proactive commands or procedures in such a way as not to jeopardise, or cause suspension, of service provisioning to the user. This could occur if, for example, execution of INTERNAL AUTHENTICATE is delayed by internal USAT activity, which would result in the network denying or suspending service to the user. Specifically, the MORE TIME command shall be used, whenever possible, to allow the ME access to the 3G functionality of the UICC if a USAT application is taking an unreasonable amount of time to complete execution.

NOTE:
The maximum work waiting time without sending a MORE TIME command depends on several factors (e.g. the permissible duration of a network-UICC authentication); in some cases as little as 2 seconds could be required. During this period the UICC should respect the work waiting time procedure, defined in TS 31.101 [13].

The proactive UICC service provides a mechanism which stays within the T=0 and T=1 protocols, but adds a new status response word SW1. This status response has the same meaning as the normal ending ('90 00'), and can be used with most of the commands that allow the normal ending, but it also allows the UICC to say to the ME "I have some information to send to you". The ME then uses the FETCH function to find out what this information is.

To avoid cross-phase compatibility problems, these functions shall only be used between a proactive UICC and an ME that supports proactive UICC commands (see subclause 6.2).

The UICC can issue a variety of commands through this mechanism, given in alphabetical order:

· CLOSE CHANNEL: which requests the ME to close the specified data channel (if class "e" is supported);
· DECLARE SERVICE : which requests the ME to add or remove a service from its service database (the list of the resources available through a local bearer). (if class "f" is supported)
-
DISPLAY TEXT: which displays text or an icon on screen. A high priority is available, to replace anything else on screen;

[…]

6.4.32 DECLARE SERVICE

This subclause applies only if class "f" is supported.
This command allows the UICC to download into the ME service database the services that the card provides as a server. The declaration is to be made on a service by service basis, at the set up (e.g. after the profile download). The UICC shall indicate whether the ME is required to add a new service in the ME service database or to remove a service from the ME service database.
When adding a new service, the UICC shall provide a Service Record that the ME is required to register into its local service database.
When removing a service, the UICC shall provide the Service Identifier which uniquely identifies the service to be deleted from the database. 

Upon receiving this command, the ME shall decide if it is able to execute the command. Examples are given below, but the list is not exhaustive:

· If the command is rejected because the ME is busy on a call, the ME informs the UICC using TERMINAL RESPONSE (ME unable to process command – ME currently busy on call).
· If the command is rejected because the ME has not enough memory available to store the service record, the ME informs the UICC using TERMINAL RESPONSE(Bearer Independent Protocol Error – Requested buffer size not available).

· If the command for deletion is rejected because the service identifier is not valid, the ME informs the UICC using TERMINAL RESPONSE(Bearer Independent Protocol Error- Service identifier unknown)
· If the command is performed with modification of certain parameters of the Service Record (of which value is dynamically assigned by the ME), the ME informs the UICC using TERMINAL RESPONSE (command performed with modification).
If the ME is able to execute the command:
· The ME shall inform the UICC that the command has been successfully performed using TERMINAL RESPONSE (command performed successfully).
· When performing a DECLARE SERVICE for deletion, if the UICC provides a Service Identifier parameter different from 'FF', the ME shall ignore the parameter and proceed with the command.
Note that a service can be coded using a coding type issued from a specific local bearer technology (e.g. Bluetooth or IrDA); however this service shall be considered by the ME as available for any bearer.
6.6.32 DECLARE SERVICE

Description
Section
M/O
Min
Length

Proactive SIM command Tag
9.3
M
Y
1

Length (A+B+C+D)
-
M
Y
1 or 2

Command details
8.6
M
Y
A

Device Identities
8.7
M
Y
B

Service Record 
8.63
M
Y
C

SIM/ME interface
8.59
O
N
D

For Device identities field, Destination Device Identity is required to be the ME. 
The SIM/ME interface parameter specifies the protocol stack the UICC will be connected to on the ME.
If the SIM/ME interface data object is not present, the SIM/ME interface is the bearer level as defined in the OPEN CHANNEL command.
6.11
Proactive commands versus possible Terminal response

Table 6.1 shows for each proactive command the possible terminal response returned  (marked by a "(" character).









PROACTIVE COMMAND









CARD APDU
POWER ON CARD
POWER OFF CARD
GET READ-ER STATUS
RUN AT COMM-AND
 LANG NOTIFI CA TION
OPEN CHANNEL
CLOSE CHANNEL 
RECEIVE DATA
SEND DATA
GET CHANNEL STATUS
DECLARE SERVICE








TERMINAL RESPONSE
'30'
'31'
'32'
'33'
'34'
'35'
'40'
'41'
'42'
'43'
'44'
'xx'







00
Command performed successfully



















01
Command performed with partial comprehension



















02
Command performed, with missing information



















03
REFRESH performed with additional EFs read



















04
Command performed succesfully, but requested icon could not be displayed 



















05
Command performed, but modified by call control by USIM



















06
Command performed successfully, limited service



















07
Command performed with modification



















08
REFRESH performed but indicated USIM was not active



















10
Proactive UICC session terminated by the user



















11
Backward move in the proactive UICC session requested by the user



















12
No response from user



















13
Help information required by the user



















14
USSD or SS Transaction terminated by user



















20
ME currently unable to process command



















21
Network currently unable to process command



















22
User did not accept the proactive command



















23
User cleared down call before connection or network release



















24
Action in contradiction with the current timer state



















25
Interaction with call control by USIM, temporary problem



















26
Launch browser generic error



















30
Command beyond MEs capabilities



















31
Command type not understood by ME



















32
Command data not understood by ME



















33
Command number not known by ME



















34
SS Return Error



















35
SMS RPERROR



















36
Error, required values are missing



















37
USSD return error



















38
Multiple Card command error



















39
Interaction with call/SM control by USIM, permanent problem



















3A
Bearer Independent Protocol error



















3B
Access Technology unable to process command








































7.5.14
Local Connection event

7.5.14.1
Procedure

If the Local Connection event is part of the current event list (as set up by the last SET UP EVENT LIST command, see subclause 6.4.16), then when the ME receives an incoming connection request on a local bearer using a service previously declared by the UICC, the ME shall inform the UICC that it has occurred, by using the ENVELOPE (EVENT DOWNLOAD – Local Connection) command as defined below. The ME shall then wait for an OPEN CHANNEL with the parameters given in the event before proceeding with the local connection establishment.
7.5.14.2
Structure of ENVELOPE (EVENT DOWNLOAD – Local Connection)

Direction: ME to UICC.

The command header is specified in TS 31.101 [13].

Command parameters/data.

Description
Subclause
M/O/C
Min
Length

Event download tag
9.1
M
Y
1

Length (A+B+C+D)
-
M
Y
1 or 2

Event list
8.25
M
Y
A

Device identities
8.7
M
Y
B

Service Record
8.63
M
Y
D

Remote Entity Address
8.X
O
N
C

-
Event list: the event list object shall contain only one event (value part of length 1 byte), and ME shall set the event to:

-
Local connection.

-
Device identities: the ME shall set the device identities to:

-
source:
Network;

-
destination:
UICC.

· Service Record: this data object shall contain the service record of the service being connected by a remote device. If the ME provides a Service Record different from '00', the UICC shall ignore it.
Response parameters/data:

· none.
8.6
Command details

Byte(s)
Description
Length

1
Command details tag
1

2
Length = '03'
1

3
Command number
1

4
Type of command
1

5
Command Qualifier
1

-
Command number

-
for contents and coding, see subclause 6.5.1.

-
Type of command:

-
contents: The Type of Command specifies the required interpretation of the data objects which follow, and the required ME procedure;

-
coding:

-
see subclause 9.4;

-
the ME shall respond to reserved values (i.e. values not listed) with the result "Command type not understood".

-
Command Qualifier:

-
contents: Qualifiers specific to the command;

-
coding:

-
REFRESH:

-
'00' = USIM Initialization and Full File Change Notification;

-
'01' = File Change Notification;

-
'02' = USIM Initialization and File Change Notification;

-
'03' = USIM Initialization;

-
'04' = UICC Reset;

-
'05' = USIM Application Reset;

-
'06' = 3G Session Reset;

-
'07' to 'FF' = reserved values.

…

-
DECLARE SERVICE (if class "f" is supported)

· bit1 : 
0 = add a new service to the ME service database
1 = delete a service from the ME service database
· bit 2 to 8 RFU
[…]

8.12.11
Additional information for Bearer Independent Protocol

This subclause applies only if class "e" is supported.

For the general result " Bearer Independent Protocol error ", it is mandatory for the ME to provide additional information, the first byte of which is defined below:

-
'00' = No specific cause can be given;

-
'01' = No channel available;

-
'02' = Channel closed;

-
'03' = Channel identifier not valid;

-
'04' = Requested buffer size not available;

-
'05' = Security error (unsuccessful authentication);

· '06' = Requested SIM/ME interface transport level not available.
· 'xx' = Service identifier unknown
All other values shall be interpreted by the UICC as '00'.

The coding '00' shall only be used by the ME if no others apply.
[…]
8.25
Event list

Byte(s)
Description
Length

1
Event list tag
1

2 to Y+1
Length (X) of bytes following
Y

Y+2 to X+Y+1
Event list
X

-
Event list:

-
contents: A list of events, of variable length. Each byte in the list defines an event. Each event type shall not appear more than once within the list;

-
coding: Each byte in the event list shall be coded with one of the values below:

-
'00' = MT call;

-
'01' = Call connected;

-
'02' = Call disconnected;

-
'03' = Location status;

-
'04' = User activity;

-
'05' = Idle screen available;

-
'06' = Card reader status;

-
'07' = Language selection;

-
'08' = Browser termination;

-
'09' = Data available;

-
'0A' = Channel status;

-
'0B' = Access technology changed;

· '0C' = Display parameters changed.

· 'xx' = Local connection
8.63 Service Record

This service record can have different formats that are dependent on the technology they are associated with.

This object can be used in both directions (ME to UICC or UICC to ME), when a USAT application needs to declare a service that it supports (DECLARE SERVICE command) and when USAT application searches for a service (GET SERVICE INFORMATION).

Byte(s)
Description
Length

1
Item tag
1

2 to Y+1
Length (X+2)
Y

Y+2
Local Bearer technology identifier
1

Y+3
Service Identifier
1

Y+4 to Y+X+3
Service Record
X 

- Local Bearer Technology identifier

· Technology independent: '00'

· Bluetooth

: '01'

· IrDA


: '02'

· RS232

: '03'

· USB


: '04'

· RFU


: '05' to 'FF'

- Service identifier

· When declaring a service, the UICC associates a Service Identifier to the Service Record. When the Service Record TLV is returned in response to GET SERVICE INFORMATION, Service Identifier shall be set to 'FF'.

· '00' to '07' Service x (0 to 7). Value assigned by USIM.

· 'FF' = Service Record related to the service provided by a remote device.

· Other value reserved for future use.

- Service Record:

When the Service Record field is not meaningful, it shall be assigned the value = '00' 

· Technology Independent:

RFU

· Bluetooth:

In Bluetooth a Service record gives all needed information that must be used by a device to connect and use this service.

The full description of the coding of these records is given in the Bluetooth Specification in the SDP section [27]. When Service Record is returned in response to GET SERVICE INFORMATION, it corresponds to the AttributeList parameter contained in the SDP_ServiceAttributeResponse PDU [27].

Strings should be limited to 20 bytes because of the T=0 protocol limitation (255 bytes) and because the service record may include several text strings with length possibly higher than 255 bytes.

· IrDA:

RFU

· RS232:

RFU

· USB:

RFU

Depending on the proactive command, the parameters of this TLV could be either meaningful or optional. The following table indicates in which case the parameters are required.  
Proactive command
Service Identifier required
Service Record field required

DECLARE SERVICE (add)
Yes 
Yes 

DECLARE SERVICE (delete)
Yes 
No (value '00' assigned)

Terminal response of a GET SERVICE INFORMATION
No (value 'FF' assigned)
Yes 

OPEN CHANNEL (client)
No (value 'FF' assigned)
Yes

OPEN CHANNEL (server)
Yes 
No (value '00' assigned)

Local Connection event
Yes
No (value '00' assigned)

8.X Remote Entity Address

Byte(s)
Description
Length

1
Item tag
1

2 to Y+1
Length (X+1)
Y

Y+2
Coding Type
1

Y+3 to Y+X+2
Remote Entity address
X

- Coding Type

'00' : IEEE-802 48-bit address

'01' to 'FF' are reserved values

· Remote Entity Address according to Coding Type

9
Tag values

This clause specifies the tag values used to identify the BER-TLV and SIMPLE-TLV data objects used in the present document.

9.3 SIMPLE-TLV tags in both directions

Description
Length of tag
Tag value, bits 1-7 (Range: '01' - '7E')
Tag 

(CR and Tag value)

[…]
…
…
…

Card reader identifier tag
1
'3A'
'3A' or 'BA'

not used
-
'3B'
-

USIM/ME interface transport level
1
'3C'
'3C' or 'BC'

not used
-
'3D'
-

Other address (data destination address) 
1
'3E'
'3E' or 'BE'

Access Technology tag
1
'3F'
'3F' or 'BF'

Service Record
1
'xx’
'xx' or 'xy'

9.4
Type of Command and Next Action Indicator

The table below shows the values which shall be used for Type of Command coding (see subclause 8.6) and Next Action Indicator coding (see subclause 8.24).

Value
Name
used for Type of Command coding
used for Next Action Indicator coding 

'00'

-
-

'01'
REFRESH
X


'02'
MORE TIME
X


'03'
POLL INTERVAL
X


'04'
POLLING OFF
X


'05'
SET UP EVENT LIST
X


'10'
SET UP CALL
X
X

'11'
SEND SS
X
X

'12'
SEND USSD
X
X

'13'
SEND SHORT MESSAGE
X
X

'14'
SEND DTMF
X


'15'
LAUNCH BROWSER
X
X

'20'
PLAY TONE
X
X

'21'
DISPLAY TEXT
X
X

'22'
GET INKEY
X
X

'23'
GET INPUT
X
X

'24'
SELECT ITEM
X
X

'25'
SET UP MENU
X
X

'26'
PROVIDE LOCAL INFORMATION
X


'27'
TIMER MANAGEMENT
X


'28'
SET UP IDLE MODEL TEXT
X
X

'30'
PERFORM CARD APDU
X
X

'31'
POWER ON CARD 
X
X

'32'
POWER OFF CARD
X
X

'33'
GET READER STATUS 
X
X

'34'
RUN AT COMMAND
X


'35'
LANGUAGE NOTIFICATION
X


'40'
OPEN CHANNEL
X
X

'41'
CLOSE CHANNEL
X
X

'42'
RECEIVE DATA
X
X

'43'
SEND DATA
X
X

'44'
GET CHANNEL STATUS 
X
X

'45'
DECLARE SERVICE
X


'81'
End of the proactive session
not applicable
X

10
Allowed Type of command and Device identity combinations

Only certain types of commands can be issued with certain device identities. These are defined below.

Command description
Source
Destination

CALL CONTROL
ME
UICC

CELL BROADCAST DOWNLOAD
Network
UICC

COMMAND RESULT
ME
UICC

DISPLAY TEXT
UICC
Display

EVENT DOWNLOAD



- MT call
Network
UICC

- Call connected at near end (MT call)
ME
UICC

- Call connected at far end (MO call)
Network
UICC

- Call disconnected at near end
ME
UICC

- Call disconnected at far end
Network
UICC

- Location status
ME
UICC

- User activity
ME
UICC

- Idle screen available
Display
UICC

- Card reader status
ME
UICC

- language selection
ME
UICC

- data available
ME
UICC

- channel status
ME
UICC

- local connection
Network
UICC

GET INKEY
UICC
ME

GET INPUT
UICC
ME

GET READER STATUS
UICC
ME or Card reader x

LANGUAGE NOTIFICATION
UICC
ME

LAUNCH BROWSER
UICC
ME 

MENU SELECTION
Keypad
UICC

…
…
…

RECEIVE DATA 
UICC
Channel x

SEND DATA 
UICC
Channel x

GET CHANNEL STATUS 
UICC
ME

DECLARE SERVICE
UICC
ME

NOTE:
The ME may route the tone to other loudspeakers (external ringer, car kit) if more appropriate.

Annex A (normative):
Support of USAT by Mobile Equipment

Support of USAT is optional for Mobile Equipment. However, if an ME states conformancy with a specific 3G release, it is mandatory for the ME to support all functions of that release.

The support of letter classes, which specify mainly ME hardware dependent features, is optional for the ME and may supplement the USAT functionality described in the present document. If an ME states conformancy to a letter class, it is mandatory to support all functions within the respective letter class.

The table below indicates the commands and functions of the the optional letter classes.

Letter classes
Command/function description

a
GET READER STATUS 


PERFORM CARD APDU


POWER ON CARD 


POWER OFF CARD 

b
RUN AT COMMAND

c
LAUNCH BROWSER


Browser termination event

d
Soft key support

e
OPEN CHANNEL


CLOSE CHANNEL


RECEIVE DATA


SEND DATA


GET CHANNEL STATUS


Data available event


Channel status event

f
DECLARE SERVICE


Local connection event

Annex F (informative):
Monitoring of events

Some of the events monitored through the event download mechanism are reported by the mobile each time the event occurs, while other events are reported only once (the ME removes the event type from the current event list once the event occurs).  This is summarised in the table below.

Event
Continuously reported
Reported once

MT call
X


Call connected
X


Call disconnected
X


Location status
X


User activity

X

Idle screen available

X

Card reader status
X


Language selection
X


Data available
X


Channel status 
X


Browser termination 
X


Access technology changed
X


Display parameters changed
X


Local connection
X


Annex X (informative):
Bluetooth Service Discovery protocol

The service Bluetooth protocol is used to provide a way to get information of services offered by device present in a same Bluetooth environment. Each device providing a service must have a SDP Server software that can be connected by any other device. This connection is set-up by a SDP Client software and is performed in a one to one process.


The server maintains a Service Record Database that describe the characteristics of services associated with the server. Each service record contains information about a single service. A client may retrieve information from a service record maintained by the SDP Server by issuing an SDP request. 

The notion of Service Record need to be presented here for a better understanding of function set introduced. We have seen that the SDP server must maintain a list of record describing services present on the device.

The service record consists entirely of a list of service attributes.

A service record handle is a 32-bit number that uniquely identifies each service record within an SDP server.

 Service Attribute:

Each service attribute describes a single characteristic of a service. Each service attribute consists of two components: an attribute ID and an attribute value. The set of attributes characterising one service are gathered in a service record. The table below introduces examples of attributes that can be used in a service record.

ServiceClassIdList
Identifies the type of service represented by a service record. In other words, the list of classes of which the service is an instance

ServiceID
Uniquely identifies a specific instance of a service

ProtocolDescriptorList
Specifies the protocol stack(s) that may be used to utilise a service

ProviderName
The textual name of the individual or organisation that provides a service

ServiceName
A text string containing a human readable name for the service 

ServiceDescription
A text string describing the service

The USAT application shall provide such record to the SDP server in order to become reachable by any other device. Information shall be presented to the SDP server in the good format (see Bluetooth specification [27]) to be easily integrated in its own Service record Database. 

Following is a brief description of the way by which a USAT application could retrieve a service residing on another device.

A Bluetooth device can perform a search by Patterns (Service UUID or Attributes) or by browsing. A service browsing must interact with the user. We here prefer that the USAT application simply sends a search that the SDP Client ME software will perform. The USAT application will perform a Service Search with a service search pattern. A service search pattern is a list of UUIDs used to locate matching service records. The USAT application will prepare PDU(s) that the SDP client software will just have to push to L2CAP layer and to SDP Server software residing on another device. Once the USAT gets the list of services available, it can get further information on the services and then select one to perform an OPEN CHANNEL.

Annex XX (informative):
Use of USAT Bearer independent protocol for local links, server case

This annex applies only if classes "e" and "f"  are supported.
UICC
ME

Remote entity

SERVICE DECLARATION 





DECLARE SERVICE (add flag, Service Identifier = X, Service Record PDU) 


 Terminal Response ()








OPEN CHANNEL as server






 connection request on service identifier X

 Envelope (Local connection)


OPEN CHANNEL (Service Identifier = X, Service Record PDU=00)  


 Terminal Response (Channel identifier)








RECEIVE DATA




 Data (remote connection request)

 ENVELOPE (Data available, Channel Identifier)





RECEIVE DATA (Channel identifier, Channel Data length) 


 Terminal Response(Data<=Length)








SERVICE REMOVAL



DECLARE SERVICE (delete flag, Service Identifier, Service Record PDU=00)


 Terminal Response ()
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