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3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP
3rd Generation Partnership Project

AC
Access Condition

ACL
APN Control List

ADF
Application Dedicated File

AID
Application IDentifier

AK
Anonymity key

ALW
ALWays

AMF
Authentication Management Field

AoC
Advice of Charge

APN
Access Point Name

AuC
Authentication Centre

AUTN
Authentication token

BDN
Barred Dialling Number

CCP
Capability Configuration Parameter

CK
Cipher key

CLI
Calling Line Identifier

CNL
Co-operative Network List

CPBCCH
COMPACT Packet BCCH

CS
Circuit switched

DCK
Depersonalisation Control Keys

DF
Dedicated File

DO
Data Object

EF
Elementary File

EMUI
Encrypted Mobile User Identity

FCP
File Control Parameters

FFS
For Further Study

GMSI
Group Identity

GSM
Global System for Mobile communications

HE
Home Environment

ICC
Integrated Circuit Card

ICI 
Incoming Call Information

ICT
Incoming Call Timer

ID
IDentifier

IK
Integrity key

IMSI
International Mobile Subscriber Identity

K
USIM Individual key

KC
Cryptographic key used by the cipher A5 
KSI
Key Set Identifier

LI
Language Indication

LSB
Least Significant Bit

MAC
Message authentication code

MAC-A
MAC used for authentication and key agreement

MAC-I
MAC used for data integrity of signalling messages

MCC
Mobile Country Code

MExE
Mobile Execution Environment

MF
Master File

MMI
Man Machine Interface

MNC
Mobile Network Code

MODE
Indication packet switched / circuit switched mode

MSB
Most Significant Bit

NEV
NEVer

NPI
Numbering Plan Identifier

OCI
Outgoing Call Information

OCT
Outgoing Call Timer

OFM
Operational Feature Monitor

PIN
Personal Identification Number

PL
Preferred Languages

PS
Packet switched

PS_DO
PIN Status Data Object

RAND
Random challenge

RANDMS
Random challenge stored in the USIM
RES
User response

RFU
Reserved for Future Use

RST
Reset

SDN
Service dialling number

SE
Security Environment

SFI
Short EF Identifier

SGSN
Serving GPRS Support Node

SN
Serving Network

SQN
Sequence number

SRES
Signed RESponse calculated by a USIM

SW
Status Word 

TLV
Tag Length Value

USAT
USIM Application Toolkit

USIM
Universal Subscriber Identity Module

VLR
Visitor Location Register
XRES
Expected user RESponse

3.4
Coding Conventions

The following coding conventions apply to the present document.

All lengths are presented in bytes, unless otherwise stated. Each byte is represented by bits b8 to b1, where b8 is the most significant bit (MSB) and b1 is the least significant bit (LSB). In each representation, the leftmost bit is the MSB.

The coding of Data Objects in the present document is according to ISO/IEC 7816-6 [16].

'XX':  
Single quotes indicate hexadecimal values. Valid elements for hexadecimal values are the numbers '0' to '9' and 'A' to 'F'.

4.1
Contents of the EFs at the MF level

There are four EFs at the Master File (MF) level. These EFs are specified in 3G TS 31.101 [11].

4.2.21
EFECC (Emergency Call Codes)

This EF contains emergency call codes.

Identifier: '6FB7'
Structure: linear fixed
Mandatory

SFI: '01'


Record size: X+4 bytes
Update activity: low

Access Conditions:


READ
ALW


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1 to 3
Emergency Call Code 
M
3 bytes

4 to X+3
Emergency Call Code Alpha Identifier
O
X bytes

X+4  
Emergency Call Type Indicator
M
1 byte

‑
Emergency Call Code.

Contents:

-
Emergency Call Code.

Coding:

-
the emergency call code is of a variable length with a maximum length of 6 digits. Each emergency call code is coded on three bytes, with each digit within the code being coded on four bits as shown below. If a code of less than 6 digits is chosen, then the unused nibbles shall be set to 'F'. If EFECC does not contain any valid number, the UE shall use the emergency numbers it stores for use in setting up an emergency call without a USIM.

Byte 1:



b8
b7
b6
b5
b4
b3
b2
b1











LSB of Digit 1











 :











 :











MSB of Digit 1











LSB of Digit 2











 :











 :











MSB of Digit 2

Byte 2:



b8
b7
b6
b5
b4
b3
b2
b1











LSB of Digit 3











 :











 :











MSB of Digit 3











LSB of Digit 4











 :











 :











MSB of Digit 4

Byte 3:



b8
b7
b6
b5
b4
b3
b2
b1











LSB of Digit 5











 :











 :











MSB of Digit 5











LSB of Digit 6











 :











 :











MSB of Digit 6

-
Emergency Call Code Alpha Identifier.

Contents:

Information about the dialled emergency number to be displayed to the user.

Coding:

this alpha‑tagging shall use
either:

-
the SMS default 7‑bit coded alphabet as defined in 3G TS 23.038 [5] with bit 8 set to 0. The alpha identifier shall be left justified. Unused bytes shall be set to 'FF'.

Or

-
one of the UCS2 coded options as defined in the annex of 3G TS 31.101 [11].

-
Emergency Call Type Indicator.

Contents:

Set to RFU. Information to be sent to the network indicating the type of emergency call.

Coding:

Coding according to 24.008 [9].

NOTE
The coding is not yet defined and therefore this byte is set to RFU. A terminal shall not interpret the Emergency Call Type Indicator that has its value set to RFU. Furthermore a terminal not supporting the emergency call type indication towards the network shall not interpret the Emergency Call Type Indicator byte in this EF.

4.2.34
EFOCI (Outgoing Call Information)

This EF is located within the USIM application. The outgoing call information can be linked to the phone book stored under DFTELECOM or to the local phone book within the USIM. The EFOCI contains the information related to outgoing calls.

The time of the call and duration of the call are stored in this EF. It may also contain associated alpha identifier. In addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records at the USIM ADF level. The structure of this file is cyclic, so the contents shall be updated only after a call is disconnected.

If the dialled phone number matches a number stored in the phone book the outgoing call information might be linked to the corresponding information in the phone book. The dialled number may match with a hidden entry in the phone book. If the dialled number matches a hidden entry in the phone book the link is established but the information related to the phone book entry is not displayed by the ME, if the hidden code has not been verified. The ME shall not perform hidden code verification at this point.

Optionally, the ME may store the link to phone book entry in the file, so that it does not  need to look again for a match in the phone book when it reuses the entry. But the ME will have to check that the outgoing call number still exists in the linked phone book entry, as the link might be broken (entry modified). When not used by the ME or no link to the phone book has been found, this field shall be set to 'FFFFFF'.

Coding scheme is according to EFICI.

Structure of EFOCI
Identifier: '6F81'
Structure: Cyclic
Optional

SFI: '15'


Record length: X+27 bytes
Update activity: high

Access Conditions:


READ
PIN


UPDATE
PIN


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1 to X
Alpha Identifier
O
X bytes

X+1
Length of BCD number/SSC contents
M
1 byte

X+2
TON and NPI
M
1 byte

X+3 to X+12
Outgoing Call  Number/SSC String
M
10 bytes

X+13
Capability/Configuration2 Identifier
M
1 byte

X+14
Extension5 Record Identifier
M
1 byte

X+15 to X+21
Outgoing call date and time
M
7 bytes

X+22 to X+24
Outgoing call duration
M
3 bytes

X+25 to X+27
Link to Phone Book Entry 
M
3 bytes

NOTE:
When the contents are invalid, they are filled with 'FF'.

4.2.42
EFHiddenkey (Key for hidden phone book entries)

This EF contains the hidden key that has to be verified by the ME in order to display the phone book entries that are marked as hidden. The hidden key can consist of 4 to 8 digits.

Identifier: '6FC3'
Structure: transparent
Optional

File size: 4 bytes
Update activity: low

Access Conditions:


READ
PIN


UPDATE
PIN


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1 to 4
Hidden Key 
M
4 bytes

‑
Hidden Key.

Coding:

-
the hidden key is coded on 4 bytes using BCD coding. The minimum number of digits is 4. Unused digits are padded with 'F'.

NOTE:
The phone book entries marked as hidden are not scrambled by means of the hidden key. The are stored in plain text in the phone book.

4.2.48
EFACL (Access Point Name Control List)

This EF contains the list of allowed APNs (Access Point Names). If this file is present in the USIM, the Enabled Services Table (EFEST) shall also be present.

Identifier: '6F57'
Structure: transparent
Optional

Record length: X bytes (X>1)
Update activity: low

Access Conditions:


READ
PIN


UPDATE
PIN2


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1 
Number of APNs
M
1 byte

2 to X
APN TLVs
M
X-1 byte

For contents and coding of APN-TLVs see TS 23.003 [25].

4.2.50
EFCNL (Co-operative Network List)
This EF contains the Co-operative Network List for the multiple network personalization services defined in TS 22.022 [27].

Identifier: '6F32'
Structure: transparent
Optional

File size: 6n bytes
Update activity: low

Access Conditions:


READ
PIN

UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1 to 6
Element 1 of co-operative net list
M
6 bytes






6n‑5 to 6n
Element n of co-operative net list
O
6 bytes

‑
Co-operative Network List.

Contents:

-
PLMN network subset, service provider ID and corporate ID of co-operative networks. 

Coding:

-
For each 6 byte list element.

Bytes 1 to 3 : PLMN (MCC + MNC): according to 3G TS 24.008 [9].
Byte 4:



b8
b7
b6
b5
b4
b3
b2
b1











LS bit of network subset digit 1











 :











 :











MS bit of network subset digit 1











LS bit of network subset digit 2











 :











 :











MS bit of network subset digit 2

Byte 5:



b8
b7
b6
b5
b4
b3
b2
b1











LS bit of service provider digit 1











 :











 :











MS bit of service provider digit 1











LS bit of service provider digit 2











 :











 :











MS bit of service provider digit 2

Byte 6:



b8
b7
b6
b5
b4
b3
b2
b1











LS bit of corporate digit 1











 :











 :











MS bit of corporate digit 1











LS bit of corporate digit 2











 :











 :











MS bit of corporate digit 2

-
Empty fields shall be coded with 'FF'.

-
The end of the list is delimited by the first MCC field coded 'FFF'.
4.4.3.4
EFCPBCCH (CPBCCH Information)

This EF contains information concerning the CPBCCH according to GSM 04.18 [28]. 

CPBCCH storage may reduce the extent of a Mobile Station's search of CPBCCH carriers when selecting a cell. The CPBCCH carrier lists shall be in accordance with the procedures specified TS 23.022 [29]. The MS stores CPBCCH information (from the System Information 19 message, Packet System Information 3, and Packet System Information 3 bis) on the USIM. The same CPBCCH carrier shall never occur twice in the list.
Identifier: '6F75'
Structure: transparent
Optional

File size: 2n bytes
Update activity: high

Access Conditions:


READ
PIN


UPDATE
PIN


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1 to 2
Element 1 of CPBCCH carrier list 
M
2 bytes






2n-1 to 2n
Element n of CPBCCH carrier list
M
2 bytes

‑
Element in CPBCCH carrier list

Coding: 

Byte 1: first byte of CPBCCH carrier list element



b8
b7
b6
b5
b4
b3
b2
b1











LSB of ARFCN











 :











 :











 :











 :











 :











 :











 :

Byte 2: second byte of CPBCCH carrier list element



b8
b7
b6
b5
b4
b3
b2
b1











 :











MSB of ARFCN











High/Low band indicator











bits b4 to b7 are RFU











Empty indicator

-
ARFCN (10 bits) as defined in GSM 05.05.

-
High/Low band indicator: If the ARFCN indicates possibly a channel in the DCS 1800 or a channel in the PCS 1900 band, if the bit is set to '1' the channel is in the higher band (GSM 1900). If the bit is set to '0', the lower band (GSM 1800) is indicated. If ARFCN indicates a unique channel, this indicator shall be set to '0'.

-
Empty indicator: If this bit is set to '1', no valid CPBCCH carrier is stored in this position. If the Empty Indicator is set to '1', the content of the CPBCCH carrier field shall be ignored. The empty indicator shall also be used, and set to '1', if storage of fewer than maximum number n, of CPBCCH carrier fields is required.

4.4.3.5
EFInvScan (Investigation Scan)

This EF contains two flags used to control the investigation scan for higher prioritized PLMNs not offering voice services.

Identifier: '6F76'
Structure: transparent
Optional

File size: 1 byte
Update activity: low

Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1
Investigation scan flags
M
1 byte

‑
Investigation scan flags

Coding: 



b8
b7
b6
b5
b4
b3
b2
b1











In limited service mode











After successful PLMN selection











Bits b3 to b8 are coded RFU 

A '1' in a bit position indicates that the investigation scan shall be performed for the condition corresponding to that bit position and a '0' that it shall not be performed.

If this elementary file is not present, no investigation scan shall be performed.

4.4.4
Contents of files at the MExE level

This subclause specifies the EFs in the dedicated file DFMExE. It only applies if the USIM supports MExE (see TS 23.057 [30]).

The EFs in the Dedicated File DFMExE contain execution environment related information.

4.4.4.1
EFMExE-ST (MExE Service table)

This EF indicates which MExE services are allocated, and whether, if allocated, the service is activated. If a service is not allocated or not activated in the USIM, the ME shall not select this service.

Identifier: '4F40'
Structure: transparent
Optional

File size: X bytes, X ( 1
Update activity: low

Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM

Bytes
Description
M/O
Length

1
Services n(1 to n(8
M
1 byte

2
Services n(9 to n(16
O
1 byte

etc.




X
Services (8X‑7) to (8X)
O
1 byte

‑Services



    Contents:
Service n°1 :
Operator Root Public Key


Service n°2 :
Administrator Root Public Key


Service n°3 :
Third Party Root Public Key


Service n°4 :
RFU

Coding:

the coding rules of the USIM Service Table apply to this table.

4.4.4.2
EFORPK (Operator Root Public Key)

This EF contains the descriptor(s ) of certificates containing the Operator Root Public Key. This EF shall only be allocated if the operator wishes to verify applications and certificates in the MExE operator domain using a root public key held in  the USIM. Each record of this EF contains one certificate descriptor. 

For example, an operator may provide a second key for recover disaster procedure in order to limit OTA data to load.

Identifier: '4F41'
Structure: linear fixed
Optional

Record length : X + 10 bytes
Update activity: low 

Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1
Parameters indicator
M
1 byte

2
Flags
M
1 byte

3
Type of certificate
M
1 byte

4 to 5
Key/certificate file identifier
M
2 bytes

6 to 7
Offset into key/certificate file
M
2 bytes

8 to 9
Length of key/certificate data
M
2 bytes

10
Key identifier length (k)
M
1 byte

11 to 10+k 
Key identifier
M
k bytes

‑
Parameter indicator

Contents: 
The parameter indicator indicates if record is full and which optional parameters are present

Coding: bit string



b8
b7
b6
b5
b4
b3
b2
b1











Certificate descriptor is valid (bit1=0 key descriptor is  valid)











Reserved bit set to 1 (bitx=0 optional parameter present)

























‑
Flags

Contents: 
The authority flag indicates whether the certificate identify an authority (i.e. CA or AA) or not.

Coding: bit string



b8
b7
b6
b5
b4
b3
b2
b1











Authority certificate (bit=1 certificate of an authority)











RFU











RFU

‑
Type of certificate

Contents: 
This field indicates the type of certificate containing the key.

Coding: binary :  
0
: WTLS
1
: X509
2
: X9.68
Other values are reserved for further use

-
Key/certificate File Identifier

Contents:


these bytes identify an EF which is the key/certificate data file (see subclause 4.4.4.5), holding the actual key/certificate data for this record.

Coding:


byte 4: high byte of Key/certificate File Identifier;


byte 5: low byte of Key/certificate File Identifier.

-
Offset into Key/certificate  File

Contents:


these bytes specify an offset into the transparent key/certificate data File identified in bytes 4 and 5.

Coding:


byte 6: high byte of offset into Key/certificate Data File;


byte 7: low byte of offset into Key/certificate Data File

-
Length of Key/certificate Data

Contents:


these bytes yield the length of the key/certificate data, starting at the offset identified in "Offset into Key/certificate  File" field.

Coding:


byte 8: high byte of Key/certificate Data length;


byte 9: low byte of Key/certificate Data length.

‑
Key identifier length

Contents: 
This field gives length of key identifier

Coding:
binary

‑
Key identifier

Contents: 
This field provides a means of identifying certificates that contents a particular public key (chain building) and linking the public key to its corresponding private key. For more information about value and using see TS 23.057 [30].

Coding:
octet string 

Note:
transparent key/certificate data longer than 256 bytes may be read using successive READ BINARY commands.

4.4.4.3
EFARPK (Administrator Root Public Key)

This EF contains the descriptor(s ) of certificates containing the Administrator Root Public Key.  This EF shall only be allocated if the SIM issuer wishes to control the Third Party certificates on the terminal using an Administrator root public key held in the USIM. Each record of this EF contents one certificate descriptor. 

This file shall contain only one record.

Identifier: '4F42'
Structure: linear fixed
Optional

Record length: X + 10 bytes
Update activity: low 

Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1
Parameters indicator
M
1 byte

2
Flags
M
1 byte

3
Type of certificate
M
1 byte

4 to 5
Key/certificate file identifier
M
2 bytes

6 to 7
Offset into key/certificate file
M
2 bytes

8 to 9
Length of key/certificate data
M
2 bytes

10
Key identifier length (k)
M
1 byte

11 to 10+k 
Key identifier
M
k bytes

For contents and coding of all data items see the respective data items of the EFORPK (sub-clause 4.4.4.2).

4.4.4.4
EFTPRPK (Third Party Root Public Key)

This EF contains descriptor(s ) of certificates containing the Third Party root public key (s). This EF shall only be allocated if the USIM issuer wishes to verify applications and certificates in the MExE Third Party domain using root public key(s) held in the USIM. This EF can contain one or more root public keys. Each record of this EF contains one certificate descriptor.

For example, an operator may provide several Third Party Root Public Keys.

Identifier:'4F43'
Structure: linear fixed
Optional

Record length : X + 10 bytes
Update activity: low 

Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1
Parameters indicator
M
1 byte

2
Flags
M
1 byte

3
Type of certificate
M
1 byte

4 to 5
Key/certificate file identifier
M
2 bytes

6 to 7
Offset into key/certificate file
M
2 bytes

8 to 9
Length of key/certificate data
M
2 bytes

10
Key identifier length (k)
M
1 byte

11 to 10+k 
Key identifier
M
k bytes

11+k to11+k
Certificate identifier length (m)
M
1 byte

12+k to11+k+m
Certificate identifier
M
m bytes

‑
Certificate identifier length

Contents: 
This field gives length of certificate identifier

Coding:
binary

‑
Certificate identifier

Contents: 
This field identify the issuer and provide a easy way to find a certificate. For more information about value and using see TS 23.057 [30]. 

Coding:
Octet string

For contents and coding of all other data items see the respective data items of the EFORPK (sub-clause 4.4.4.2).

4.4.4.5
EFTKCDF (Trusted Key/Certificates Data Files)

Residing under DFMExE, there may be several key/certificates data files. These EFs containing key/certificates data shall have the following attributes:

Identifier: '4FXX'
Structure: transparent
Optional

Record length: Y bytes
Update activity: low

Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1 to Y
Key/Certicates Data
M
 Y bytes

Contents and coding:

Key/certificate data are accessed using the key/certificates descriptors provided by EFTPRPK (see sub-clause 4.4.4.4).

The identifier '4FXX' shall be different from one key/certificate data file to the other. For the range of 'XX', see sub-clause 8.6 in 31.101 [11]. The length Y may be different from one key/certificate data file to the other.

4.5.1
EFADN (Abbreviated dialling numbers)

In case of a present GSM application on  the UICC the first EFADN (i.e. reflected by the first record in EFPBR ) of the DFPHONEBOOK is mapped to DFTELECOM to ensure backwards compatibility.

A 3G ME shall not access this file. The information is accessible for a 3G ME in EFADN under DFPHONEBOOK.
ADFUSIM








































































DFPHONEBOOK

DFGSM

DFMExE





EFTKCDF




'5F3A'

'5F3B'

'5F3C'





'4FXX'


















































EFMExE-ST

EFORPK

EFARPK

EFTPRK










'4F40'

'4F41'

'4F42'

'4F43'






























































EFKc

EFKcGPRS

EFBCCH

EFCPBCCH

EFinvSCAN







'6F20'

'6F52'

'6F74'

'6F75'

'6F76'





























































EFUID

EFPSC

EFCC

EFPUID

EFPBR







'4F21'

'4F22'

'4F23'

'4F24'

'4F30'













































EFCCP1

EFIAP

EFADN

EFEXT1

EFPBC







'4F3D'

'4FXX'

'4FXX'

'4FXX'

'4FXX'










































EFGRP

EFAAS

EFGAS

EFANR

EFSNE

EFEMAIL




'4FXX'

'4FXX'

'4FXX'

'4FXX'

'4FXX'

'4FXX'


























































EFLI

EFARR

EFIMSI

EFKeys

EFKeysPS 

EFDCK




'6F05'

'6F06'

'6F07'

'6F08'

'6F09'

'6F2C'









































EFUPLMNsel

EFHPLMN

EFCNL

EFACMmax

EFUST

EFACM




'6F30'

'6F31'

'6F32'

'6F37'

'6F38'

'6F39'









































EFFDN

EFSMS

EFGID1

EFGID2

EFMSISDN

EFPUCT




'6F3B'

'6F3C'

'6F3E'

'6F3F'

'6F40'

'6F41'









































EFSMSP

EFSMSS

EFCBMI

EFSPN

EFSMSR

EFCBMID




'6F42'

'6F43'

'6F45'

'6F46'

'6F47'

'6F48'









































EFSDN

EFEXT2

EFEXT3

EFBDN

EFEXT5

EFCBMIR




'6F49'

'6F4B'

'6F4C'

'6F4D'

'6F4E'

'6F50'














































EFEST

EFACL

EFCMI
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Figure 4.2: File identifiers and directory structures of USIM
DF 5F70 is reserved for SoLSA. EF 4F30 (EFSAL) and EF 4F31 (EFSLL) are reserved under DF 5F70 (SoLSA).

5.3.6
PLMN selector

-
Requirement:
Service n°20 "available".

-
Request:

The ME performs the reading procedure with EFUPLMNsel. followed by EFOPLMNsel.

-
Update:

The ME performs the updating procedure with EFUPLMNsel.

6.4
User verification and file access conditions

The USIM application uses 2 PINs for user verification, PIN and PIN2. PIN2 is used only in the ADF. The PIN and PIN2 are mapped into key references as defined in 3G TS 31.101 [11]. Each key reference is associated with a usage qualifier as defined in ISO/IEC7816-9 [26]. The PIN status is indicated in the PS_DO, which is part of the FCP response when an ADF/DF is selected. The coding of the PS_DO is defined in 3G TS 31.101 [11].

PIN and PIN2 are coded on 8 bytes. Only (decimal) digits (0‑9) shall be used, coded in CCITT T.50 [23] with bit 8 set to zero. The minimum number of digits is 4. If the number of digits presented by the user is less than 8 then the ME shall pad the presented PIN with 'FF' before sending it to the USIM.

The coding of the UNBLOCK PINs is identical to the coding of the PINs. However, the number of (decimal) digits is always 8.

The security architecture as defined in 3G TS 31.101 [11] applies to the USIM application with the following definitions and additions.

-
The USIM application shall use key reference '01' as PIN and key reference '81' as PIN2. For access to DFTelecom the PIN shall be verified. Access with PIN2 is limited to the USIM application.

-
The only valid usage qualifier is '08' which means user authentication knowledge based (PIN) as defined in ISO/IEC 7816-9 [26]. The terminal shall support the multi-application capabilities as defined in 31.101 [11].

-
Every file in the USIM application shall have a reference to an access rule stored in EFARR. 

-
Every file under DFTelecom shall have a reference to an access rule stored in EFARR under DFTelecom.

-
A multi-application capability UICC (from the security context point of view) shall support the referenced format using SEID as defined in 3G TS 31.101 [11].

-
A multi-application capability UICC (from the security context point of view) shall support the replacement of  a USIM application PIN with the Universal PIN, key reference '01', as defined in 3G TS 31.101 [11]. Only the Universal PIN is allowed as a replacement.

-
A terminal shall support the use of  level 1 and level 2 user verification requirements as defined in 3G TS 31.101 [11].

-
A terminal shall support the replacement of  a USIM application PIN with the Universal PIN, key reference '01', as defined in 3G TS 31.101 [11].

-
A terminal shall support the security attributes defined using tag's '8C', 'AB' and '8B' as defined in 3G TS 31.101 [11]. In addition both the referencing methods indicated by tag '8B' shall be supported as defined in 3G TS 31.101 [11].

The access rule is referenced in the FCP using tag '8B'. The TLV object contains the file ID (the file ID of EFARR) and record number, or file ID (the file ID of EFARR), SEID and record number, pointer to the record in EFARR where the access rule is stored. Each SEID refers to a record number in EFARR. EFs having the same access rule use the same record reference in EFARR. For a example EFARR, see 3G TS 31.101 [11]


7.1.2
Command parameters and data

Code
Value

CLA
As specified in 3G TS 31.101

INS
'88'

P1
'00'

P2
See table below

Lc
See below

Data
See below

Le
'00', or maximum length of data expected in reponse

Parameter P2 specifies the authentication context as follows:

Coding of the reference control P2

Coding

b8-b1
Meaning

'1-------'
Specific reference data (e.g. DF specific/application dependant key)

'-XXXXXX-'
'000000'

'-------X'
Authentication context:

0 GSM context

1 3G context

All other codings are RFU.

Command parameters/data:

Byte(s)
Description
Length

1
Length of RAND (L1)
1

2 to (L1+1)
RAND
L1

(L1+2)
Length of AUTN (L2)

(see note)
1

(L1+3) to (L1+L2+2)
AUTN





(see note)
L2

Note: Parameter present if and only if in 3G security context.

The coding of AUTN is described in 3G TS 33.102 [13]. The most significant bit of RAND is coded on bit 8 of byte 2. The most significant bit of AUTN is coded on bit 8 of byte (L1+3).

Response parameters/data, case 1, 3G security context, command successful:

Byte(s)
Description
Length

1
"Successful 3G authentication" tag = 'DB'
1

2
Length of RES (L3)
1

3 to (L3+2)
RES
L3

(L3+3)
Length of CK (L4)
1

(L3+4) to (L3+L4+3)
CK
L4

(L3+L4+4) 
Length of IK (L5)
1

(L3+L4+5) to (L3+L4+L5+4)
IK
L5

(L3+L4+L5+5)
Length of KC (= 8)

(see note)
1

(L3+L4+L5+6

to

(L3+L4+L5+13)
KC






(see note)
8

Note:
Parameter present if and only if Service n°27 is "available".

The most significant bit of RES is coded on bit 8 of byte 3. The most significant bit of CK is coded on bit 8 of byte (L3+4). The most significant bit of IK is coded on bit 8 of byte (L3+L4+5).

Response parameters/data, case 2, 3G security context, synchronisation failure:

Byte(s)
Description
Length

1
"Synchronisation failure" tag = 'DC'
1

2
Length of AUTS (L1)
1

3 to (L1+2)
AUTS
L1

The coding of AUTS is described in 3G TS 33.102 [13]. The most significant bit of AUTS is coded on bit 8 of byte 3.

Response parameters/data, case 3, GSM security context, command successful:

Byte(s)
Description
Length

1
Length of SRES (= 4)
1

2 to 5
SRES
4

6
Length of KC (= 8)
1

7 to 14
KC
8

The most significant bit of SRES is coded on bit 8 of byte 2. The most significant bit of Kc is coded on bit 8 of byte 7.
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