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Introduction

A 3G ME uses a set of two keys to ensure confidentiality of user data and integrity of signalling data during transmission between the ME and the VLR/SGSN. These are the ciphering key CK and the integrity key IK. Both are generated by the USIM and delivered to the ME in the response of the AUTHENTICATE command.

As in 3G the lifetime of both keys shall be limited, the following mechanism is applied: Each time a connection is released (either circuit switched or packet switched), the hyperframe number of the bearer that was protected is stored in the USIM as the value STARTCS or STARTPS (in EFSTART-HFN). When the next connection is established the value is compared to a fixed maximum value in the USIM (in EFTHRESHOLD). When the current value of START has reached the maximum value THRESHOLD, the ME triggers the generation of a new set of CK, IK (by a new authentication procedure). The START values are then reset to zero.

Problem

For the details of this mechanism TS 33.102 makes some assumptions for the USIM that have to be considered by T3. The following are extracts from 3G TS 33.102 that describe the checking procedure:

6.4.3
Cipher key and integrity key lifetime

Authentication and key agreement which generates cipher/integrity keys is not mandatory at call set-up, and there is therefore the possibility of unlimited and malicious re-use of compromised keys. A mechanism is needed to ensure that a particular cipher/integrity key set is not used for an unlimited period of time, to avoid attacks using compromised keys. The USIM shall therefore contain a mechanism to limit the amount of data that is protected by an access link key set.

[...]

6.5.4.2
IK

[...]

IK is stored in the USIM and a copy is stored in the ME. IK is sent from the USIM to the ME upon request of the ME. The USIM shall send IK under the condition that 1) a valid IK is available, 2) the current value of START in the USIM is up-to-date and 3) START has not reached THRESHOLD. The ME shall delete IK from memory after power-off as well as after removal of the USIM.

[...]

6.6.4.2
CK

[...]

CK is stored in the USIM and a copy is stored in the ME. CK is sent from the USIM to the ME upon request of the ME. The USIM shall send CK under the condition that 1) a valid CK is available, 2) the current value of START in the USIM is up-to-date and 3) START has not reached THRESHOLD. The ME shall delete CK from memory after power-off as well as after removal of the USIM.

[...]

These extracts obviously assume that there is a mechanism in the USIM to check if the value of start is "up-to-date" and has not reached the maximum value.

This assumption is currently not covered in TS 31.102. To change that, a new USIM command would be necessary to check the validity of the START values and reply either with the keys, if these have not reached THRESHOLD, or with a dedicated SW1 SW2 response, if THRESHOLD is reached.

However, this cannot be the preferred solution. The mechanisms as currently specified in TS 31.102 are fully sufficient to achieve the desired behaviour when the checking is done in the ME as proposed in the following:

In the beginning of a session the ME should read the value of THRESHOLD from the USIM and store it. When a connection is established the ME should read the current value of STARTCS or STARTPS from the USIM and compare it to the stored value of THRESHOLD. If this is reached, the ME should trigger a new authentication and reset the START values in the USIM to zero. 

This proposal transfers the checking from the USIM to the ME. Since the USIM does not have control over the START values (as these are delivered by the ME anyway) it does not bear a security disadvantage. 

A related CR (3GPP TSG S3 Doc S3-000424) was presented to the last meeting of S3 but has been rejected. The matter is now brought to the attention of T3 to discuss it and take appropriate actions.

