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 Foreword
1 Scope
The present document describes the technical characteristics and methods of test for testing the SIM API for Java Card (TM) [x] implemented in  the subscriber identity modules (SIMs)  for the Pan European digital cellular communications system and Personal Communication Systems (PCS) operating in the 900 MHz and 1 800 MHz band (GSM 900 and DCS 1 800), standardized by 3GPP (to be confirmed) 

The present document covers the minimum characteristics considered necessary in order to provide sufficient performance for SIMs to provide compliance to the core specifications and to ensure interoperability.

It does not necessarily include all the characteristics which may be required by a user or subscriber, nor does it necessarily represent the optimum performance achievable.

(The present document is part of the GSM-series of technical specifications) To be confirmed. The present document neither replaces any of the other GSM technical specifications or GSM related ETSs or ENs, nor is it created to provide full understanding of (or parts of) the GSM 900 and DCS 1 800 systems. The present document lists the requirements, and provides the methods of test for testing the  SIM API for Java Card (TM) [x] implemented in  a SIMfor conformance to the GSM standard.

For a full description of the system, reference should be made to all the GSM technical specifications or GSM related ETSs or ENs. Clause 2 provides a complete list of the GSM technical specifications, GSM related ETSs, ENs, and ETRs, on which this conformance test specifications is based.

If there is a difference between this present test specification, and any other GSM technical specification or GSM related ETS or EN, then the other GSM technical specification or GSM related ETS or EN shall prevail.

2 References

[1]
GSM 01.04 version 5.0.1: "Digital cellular telecommunications system (Phase 2+); 
Abbreviations and acronyms".

[2]
GSM 03.38 version 5.6.1: "Digital cellular telecommunications system (Phase 2+); 
Alphabets and language-specific information".

[3]
GSM 11.11 Version 8.2.0: "Digital cellular telecommunication system (Phase 2+); 
Specification of the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface".

[4]
GSM 11.14 version 8.2.0: "Digital cellular telecommunications system (Phase 2+); 
Specification of the SIM application toolkit for the Subscriber Identity Module – Mobile Equipment (SIM – ME) interface".

[5]
GSM 11.17 version 7.0.2: “Subscriber Identity Module” (SIM) conformance test specification”.

[6]
GSM 03.40 version 5.7.0: "Digital cellular telecommunications system (Phase 2+); 
Technical realisation of the Short Message Service (SMS); Point‑to‑Point (PP)".

[7]
GSM 03.19: "Digital cellular telecommunications system (Phase 2+); Subscriber Identity Module Application Programming Interface (SIM API); SIM API for Java Card™; Stage 2".

[8]
GSM 03.48: "Digital cellular telecommunications system (Phase 2+); Security Mechanisms for the SIM application toolkit; Stage 2"

[9]
ISO/IEC 7816-3 (1997) " Identification cards ‑ Integrated circuit(s) cards with contacts, Part 3: Electronic signals and transmission protocols"

[10]
GSM 02.19 "Digital cellular telecommunications system (Phase 2+, Release 98); Subscriber Identity Module Application Programming Interface (SIM API); Service description; Stage 1"

[11]
SUN Java Card Specification "Java Card 2.1 API Specification "

[12]
SUN Java Card Specification "Java Card 2.1 Runtime Environment Specification"

[13]
SUN Java Card Specification "Java Card 2.1 VM Architecture Specification"

[14]
SUN Java Card Specification “Java Card 2.1 Development Kit”

[15]
3G TS 31.110 v1.0.0 “Numbering System for Telecommunication IC card applications”

3 Definitions and abbreviations

3.1 Definitions

The definitions specified in GSM 11.10-1 [12] clause 3.3 shall apply, unless otherwise specified in the present clause.

Applet installation parameters: Default values for applet installation parameters.

Test Applet: Applet designed to test an specific functionality of the SIM API 03.19 specification.

Security parameters: Minimum security requirements defined for the applet installation process.

Applet loading script: File containing the APDU commands that will load and install the test applet in the card.

Pre Test Script file: File containing the APDU commands that will verify the correct state of the card and perform the required initialisation before test execution.
Test Script file: File containing the APDU commands that will execute and verify the test results. 

Post Test Script file: File containing the APDU commands that will re-initialise the card in order to restore the initial state after test execution.

Test Output file: TBD.
3.2 Abbreviations

For the purpose of the present document, the following abbreviations apply, in addition to those listed in GSM 01.04 [2]:

AC
Application Code

AID
Application Identifier

APDU
Application Protocol Data Unit

API
Application Programming Interface

CAD
Card Acceptance Device

FFS
For Further Study

IFD
Interface Device

JCRE
Java Card™ Run Time Environment

JVM
Java Virtual Machine

SIM
Subscriber Identity Module

SE
Sending Entity

4 Test Environment

This clause specifies requirements that shall be met and the testing rules that shall be followed during the test procedure.

4.1 Applicability

The tests defined in this specification shall be performed taking into account the services supported by the card as specified in the EF SST file.

4.2 Test prerequisites

The card shall comply with  the following standards:
· ETSI GSM 11.11 [3]

· ETSI GSM 11.14 [4]

· ETSI GSM 03.48 [8]

· The card shall  [comply with /follow]  the following specifications:

· Java Card™ 2.1 Runtime Environment (JCRE) Specification [12]

· Java Card™ 2.1 Application Programming Interface Specification  [11]

· Java Card™ 2.1 Virtual Machine Specification [13]

The card shall have passed the following tests successfully:

· [Java Card ™ 2.1 Compliance Test Suite (CJCK) ]

· ETSI GSM 11.17 [5]

4.3 Test environment description

The general architecture for the test environment is:


4.4 Tests format

4.4.1 Title:


API: 


[package name][classname][methodname]_[Test Area number]


Framework: 
[tbd]


Loader: 

[tbd]
4.4.2 Test Area Reference: 


· Type of test : 
API : API testing

specific coding :


[package name]_[classname]_[methodname]


package name :


1 : sim.access package



2 : sim.toolkit package

class name:



yyy :  3 letters for each class.

See Annex A for full classes acronyms list.

method name:

zzzz[input parameters]: See Annex A for full methods acronyms list.
FWK : framework testing




[TO BE DEFINED]
LDR : loader testing




[TO BE DEFINED]

4.4.2.1 Conformance requirements

Method prototype as listed in GSM03.19 specification.

Conformance requirements shall be grouped in those three groups:

Normal execution:

Contains normal execution and correct parameters limit values.
Parameters error
Contains parameters errors and incorrect parameters limit values .
Context error
Contains errors due to the context the method is used in.

4.4.2.2 Test Suite files

The files included in the Test Area shall use the following naming convention:
Test Script : 
[Test Area Reference]_[Test script number].scr

Test Applet: 
[Test Area Reference]_ [Test applet number].java

Installation parameter:
[Test Area Reference] _[Installation parameter script number].install

Load Script : 
[Test Area Reference] _[Load Script number].ldr
Conversion parameter: 
[Test Area Reference] _[Conversion parameters script number].cnv
4.4.2.3 Test Procedure

Test Case

Id
Description
API Expectation
APDU Expectation


Test Case detailed description
API expected behavior.
Expected response at APDU level.






4.4.2.4 Test Coverage

A table will show correspondence between the Conformance Requirements (CR) and the different Test Cases.

4.5 AID Coding

AID coding for the API Test Packages, Applet classes and Applet instances.

RID : 'A0 00 00 00 09' PIX : 

· ETSI application code : '00 02' 

· Country code : 'FF FF'  

· Application provider code : 'FF FF 89' 

· Application provider field : 

· TAR (3 bytes/ 24 bits): 

· test package (3 bits): 

· 000 reserved (as TAR= '00.00.00' is reserved for Card Manager)

· 001 API

· 010 Framework

· 011 Loader

· 111 org.t3.gsm0319.tests.util

· other values are RFU

· Specific applet test name(21 bits):

· for org.t3.gsm0319.tests.util test package: E0 00 00 00


· for API test package :

· Package (3 bits):

· 001 sim.access

· 010 sim.toolkit

· other are RFU

· Class (5 bits):



need to be assigned specification order see Annex [] for the full list

· Method (6 bits): 



need to be assigned specification order see Annex [] for the full list

· Applet Class number ( 5 bits):


linked to Test Area

· Applet Instance number (2 bits)



defined in the test procedure, 00 for package and class

· Application Provider specific field (1 byte):

· Type of element :

· '00' Package

· '01' Applet class 

· '02' Applet Instance 

AID of Package org.t3.gsm0319.tests.util :

'A0 00 00 00 09 00 02   FF FF   FF FF 89  E0 00 00   00'

4.6 Test Equipment

This sub clauses recommend a minimum specification for each of the items of test equipment referenced in the tests.

4.6.1 APDU tool

The requisites for this test tool are the following:

· Send command to the card TPDU 

· Possibility to check none, only a part or all of the data returned

· Possibility to check none, only part or all of the status returned

· Accept one or several status

· Reader commands available

· Generate a log file for each test execution.

Tool behaviour :

· if there are more data than data checked, the tool continues 

· if there are less data than data checked, the tool aborts and signifies the error

· if there is an error in data or status, the tool aborts and signifies the error

Mandatory for the logging file :

· Logs Commands

· Logs Returned data 

· Logs Returned status

· Show errors and abortion

· Logs Expected data and status in case of error

· Logs Comments

· Final log message to report success or failure of the test

Refer to annex B for the script file syntax definition.

4.6.2 Util package

[To include zip file with package org.t3.gsm0319.tests.util]

4.6.3 Install file format

[To be defined]

4.6.4 Conversion parameters file

The conversion parameters format will follow the one specified in Sun’s Java Card 2.1 Development Kit [14].

4.6.5 Toolkit Test Applet

4.7 Testing methodology

4.7.1 Test interfaces and facilities

The SIM-ME interface provides the main transport interface for the purpose of performing conformance tests.

The SIM API interface provides the main test interface for the purpose of performing conformance tests.

5  Test plan

The test plan is divided according to the SIM API specification, that way the tests will follow the class hierarchy for the sim.toolkit and sim.access package; for the SIM Toolkit framework this test plan describes the different points that will be tested with the present test specification. 

6 API Test Plan

6.1 Package sim.toolkit

6.1.1 Interface ToolkitConstants

6.1.2 Interface ToolkitInterface

6.1.3 Class MEProfile

6.1.4 Class ViewHandler

6.1.5 Class EditHandler

6.1.6 Class ProactiveHandler

6.1.7 Class EnvelopeHandler

6.1.8 Class ProactiveResponseHandler

6.1.9 Class EnvelopeResponseHandler

6.1.10 Class ToolkitRegistry

6.1.10.1  Method initMenuEntry

Test Area Reference: API_1_TKR_IMET_BBSSBZBS

6.1.10.1.1 Conformance Requirement:

The method with following prototype shall compliant to its definition in the API.

public byte initMenuEntry(byte[] menuEntry,




short offset,




short length,




byte nextAction,




boolean helpSupported,




byte iconQualifier,




short iconIdentifier)



throws 
java.lang.NullPointerException,




java.lang.ArrayIndexOutOfBoundsException,




ToolkitException
Normal Execution

CR1: The applet shall be automatically registered to the EVENT_MENU_SELECTION.

Parameters error

CR2: The method shall throw null pointer exception

CR3: If offset or length or both would cause access outside array bounds a java.lang.ArrayIndexOutOfBoundsException shall be thrown.

Context error

CR4: If exceed size or entries allocated at initialize an exception shall be thrown 

6.1.10.1.2 Test suite files:

Additional requirements for the GSM personalisation:

· contain the definition of 10 Icons

· content of EF sume shall be :

- Title Alpha Identifier:
"TOOLKIT TEST"

- Title Icon Identifier:
0xFF

Test Script : 


API_1_TKR_IMET_BBSSBZBS_0.scr


Test case trigger:
1- Applet instantiation






2- Menu selection






3- Menu selection Help Supported
Test Applet: 


API_1_TKR_IMET_BBSSBZBS_0.java
Installation parameter:
API_1_TKR_IMET_BBSSBZBS.install
Same as default applet but with:

- Maximum text length for a menu entry:
15

- Maximum number of menu entries:
5

- Position / Identifier for each menu entry:
01/01, 02/02, 03/03, 04/04, and 05/05

Load Script : 


API_1_TKR_IMET_BBSSBZBS.ldr
At the end of the script the applet is loaded but not instantiated.

Conversion parameter:
API_1_TKR_IMET_BBSSBZBS.cnv
6.1.10.1.3 Test Procedure

Id
Description
API Expectation
APDU Expectation

1
NULL as parameter to menuEntry

MenuEntry = NULL
NullPointerException is thrown


2
Offset = menuEntry.length

MenuEntry = “ToolkitTest”

Offset = 11
ArrayIndexOutOfBoundsException is thrown


3
Successful call,

Offset = menuEntry.length - 1

MenuEntry = “ToolkitTest”

Offset = 10

Length = 1

1- SetUpMenu [ItemId = 1] = "t"

2- Envelope MenuSelection (ItemId = 1) shall trigger the toolkit applet

4
Offset < 0

MenuEntry = “ToolkitTest”

Offset = -1
ArrayIndexOutOfBoundsException is thrown


5
Length > menuEntry.length

MenuEntry = “ToolkitTest”

Offset = 0

Length = 12
ArrayIndexOutOfBoundsException is thrown


6
Successful call,

Offset + Length = menuEntry.length

MenuEntry = “ToolkitTest”

Offset = 0

Length = 11

1- SetUpMenu [ItemId = 1] = "ToolkitTest"

2- Envelope MenuSelection (ItemId = 1) shall trigger the toolkit applet

7
Offset + length > menuEntry.length

MenuEntry = “ToolkitTest”

Offset = 5

Length = 7
ArrayIndexOutOfBoundsException is thrown


8
MenuEntry.length > size allocated at loading for each menu entry

MenuEntry = “ToolkitTest impossible”

Offset = 0

Length = 16
ALLOWED_LENGTH_EXCEEDED ToolkitException is thrown


9
Successful call,  
menuEntry is the whole buffer

MenuEntry = “TOOLKIT TEST 1”

Offset = 0

Length = 14

NextAction = 0x00

HelpSupported = false

IconQualifier = 0x00

IconIdentifier = 0

1- SetUpMenu [ItemId = 1] = "TOOLKIT TEST 1"

2- Envelope MenuSelection (ItemId = 1) shall trigger the toolkit applet

10
Successful call, 
menuEntry part of a buffer

MenuEntry = “1234567TOOLKIT TEST 2”

Offset = 7

Length = 14

NextAction = 0x00

HelpSupported = false

IconQualifier = 0x00

IconIdentifier = 0

1- SetUpMenu [ItemId = 2] = "TOOLKIT TEST 2"

2- Envelope MenuSelection (ItemId = 2) shall trigger the toolkit applet

11
Successful call,
menuEntry with help supported

MenuEntry = “TOOLKIT TEST 3”

Offset = 0

Length = 14

NextAction = 0x00

HelpSupported = true

IconQualifier = 0x00

IconIdentifier = 0
.
1- SetUpMenu [ItemId = 3] = "TOOLKIT TEST 3"

2- Envelope MenuSelection (ItemId = 3) shall trigger the toolkit applet

3- SetUpMenu.CommandQualifier shall indicate help supported

4- Envelope MenuSelectionHelpRequest with ItemId = 3 shall trigger the applet.

12
Successful call,
menuEntry with an Icon

MenuEntry = “TOOLKIT TEST 4”

Offset = 0

Length = 14

NextAction = 0x00

HelpSupported = false

IconQualifier = 0x01 [icon not self explanatory]

IconIdentifier = 1
.
1- SetUpMenu [ItemId = 4] = "TOOLKIT TEST 4"

2- Envelope MenuSelection (ItemId = 4) shall trigger the toolkit applet

3- SetUpMenu shall contain an Icon Identifier List with 4st identifier equal to 01, and the list qualifier equal to 01

13
Successful call,
menuEntry with a next action indication

MenuEntry = “TOOLKIT TEST 5”

Offset = 0

Length = 14

NextAction = 0x24 [Select Item]

HelpSupported = false

IconQualifier = 0x00

IconIdentifier = 0
.
1- SetUpMenu [ItemId = 5] = "TOOLKIT TEST 5"

2- Envelope MenuSelection (ItemId = 5) shall trigger the toolkit applet

3- SetUpMenu shall contain a Items Next Action Simple TLV with the 5th indicator equal to 24.

14
Initialize more entry than allocated at loading

MenuEntry = “ToolkitTest”

Offset = 0

Length = 11
REGISTRY_ERROR
ToolkitException is thrown


15
7,8,9,10,11 ( Reset, followed by an initialization procedure

ATR,

Terminal Profile

Fetch

Card shall Send a SetUpMenu Proactive command:

[CommandQualifier]=help supported

[AlphaId]="TOOLKIT TEST"

[ItemId=1] = "TOOLKIT TEST 1"

[ItemId=2] = "TOOLKIT TEST 2"

[ItemId=3] = "TOOLKIT TEST 3"

[ItemId=4] = "TOOLKIT TEST 4"

[ItemId=5] = "TOOLKIT TEST 5"
[IconIdentifierList]=06010000000100
[ItemsNextAction]=050000000024



16
7 ( Envelope Menu Selection Triggering

Envelope(MenuSelection ItemId=1)



17
8 ( Envelope Menu Selection Triggering

Envelope(MenuSelection ItemId=2)



18
9 ( Envelope Menu Selection Triggering

Envelope(MenuSelection ItemId=3)



19
10 ( Envelope Menu Selection Triggering

Envelope(MenuSelection ItemId=4)



20
11 (Envelope Menu Selection Triggering

Envelope(MenuSelection ItemId=5)



21
9( Envelope Menu Selection Help Request Triggering

Envelope(MenuSelectionHelpRequest ItemId=3)



6.1.10.1.4 Test Coverage

CR number
Test case number

1
3,6,9,10,11,12,13,15

2
1

3
2, 4, 5, 7

4
14,8

6.1.11 Class ToolkitException

6.2 Package sim.access:

6.2.1 Interface SIMView

6.2.2 Class SIMSystem

6.2.3 Class SIMViewException

6.3 SIM Toolkit Framework:

System Handlers management

· minimum handler availability / status / content (+ response handling)

Applet Triggering :

· for each event test separately:
· Registration / de registration, and dynamic registration
· triggering
· multiple applet triggering
· limitations
· busy state
· Exception hiding to the mobile.

· Events combination.

Proactive commands sending

Envelope response sending

Toolkit applets installation

Access control

File system state
7 Annex A: Acronyms

7.1 Annex A.1: Classes Acronyms

Package sim.toolkit

Class

EditHandler



EDH

EnvelopeHandler


ENH

EnvelopeResponseHandler

ERH

MEProfile



MEP

ProactiveHandler


PAH

ProactiveResponseHandler

PRH

ToolkitRegistery


TKR

ViewHandler



VWH

Exception

Toolkit Exception


TKE

Interface

Toolkit Constant


TKC

Toolkit Interface


TKI

Package Sim Access

Interface
SIMView

SVW

Class

SIMViewException 
SVE

Class

SIMSystem

SSY

7.2 Annex A.2: Methods Acronyms

Method Name
Acronym

ProactiveHandler methods


Init(byte type, byte qualifier, byte dstDevice)
INITBBB

InitDisplayText(byte qualifier, byte dcs, byte[] buffer, short offset, short length)
INDTBB_BSS

InitGetInkey(byte qualifier, byte dcs, byte[] buffer, short offset, short length)
INGKBB_BSS

InitGetInput(byte qualifier, byte dcs, byte[] buffer, short offset, short length, short minRespLength, short maxRespLength)
INGPBB_BSSSS

Byte send()
SEND

ProactiveResponseHandler methods


Short CopyAdditionalInformation(byte[] dstBuffer, short dstOffset, short dstLength)
CPAI_BSS

Short copyTextString(byte[] dstBuffer, short dstOffset)
CPT_BS

Short getAdditionalInformationLength()
GTIL

Byte getGeneralResult()
GTGR

Byte getItemIdentifier()
GTII

Byte getTextStringCodingScheme()
GTCS

Short getTextStringLength()
GTTL

[to be completed]

 Annex B: Script file syntax description

CMD : Command to follow

RST : Resets and powers on the card

OFF : Powers off the card

REM : Uses for comments

'\n': Empty lines are accepted 

' ', '\t' : Can be used as separator

'\\' : Continues on next line

XXX : each line beginning with 3 characters indicates other tool command.


XX not to be checked


[] data to be checked, need to be present for an outgoing command


() status to be checked

REM this is an example

RST 

REM Case 1 example

CMD A0 C2 00 00 00 (91 33 , 69 XX)

REM Case 2 example

CMD A0 C2 00 00 B0 [XX XX XX 55 55 XX 55](91 33 , 69 XX)

CMD A0 C2 00 00 B0 [] (91 33 , 69 XX)

CMD A0 C2 00 00 B0  \



[XX XX XX 55
\



55 XX 55]

REM Case 3 example

CMD A0 C2 00 00 B0 D1 81 AE ... 33 (91 33)

OFF






































































Applet installation parameter paraTest Toolkit Applet





TERMINAL





   Toolkit Framework





Toolkit Registry





Toolkit Handler





Installer





GSM Framework





File System





Applet triggering





JCRE





Applet


GSM





Tests Toolkit Applets








Applets





SIM API





               JAVACARD API





Java Card(tm)  2.1 [compliant] Converter





Loader: OP SMS formatter 





APDU I/O





APDU





Test Toolkit Applet





Applet .cap








Test Script








Output test result








GSM03.19 and Java Card™ 2.1 export files 





Conversion parameters.





Applet loading script





Scope of the Test Suite.


Elements of the Test Suite








