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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

ADM: Access condition to an EF which is under the control of the authority which creates this file

3.2
Symbols

For the purposes of the present document, the following symbols apply:

||
Concatenation


Exclusive or

f1
Message authentication function used to compute MAC

f1*
A message authentication code (MAC) function with the property that no valuable information can be inferred from the function values of f1* about those of f1, ... , f5 and vice versa.

f2
Message authentication function used to compute RES and XRES

f3
Key generating function used to compute CK

f4
Key generating function used to compute IK

f5
Key generating function used to compute AK

f6
Encryption function to encipher the MSIN
f10
Encryption function used to compute TEMSI
3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP
3rd Generation Partnership Project

AC
Access Condition

ADF
Application Dedicated File

AID
Application IDentifier

AK
Anonymity key

ALW
ALWays

AMF
Authentication Management Field

AoC
Advice of Charge

AuC
Authentication Centre

AUTN
Authentication token

BDN
Barred Dialling Number

CCP
Capability Configuration Parameter

CK
Cipher key

CS
Circuit switched

DF
Dedicated File

DO
Data Object

EF
Elementary File

EMUI
Encrypted Mobile User Identity

EUIC
Enhanced User Identity Confidentiality

FCI
File Control Information

FFS
For Further Study

GK
User group key

GMSI
Group Identity

GSM
Global System for Mobile communications

HE
Home Environment

ICC
Integrated Circuit Card

[KV]
should add ICI


[KV]
should add ICT


ID
IDentifier

IK
Integrity key

IMSI
International Mobile Subscriber Identity

K
USIM Individual key

KSI
Key Set Identifier

KC
Cryptographic key used by the cipher A5 
LSB
Least Significant Bit

MAC
Message authentication code

MAC-A
MAC used for authentication and key agreement

MAC-I
MAC used for data integrity of signalling messages

MCC
Mobile Country Code

MF
Master File

MMI
Man Machine Interface

MNC
Mobile Network Code

MODE
Indication packet switched / circuit switched mode

MSB
Most Significant Bit
MSIN
Mobile Subscriber identification number (part of the IMSI)
NEV
NEVer

NPI
Numbering Plan Identifier

[KV]
should add OCI


[KV]
should add OCT


OFM
Operational Feature Monitor

PIN
Personal Identification Number

PS
Packet switched

RAND
Random challenge

RANDMS
Random challenge stored in the USIM
RES
User response

RFU
Reserved for Future Use

RST
Reset

SDN
Service dialling number

SE
Security Environment

SFI
Short EF Identifier

SQN
Sequence number

SRES
Signed RESponse calculated by a USIM

SW
Status Word 
TEMSI
Temporary encrypted user identity (IMSI)
TLV
Tag Length Value

USAT
USIM Application Toolkit

USIM
Universal Subscriber Identity Module

XRES
Expected user RESponse
XEMSI
Extended encrypted user identity (MSIN)
4.2.41
EFGMSI (Group Identity)

This EF contains the group identity of the mobile subscriber. This group identity references a group key GK, stored in the USIM, which is used for enhanced user identity confidentiality (enciphering of the IMSI).

Identifier: '6FC2'
Structure: transparent
Optional

File size: 4 bytes
Update activity: low

Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1 to 4
Group Identity 
M
4 bytes

‑
Group Identity GMSI

Coding: 


the least significant bit of GMSI is the least significant bit of the 4th byte. The most significant bit of GMSI is the most significant bit of the first byte.

4.2.42
EFUIDNADR (User Identity Decryption Node Address)

This EF contains the User Identity Decryption Node Address UIDN_ADR used to locate the node for decryption of user identities. This file is required if service n°26 (EUIC) is available.
Identifier: '6FC4'
Structure: transparent
Optional

File size: 8 bytes
Update activity: low

Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1 to 8
User Identity Decryption Node Address
M
8 bytes

‑
User Identity Decryption Node Address
Coding: 


According to ITU-T E.164 [22]. The 15 digit User Identity Decryption Node Address is coded using BCD coding, left justified and padded with 'F'. The most significant bit of UIDN_ADR is the most significant bit of the first byte. 
4.2.43
EFTEMSI (Temporary encrypted user identity)

This EF contains the Temporary encrypted user identity used by the serving network to page a particular user.. This file is required if service n°26 (EUIC) is available.

Identifier: '6FC5'
Structure: transparent
Optional

File size: 16 bytes
Update activity: low

Access Conditions:


READ
PIN


UPDATE
PIN


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1 to 16
TEMSI
M
16 bytes

‑
TEMSI
Coding: 


The most significant bit of the TEMSI is the most significant bit of the first byte. 

4.2.44
EFHiddenkey (Key for hidden phone book entries)

This EF contains the hidden key that has to be verified by the ME in order to display the phone book entries that are marked as hidden. The hidden key can consist of 4 to 8 digits.

Identifier: '6FC3'
Structure: transparent
Optional

File size: 4 bytes
Update activity: low

Access Conditions:


READ
PIN


UPDATE
PIN


DEACTIVATE
ADM


ACTIVATE
ADM



Bytes
Description
M/O
Length

1 to 4
Hidden Key 
M
4 bytes

‑
Hidden Key

Coding: 


the hidden key is coded on 4 bytes using BCD coding, left justified and padded with 'FF'. The most significant bit of the Hidden Key is the most significant bit of the first byte. The minimum number of digits is 4..

NOTE:
The phone book entries marked as hidden are not scrambled by means of the hidden key. The are stored in plain text in the phone book.

4.2.44
Files required for 2G Access

...

4.2.44.1
EFKc (Ciphering key Kc)

...

4.2.44.2
EFKcGPRS (GPRS Ciphering key KcGPRS)

...

4.2.44.3
EFLOCIGPRS (GPRS location information)

...

4.2.44.4
EFLOCI2G (Location Information for 2G access)

...

4.2.44.5
EFBCCH (Broadcast Control Channels)

...

5.2.1
Authentication algorithms computation

The ME selects a USIM application and uses the INTERNAL AUTHENTICATE command (see 7.1.1). The response is sent to the ME (in case of the T=0 protocol when requested by a subsequent GET RESPONSE command).

5.2.2
IMSI request

The ME performs the reading procedure with EFIMSI.
This procedure is not used in case of a user identity request. In that case, the procedure in clause 5.2.9 shall be followed by the ME.
5.2.3
Access control information request

The ME performs the reading procedure with EFACC.

5.2.4
HPLMN search period request

The ME performs the reading procedure with EFHPLMN.

5.2.5
Location information

Request:
The ME performs the reading procedure with EFLOCI.

Update:
The ME performs the updating procedure with EFLOCI.

In the case when updating EFLOCI with data containing the TMSI value and the card reports the error '92 40' (Memory Problem), the ME shall terminate 3G operation.

5.2.6
Cipher and Integrity key

Request:
The ME performs the reading procedure with EFKeys.

Update:
The ME performs the updating procedure with EFKeys.

5.2.7
Forbidden PLMN

Request:
The ME performs the reading procedure with EFFPLMN.

Update:
The ME performs the updating procedure with EFFPLMN.

5.2.8
LSA information

Request:
The ME performs the reading procedure with EFSAI, EFSLL and its associated LSA Descriptor files.

Update:
The ME performs the updating procedure with EFSLL.

5.2.9
User Identity Request

The ME selects a USIM and checks service n°26  (Enhanced user identity confidentiality). If service n°26 is not available then the ME performs the reading procedure with EFIMSI.

Otherwise the ME uses the Encipher User Identity function to encipher the MSIN with cryptographic function f6(see 7.2.1). Then the ME uses the Encipher User Identity function to encipher the IMSI with cryptographic function f10(see 7.2.1) to obtain the TEMSI. In both cases the response is received by the ME (in case of the T=0 protocol when requested by a subsequent GET RESPONSE command). The ME performs the updating procedure with EFTEMSI.
NOTE: The TEMSI is used by the serving network to page a particular user.
Then the ME performs the reading procedure with EFGMSI  to obtain the group identity, and with EFUIDNADR to obtain the User Identity Decryption Node Address UIDN_ADR. The ME concatenates UIDN_ADR , the group identity and the enciphered MSIN to obtain XEMSI and sends that to the network.

7
USIM Commands
...

7.2
Encipher User Identity
7.2.1
Command description

The function is used during the procedure for identification of the user via the radio access path. It operates in two modes:

- encipher the MSIN which is a part of the IMSI (see TS 23.003 [15a]).

- encipher the permanent user identity (IMSI).

For the execution of the command the USIM uses the group key GK and the sequence number SEQUIC/UE which are stored internally in the USIM.

Each time the command is invoked in the first mode (to encipher the MSIN), the USIM increments the internal sequence number SEQUIC/UE that holds the value from the last execution of 'Encipher User Identity'.

Depending on the chosen mode,  the USIM then computes the enciphered MSIN as  f6GK (SEQUIC/UE || MSIN), or the enciphered IMSI (the TEMSI) as  f10GK (SEQUIC/UE || IMSI), which are then returned in the command response.

The function is related to a particular USIM and shall not be executable unless the USIM or any sub-directory  has been selected as the Current Directory and a successful PIN verification procedure has been performed (see clause 5).

Input:

‑
none

Output:

-
enciphered MSIN or IMSI.

7.2.2
Command parameters and data

Code
Value

CLA
As defined in 3G TS 31.101

INS
'2A'

P1
See below

P2
'00'

Lc
not present

Data
not present

Le
Length of EMSI (L1)

Parameter P1 specifies the command mode as follows:

Coding of the reference control P1

Coding

b8-b1
Meaning

'XXXXXXX0'
Encipher MSIN with f6

'XXXXXXX1'
Encipher IMSI with f10

Parameter Le specifies the expected length of the response. This is depending on the further specification of functions f6 and f10.

Command parameters/data:

none

Response parameters/data:

Byte(s)
Description
Length

1
Length of encrypted User Identity (L1)
1

2 to (L1+1)
Encrypted User Identity
L1

The most significant bit of the encrypted User Identity is coded on bit 8 of byte 2.

7.3.2
Status Words of the Commands

The following table shows for each command the possible status conditions returned (marked by an asterisk *). Status conditions of GSM and USIM applications are on the left and right sides of the table, respectively.

Commands and status words

AUTHENTICATE
ENCIPHER USer Identity




90 00



91 XX

*
*
9F XX

61XX#



93 00



92 0X

*
*
65 81



94 00



94 02



94 04

*

94 08



98 02

*
*
69 82



98 08



98 10



98 40



98 50

*

98 62

*
*
67 XX

*
*
6B XX



6D XX

*
*
6E XX

*
*
6F XX



62 81



62 83



62 82



62 84



62 00



63 CX



69 81

*
*
69 84

*
*
69 85



69 86



6A 81



6A 82



6A 83



6A 84



6A 85

*
*
6A 86



6A 87

*
*
6A 88



6C XX

Annex E (informative):
Suggested contents of the EFs at pre‑personalization
If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests values in these cases.

File Identification
Description
Value

'2F E2'
ICC identification
operator dependant 

'6F 05'
Language indication
'FF'

'6F 07'
IMSI
operator dependant 

'6F 20'
Ciphering key Kc
'FF...FF07'

'6F 30'
PLMN selector
'FF...FF'

'6F 31'
HPLMN search period
'FF'

'6F 37'
ACM maximum value
'000000' (see note 1)

'6F 38'
USIM service table
operator dependant 

'6F 39'
Accumulated call meter
'000000'

'6F 3E'
Group identifier level 1
operator dependant

'6F 3F'
Group identifier level 2
operator dependant

'6F 41'
PUCT
'FFFFFF0000'

'6F 45'
CBMI
'FF...FF'

'6F 46'
Service provider name
'FF...FF'

'6F 48'
CBMID
'FF...FF'

'6F 49'
Service Dialling Numbers
'FF...FF'

'6F 74'
BCCH
'FF...FF'

'6F 78'
Access control class
operator dependant 

'6F 7B'
Forbidden PLMNs
'FF...FF'

'6F 7E
Location information
'FFFFFFFF xxFxxx 0000 FF 01'
(see note 2)

'6F AD'
Administrative data
operator dependant 

'6F AE'
Application profile identification
see 10.3.16

'4F XX'
Abbreviated dialling numbers
'FF...FF'

'6F 3B'
Fixed dialling numbers
'FF...FF'

'6F 3C'
Short messages
'00FF...FF'

'6F 3D'
Capability configuration parameters
'FF...FF'

'6F 40'
MSISDN storage
'FF...FF'

'6F 42'
SMS parameters
'FF...FF'

'6F 43'
SMS status
'FF...FF'

'6F 47'
Short message status reports
'00FF…FF'

'4F XX'
Extension 1
'FF...FF'

'6F 4B'
Extension 2
'FF...FF'

'6F 4C'
Extension 3
'FF...FF'

'6F 52'
GPRS Ciphering key KcGPRS
'FF...FF07'

'6F 53'
GPRS Location Information
'FFFFFFFF FFFFFF xxFxxx 0000 FF 01'

‘6F 54’
SetUpMenu Elements
operator dependent 

'4F 20'
Image data 
'00FF...FF'

'4F 30'
SoLSA Access Indicator)
'00FF...FF'

'4F 31'
SoLSA LSA List
'FF...FF'

'6FC2'
Group Identity
Operator dependant

'6FC4'
User Identity Decryption Node Address
Operator dependant

'6FC5'
Temporary encrypted user identity
'FF ... FF'

NOTE 1:
The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible value 'FFFFFF', because the INCREASE command does not update EFACM if the units to be added would exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2:
xxFxxx stands for any valid MCC and MNC, coded according to 3G TS 24.008 [9].
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