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3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP
3rd Generation Partnership Project

AC
Access Condition

ADF
Application Dedicated File

AID
Application IDentifier

AK
Anonymity key

ALW
ALWays

AMF
Authentication Management Field

AoC
Advice of Charge

AuC
Authentication Centre

AUTN
Authentication token

BDN
Barred Dialling Number

CCP
Capability Configuration Parameter

CK
Cipher key

CS
Circuit switched

DF
Dedicated File

DO
Data Object

EF
Elementary File

EMUI
Encrypted Mobile User Identity

EUIC
Enhanced User Identity Confidentiality

FCP
File Control Parameters
FFS
For Further Study

GK
User group key

GMSI
Group Identity

GSM
Global System for Mobile communications

HE
Home Environment

ICC
Integrated Circuit Card

ID




IDentifier

IK
Integrity key

IMSI
International Mobile Subscriber Identity

K
USIM Individual key

KSI
Key Set Identifier

KC
Cryptographic key used by the cipher A5 
LSB
Least Significant Bit

MAC
Message authentication code

MAC-A
MAC used for authentication and key agreement

MAC-I
MAC used for data integrity of signalling messages

MCC
Mobile Country Code

MF
Master File

MMI
Man Machine Interface

MNC
Mobile Network Code

MODE
Indication packet switched / circuit switched mode

MSB
Most Significant Bit

NEV
NEVer

NPI
Numbering Plan Identifier

OFM
Operational Feature Monitor

PIN
Personal Identification Number

PS
Packet switched
PS_DO
PIN Status Data Object
RAND
Random challenge

RANDMS
Random challenge stored in the USIM
RES
User response

RFU
Reserved for Future Use

RST
Reset

SDN
Service dialling number

SE
Security Environment

SFI
Short EF Identifier

SQN
Sequence number

SRES
Signed RESponse calculated by a USIM

SW
Status Word 

TLV
Tag Length Value

USAT
USIM Application Toolkit

USIM
Universal Subscriber Identity Module

XRES
Expected user RESponse

4.1.4 EFARR (Access Rule Reference)

This EF contains the access rules for access to the EFs under the master file including this EF.

Contents:



according to 3G TS 31.101 [11].

Coding: 



according to 3G TS 31.101 [11].

4.2.4A EFARR (Access Rule Reference)

This EF contains the access rules for files located under the USIM ADF in the UICC. If the security attribute tag'8B' is indicated in the FCP it contains a reference to a record in this file. 

Table 13.4: EFARR at ADF-level

Identifier: '6FXX'
Structure: Linear fixed
Mandatory

File size: X bytes
Update activity: low

Access Conditions:


READ
ALW


UPDATE
ADM

            DEACTIVATE                            ADM

            ACTIVATE                                 ADM

          

Bytes
Description
M/O
Length

1 – X
Access Rule TLV data objects
M
X bytes

This EF contains one or more records containing access rule information according to the reference to expanded format as defined in ISO/IEC 7816-9 [24]. Each record represents an access rule. Unused bytes in the record are set to 'FF'.

4.5.5 EFARR (Access Rule Reference)

This EF contains the access rules for files located under the DFTelecom in the UICC. If the security attribute tag '8B' is indicated in the FCP it contains a reference to a record in this file. 

Table 13.4: EFARR at DFTelecom-level

Identifier: '6FXX'
Structure: Linear fixed
Mandatory

File size: X bytes
Update activity: low

Access Conditions:


READ
ALW


UPDATE
ADM

            DEACTIVATE                            ADM

            ACTIVATE                                 ADM

          

Bytes
Description
M/O
Length

1 – X
Access Rule TLV data objects
M
X bytes

This EF contains one or more records containing access rule information according to the reference to expanded format as defined in ISO/IEC 7816-9 [24]. Each record represents an access rule. Unused bytes in the record are set to 'FF'.

6.4
User verification and file access conditions 
The USIM application uses 2 PINs for user verification, PIN and PIN2. PIN2 is used only in the ADF. The PIN and PIN2 are mapped into key references as defined in 31.101 [11]. Each key reference is associated with a usage qualifier as defined in ISO/IEC7816-9 [24]. The PIN status is indicated in the PS_DO, which is part of the FCP response when an ADF/DF is selected. The coding of the PS_DO is defined in 31.101 [11]. 
The PIN and PIN2 is coded on 8 bytes. Only (decimal) digits (0‑9) shall be used, coded in CCITT T.50 [23] with bit 8 set to zero. The minimum number of digits is 4. If the number of digits presented by the user is less than 8 then the ME shall pad the presented PIN with 'FF' before sending it to the USIM.

The coding of the UNBLOCK PINs is identical to the coding of the PINs. However, the number of (decimal) digits is always 8.
The security architecture as defined in 31.101 [11] applies to the USIM application with the following definitions and limitations.

-
The USIM application shall use key reference '01' as PIN and key reference '81' as PIN2. For access to DFTelecom the PIN shall be verified. Access with PIN2 is limited to the USIM application
- 
The only valid usage qualifier is '08' which means user authentication knowledge based (PIN) as defined in ISO/IEC 7816-9 [24]
-
The terminal shall support the multi-application capabilities as defined in 31.101 [11


Every file in the USIM application has a reference to an access rule stored in EFARR. The access rule is referenced in the FCP using tag'8B'. The TLV object contains the file ID (the file ID of EFARR) and record number, pointer to the record in EFARR where the access rule is stored. EFs having the same access rule use the same record reference in EFARR. For a sample EFARR content see 31.101 [11]
A terminal conforming to the present document shall support the security attributes defined using tag's '8C', 'AB' and '8B' as defined in 31.101. In addition both the referencing methods indicated by tag '8B' shall be supported as defined in 31.101 [11].










































7.A VERIFY command
The VERIFY command is used to verify the user as defined in 31.101 [11]. For the USIM application the parameter P2 is restricted to the following values

- '01' indicating verification of the PIN

-'81' indicating verification of PIN2
After 3 unsuccessful verification attempts, not necessarily in the same session the PINs blocked. The blocked status is indicated in the response to the VERIFY command (0 attempts left) see 31.101 [11] 
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