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Title: Response to liaison statement on possible security issues with handsets supporting a user input storage mechanism
SMG10/S3 thank SMG9 for their LS (AP-99074 = 9-99-172) pointing out possible security threats associated with MEs that store sensitive user input data which is later offered when new user input is required by ME or SIM based applications (later referred to as “history feature”).

SMG10/S3 also consider this functionality to have a serious fraud potential. Therefore SMG10/S3 agree that at present a history feature should not be implemented on the ME when sensitive user input data (e.g. PINs) is required by SIM based applications. 

In the longer term, SMG10/S3 would like to make the following specific suggestions: 

1. SAT specifications are changed to include an additional SIM-ME message dedicated to transferring potentially sensitive user input. Any history feature provided by the ME would then be disabled when this command is used. 

2. MExE specifications are reviewed (and possibly modified) to address this threat. 

The purpose of these changes is to protect sensitive user input data, whilst permitting the use of an ME-based history feature for non-sensitive data. 

SMG10/S3 would like to point out that this threat may also be applied to other sensitive data which is not input by the user. For instance, it is conceivable that similar risks might exist for MEs that provide a history feature or storage feature for SIM data, commands or applications which originate from the network.

Therefore SMG10/S3 ask SMG9 and MExE to review and modify the respective specifications. SMG10/S3 offer assistance with this work.

