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3.3
Symbols

||
Concatenation


Exclusive or

f1
Message authentication function used to compute MAC

f1*
A message authentication code (MAC) function with the property that no valuable information can be inferred from the function values of f1* about those of f1, ... , f5 and vice versa.
f2
Message authentication function used to compute RES and XRES

f3
Key generating function used to compute CK

f4
Key generating function used to compute IK

f5
Key generating function used to compute AK

3.4
Abbreviations

AK
Anonymity key

AMF
Authentication Management field

AUTN
Authentication token

CK
Cipher key

CS
Circuit switched

HE
Home Environment

IK
Integrity key

K
USIM Individual key

KSI
Key Set Identifier

MAC
Message Authentication Code

MAC
The message authentication code included in AUTN, computed using f1

MODE
Indication packet switched / circuit switched mode

RAND
Random challenge

SQN
Sequence number

XRES
Expected response

SRES

KC
X
USIM commands

X.1
AUTHENTICATE

X.1.1
Command description

The function is used during the procedure for authenticating the USIM to its HE and vice versa. In addition, a cipher key and an integrity key are calculated. For the execution of the command the USIM uses the subscriber authentication key K, which is stored in the USIM.

The function is related to a particular USIM and shall not be executable unless the USIM or any sub-directory  has been selected as the Current Directory and a successful PIN verification procedure has been performed (see clause ...).

The function can be used in two different contexts:

· A UMTS security context, when the MS is located in the UMTS radio access network, or

· a GSM security context, when the MS is located in the GSM radio access network.

X.1.1.1 UMTS security context

The USIM first computes the anonymity key AK = f5K (RAND) and retrieves the sequence number SQN = (SQN  AK)  AK. 

Then the USIM computes XMAC = f1K (SQN || RAND || AMF) and compares this with the MAC which is included in AUTN. If they are different, the USIM abandons the function.

Next the USIM verifies  that the received sequence number SQN is in the correct range. The HE has some flexibility in the management of sequence numbers; some alternative methods are outlined in annex N.

If  the USIM detects the sequence numbers to be not in the correct range, this is considered as a synchronisation failure and the USIM abandons the function. In this case the command response is RANDMS || AUTS, where:
RANDMS is the RAND value stored in the authentication which caused the last succesful update of SQNMS;
AUTS = Conc(SQNMS ) || MACS;
Conc(SQNMS) = SQNMS ( f5K(RANDMS) is the concealed value of the counter SQNMS in the MS; and. 
MACS = f1*K(SQNMS || RAND || AMF) where:
RAND is the random value received in the current user authentication request;
the AMF assumes a dummy value of all zeroes so that it does not need to be transmitted in clear in the resynchronisation message.
If the sequence number is considered in the correct range however, the USIM computes RES = f2K (RAND), the cipher key CK = f3K (RAND) and the integrity key IK = f4K (RAND) and includes these in the command response. Note that if this is more efficient, RES, CK and IK could also be computed earlier at any time after receiving RAND. 

The use of AMF is HE specific and while processing the command, the content of the AMF has to be interpreted in the appropriate manner. The AMF may be used for support of multiple algorithms or keys, for changing the size of windows or lists, or for discriminating authentication vectors from separate CS/PS domains, see UMTS 33.102 [...].

Input:

‑
RAND, AUTN (AUTN := SQN  AK || AMF || MAC).

Output:

· RES, CK, IK,
or
RANDMS || AUTS.

X.1.1.1 GSM security context

The USIM computes RES = f2K (RAND), the cipher key CK = f3K (RAND) and the integrity key IK = f4K (RAND). 

Next the USIM calculates the GSM response paramereters SRES and KC, using the conversion functions defined in 3GPP 33.102 [...].

Input:

‑
RAND.

Output:

· SRES; KC.

12.1.2
Command parameters and data

Code
Value

CLA
As specified in ...

INS
'88'

P1
'00'

P2
See table ...

Lc
See below

Data
See below

Le
See below

Parameter P2 specifies the secret number, the mode and whether authentication or resynchronisation has to be performed, as follows:

Table ... Coding of the reference control P2

Coding

b8-b1
Meaning

'1------------'
Specific reference data (e.g. DF specific/application dependant key)

'-XX-----'
'00'

'---XXXX-'
'0000'

'--------X'
Authentication context:

0 GSM context

1 UMTS context

All other codings are RFU.

Command parameters/data:

Byte(s)
Description
Length

1
Length of RAND (L1)
1

2 – (L1+1)
RAND
L1

(L1+2)
Length of AUTN (L2)

(see note)
1

(L1+3) – (L1+L2+2)
AUTN





(see note)
L2

Note: Parameter present if and only if in UMTS security context.

The coding of AUTN is decribed in ...[]. The most significant bit of RAND is coded on bit 8 of byte 2. The most significant bit of AUTN is coded on bit 8 of byte (L1+3).

Response parameters/data, case 1, UMTS security context, command successful:

Byte(s)
Description
Length

1
"Successful UMTS authentication" tag = 'XY'
1

2
Length of RES (L3)
1

3 – (L3+2)
RES
L3

(L3+3)
Length of CK (L4)
1

(L3+4) – (L3+L4+3)
CK
L4

(L3+L4+4) 
Length of IK (L5)
1

(L3+L4+5) – (L3+L4+L5+4)
IK
L5

The most significant bit of RES is coded on bit 8 of byte 3. The most significant bit of CK is coded on bit 8 of byte (L3+4). The most significant bit of IK is coded on bit 8 of byte (L3+L4+5).

Response parameters/data, case 2, , UMTS security context, synchronisation failure:

Byte(s)
Description
Length

1
"Synchronisation failure" tag = 'YZ'
1

2
Length of RAND (L1)
1

3 – (L1+2)
RAND
L1

(L1+3)
Length of AUTS (L2)
1

(L1+4) – (L1+L2+3)
AUTS
L2

The coding of AUTS is decribed in ...[]. The most significant bit of RAND is coded on bit 8 of byte 3. The most significant bit of AUTS is coded on bit 8 of byte (L1+4).

Response parameters/data, case 3, GSM security context, command successful:

Byte(s)
Description
Length

1
Length of SRES (= 4)
1

2 – 5
SRES
4

6
Length of KC (= 8)
1

7 – 14
KC
8

The most significant bit of SRES is coded on bit 8 of byte 2. The most significant bit of Kc is coded on bit 8 of byte 7.
Y
Status Conditions Returned by the UICC

Status of the card after processing of the command is coded in the status bytes SW1 and SW2. This subclause specifies coding of the status bytes in the following tables.

Y.1
Security management

SW1
SW2
Error description

'98'
'62'
‑
Authentication error, incorrect MAC

Y.2
Status Words of the Commands

The following table shows for each command the possible status conditions returned (marked by an asterisk *). Status conditions of GSM and USIM applications are on the left and right sides of the table, respectively.

Table 12.9: Commands and status words
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6C XX

Z
Application Protocol

Z.1
Authentication

The ME selects a USIM and uses the Authenticate function (see 8.16). The response  is sent to the ME (in case of the T=0 protocol when requested by a subsequent GET RESPONSE command).

Annex N (normative): Management of Sequence Numbers

The HE has some flexibility in the management of sequence numbers; some alternative methods are outlined in this annex. At least one of the mechanisms has to be chosen by the HE.
N.1
A mechanism using individual counters on each side

The USIM keeps track of an internal counter SQNMS. To verify that the sequence number SQN is in the correct range, the USIM compares SQN (calculated as decribed above) with SQNMS. If SQN > SQNMS, the sequence number is considered to be in the correct range and the USIM subsequently sets SQNMS to SQN and stores the value of RAND for re-synchronisation purposes.

N.2
A mechanism using a global counter in the HE and two counters in the MS
In this mechanism the USIM keeps track of a counters for PS mode SQNMS/PS and a counter for CS mode SQNMS/CS while the HLR/AuC keeps track of time.

Note 1: 
The HLR/AuC may for instance use as a sequence number the number of seconds t that have elapsed since the start of the year 2000 (GMT). Then, a 32-bit sequence number will suffice for 136 years of operation. When an array of n authentication vectors is generated, the values t, t+1, …, t+n-1 could be used.

Within the USIM, SQN is treated as in the mechanism described under N.1.

Note 2:
When using a time-value to generate sequence numbers it may not be necessary to conceal the sequence number to avoid user identification.

Note 3:
The re-synchronisation procedure is not required in this case, as time can be recovered from any source.

N.3
A mechanism using one individual counter in the HE and a window in the USIM
In addition to the highest sequence number SQNMS it has accepted, the USIM keeps track of which values in a window  [SQNMS – w, SQNMS) it has already accepted. This is done by means of  EFWINDOW (Editor's note: to be specified or is it internal ?). If a sequence number is received that is higher than SQNMS – w  and has not been accepted before, it is accepted and the window is updated accordingly. 

Editor's note: What if the received SQN is larger than SQN-MS ?

Editor's note: Resynchronisation required in this case ? Probably yes. Then need to store RAND !

N.4
A mechanism using a (partly) global counter in the HE and a list in the USIM

In this mechanism the sequence numbers are generated with one of the mechanisms described in N.2 and in N.6. However, the USIM verifies the freshness differently. Instead of keeping track of the highest sequence number SQNMS only, it keeps track of an ordered list of the b highest values it has accepted,. If a sequence number is received that is lower than or equal to the lowest value SQNLO in that list, it is rejected. If however, a sequence number is received that is higher than the lowest entry in the list, but is not in the list it is accepted and included in the list. The lowest value SQNLO in the list is then deleted. This is done my means of EFLIST (Editor's note: to be specified or is it internal ?). 

Editor's note: What if the received SQN is larger than SQN-MS ?

N.5
A mechanism using two individual counters on each side offering protection against wrap around of counters

The sequence number SQN is accepted by the USIM if and only if the following holds for some (: 

SQN > SQNMS (as for alternative C.1) and SQN - SQNMS < ( .

Note 1:
The basic idea of the alternative sequence number handling is that the MS will not accept arbitrary jumps in sequence numbers.

Note 2:
This means that SQNMS can reach its maximum value only after a minimum of SQNmax/( successful authentications have taken place (SQNmax is the maximum counter value)

Conditions on  ( :

(1)
( shall be sufficiently large so that the MS will not receive any  SQN with SQN - SQNMS ( ( if the HE/AuC functions correctly. 


(2)
SQNmax /( shall be sufficiently large to prevent that SQNMS ever reaches SQNmax during the lifetime of the USIM.

Editor's note: Resynchronisation required in this case ? Probably yes. Then need to store RAND !

