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X.1
AUTHENTICATE

X.1.1
Command description

The function initiates the computation of authentication data by the card using a challenge sent from the terminal and a secret stored in the card.

Input:

‑
Challenge

Output:

‑
Response.

12.1.2
Command parameters and data

Code
Value

CLA
As specified in ...

INS
'88'

P1
'00'

P2
See table ...

Lc
See below

Data
See below

Le
See below

Parameter P1='00' indicates that no information on the algorithm is given. The algorithm is implicitly known in the context of the selected application.

Parameter P2 specifies the secret number, as follows:

Table ... Coding of the reference control P2

Coding

B8-b1
Meaning

'1------------'
Specific reference data (e.g. DF specific/application dependant key)

'-XX-----'
'00' 

'---XXXXX'
Reference /Number of secret

All other codings are RFU.

Command parameters/data:

Byte(s)
Description
Length

1-X
Application specific authentication data
X

Response parameters/data:

Byte(s)
Description
Length

1-Y
Application specific response
Y

Y
Status Conditions Returned by the UICC

Status of the card after processing of the command is coded in the status bytes SW1 and SW2. This subclause specifies coding of the status bytes in the following tables.

Y.1
Security management

SW1
SW2
Error description

'98'
'62'
‑
Authentication failure, application specific





Y.2
Status Words of the Commands

The following table shows for each command the possible status conditions returned (marked by an asterisk *). Status conditions of GSM and USIM applications are on the left and right sides of the table, respectively.

Table 12.9: Commands and status words
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90 00
























91 XX

















*






9F XX

61 XX#
























93 00
























92 0X

















*






65 81
























94 00
























94 02
























94 04

















*






94 08
























98 02

















*






69 82
























98 08
























98 10
























98 40
























98 50

















*






98 62










































*






67 XX

















*






6B XX
























6D XX

















*






6E XX

















*






6F XX
























62 81
























62 83
























62 82
























62 84
























62 00
























63 CX
























69 81

















*






69 84

















*






69 85
























69 86
























6A 81
























6A 82
























6A 83
























6A 84
























6A 85

















*






6A 86
























6A 87

















*






6A 88
























6C XX

