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1. Introduction
This document contains the outcome of the splinter group session on 31.101 during the plenary in Kyongju Korea.  

2. Multi-application card definitions

During the 31.101 splinter group session is became apparent that there was no harmonised view on the term multi-application card thus the following definitions where made regarding what we are intended to create a specification for:

Application: 

Two different definitions for the term application was proposed:

1. Based on GSM 11.11:  “An application consists of a set of security mechanisms, files, data and protocols (excluding transmission protocols).”

2. Based on 3GPP 22.121: (a slight modification of the following two defintions?) 1“Service Capability Feature: Functionality offered by service capabilities that are accessible via the standardised application interfaceServices: Services are made up of different service capability features.” 2 “Applications / Clients: These are services, which are designed using service capability features.”

Selectable application:

An application which is selectable by an AID according to the process described in ISO/IEC 7816-4 over the ME-UICC interface. 

Toolkit application:

An application which may be used during a USIM session. 

Card session: 

A link between the card and the external world starting with the ATR and ending with a subsequent reset or a deactivation of the card.

Selectable application session:

A link between the application and the external word during a card session starting with the application selection and ending with deselection or termination of the card session.

Toolkit application session:

Toolkit application session only exists during the USIM session.
USIM session:

USIM session is a selectable application session.

Application deselection:

Multi-application card:

A card which can have more than one selectable application and/or toolkit applications.

Multi-session card: 

A card which supports more than one concurrent selectable application sessions during the card session. 

The definitions listed above in Italics needs more clarification.

3. Application interworking scenarios in a multi-application card

To further qualify the term multi-application card the following application interworking scenarios where identified:

1. A multi-application card (according to the definition above), i.e. where the same card can execute more than one selectable application sessions (possibly including toolkit sessions) but not concurrently, e.g. a bank, USIM1 or USIM2 applications may reside on the same card.

2. A multi-session card, a card where more than one selectable application session (possibly including toolkit sessions) could be active at the same time, e.g. USIM1 and a banking application.

3. A card according to the first definition but where a toolkit application may make it possible to access other selectable application data, e.g. it might be possible to access bank data residing in the bank selectable application from a USIM application. In this interworking scenario the banking application could work as both a selectable and a toolkit application.

It was agreed that the type of card to be specified by T3 depended heavily on the interworking scenarios and the security assigned to a selectable application.

4. Security for a multi-application card

Two different proposals for the access condition PIN were discussed.

4.1 PIN proposal 1 based on T3-99292

In this proposal a master PIN is defined and each selectable application has a specific PIN. It is possible to enable and disable both types of PIN.

4.2 Global PIN proposal

In this proposal only two PINs exist. The two PINs are card related PINs, one is used for getting access to applications residing in the card and the other is used to temporarily invalidating applications. 

With this proposal a cardholder would invalidate all applications before he lends his card to someone and rehabilitate the applications when the card is returned.

4.3 Global PIN variant

A variant of the proposal in 4.2 was an idea to assign global PINs to applications in the card, i.e. if an application uses two application specific PINs they would be global PINs. This would in effect also cover the proposal in 4.1 as a global PIN may be used as access condition for more than one application.

One advantage of using a global PIN approach is the security status for an application is not terminated, when the application is deselected.

Regarding the need for logical channels this could imply the following:

1. There may not be a specific need for logical channels. However this had to be coupled with the notion that the card belongs to one user

2. There would be no separate security for logical channels; thus it may be easier to implement the logical channels? – It is the understanding in e.g. the WIM specification that the security of an application is lost if the application is deselected/ the logical channel is closed!

The concept of a global PIN is specified in the ISO 7816 series, but as it is not clearly known it was decided to make investigations to clarify the meaning.

Another impact of the usage of global PINs is that there will be a need to clearly define how to terminate the access condition for a specific global PIN, would this be terminated when an application is terminated or. ?

4.4 Logical channels and security

From a card manufacturers point of view the requirement to support logical channels has a big impact on the implementation furthermore it was pointed out that ISO 7816 series are not absolutely clear in the definition of the logical channels especially the security was not considered as fully described.

At the meeting there where a lot of discussions on the need for logical channels or not, both in the short term (R99) and in the longer term R00+. It was concluded that the need for logical channels depends on which security model (as depicted in 4.1, 4.2 and 4.3) was chosen.

Regarding the need for logical channels due to security the following was noted:

Proposal 4.1:
This idea is based on logical channels since one application must have it’s own logical channel.

Proposal 4.2:
Since the card belongs to one user and there is no application specific PIN there would be no need for logical channels for security reasons.

Proposal 4.3
The same as for 4.2.

Apart from the security the logical channels have another “nice” feature, namely that it provide a file pointer for each channel, a feature that provides speed enhancements when more than one application is active at the same time. Regarding proposals 4.2 and 4.3 it was asked whether the logical channels would be easy to implement if the global PIN approach was taken.

4.5 Advanced access condition handling

During the discussions it was pointed out that in the ISO 7816 series there are definitions for defining more advanced access conditions than the security defined in GSM. It is e.g. possible to create a logical OR access condition, this could be used for DFTELECOM where the access condition PIN could be verified if one or more USIM access conditions were verified. 

5. UICC environment setting

The input paper T3-99292 proposed an environment setting command to be used to indicate to the card that it must operate in a “UICC mode”, i.e. a mode where the applications would act according to 31.101.

The background for the environment setting stems from the following problems that has to be solved:

Due to backward compatibility with GSM the UICC must be able to “behave” as a GSM phase 2 SIM card. 

This means that it must be able to support all the GSM 11.11 and 11.14 command set and return status information according to this. 

The command set and the status information coding in 31.101 is different from GSM 11.11 as well as the means to select the new USIM application.

The environment setting was seen as a means of indication to the card that it must work in a specific environment.

The environment setting idea raised some discussion of the need for such an “extra” command as one delegate stated that the usage of a class byte showing ISO compliance (CLA = ‘00’) would have the same effect as GSM commands all start by a class byte ‘A0’. However a new input paper T3-99322 supported the environment idea.

There where no real conclusion at the meeting as to which of the proposals should be chosen.

6. Simultaneous support of GSM and USIM command set

As a part of the environment setting discussion it was also discussed whether the card should be able to support both GSM and USIM command sets in a card session.

Basically there where two views on this;

One supporting the environment view stating that its should not be possible to have a GSM and a USIM session in parallel, i.e. when an environment was established it should not be possible to send commands from the “other” environment. Taking the figure in T3-99292 into account, this would provide a kind of firewall between the GSM SIM and the USIM applications.

Another view claimed that it should be possible to send both GSM and USIM commands at any time.

ACTION POINTS

AP#
Description
Responsible

1
Provide an input paper clarifying the global PIN concept
Schlumberger

1.1
Investigate the impact of the global PIN on the card implementation
Smart card manufacturers

2
Clarify  the OR relation for access conditions - see 4.5
All 

2.1
Investigate the impact of the card implementation of the OR relation defined in AP2 including processing and memory issues
Smart card manufacturers

3
Access condition coding – should we use special security TLV objects defined in ISO 7816 or go for a GSM like approach by coding it in the TLV object with tag ‘85’ 
All

4
How do we indicate/find to the user/ME which PIN(s) to verify?
All

5
Proof reading 31.101 v1.0.0 from a technical and requirements (as stated in 3G 21.111) point of view
All

6
In 31.101 v1.0.0 it seems as if speed enhancement is optional – according to 21.111 it is mandatory thus the text in Ch. 6.3.2 should reflect this
Schlumberger?

7
If the global PIN approach is taken, i.e. there is no security issues related to a logical channel – would this make the implementation of logical channels easier?
Smart card manufacturers

8
The definition of the application deselection procedure must be clearly defined.
All

9
What kind of card are we specifying – a multi-application or a multi-session card?
All

10
Provide more comprehensive definitions for the definitions in 2
All

11
Provide an updated version of 31.101 with CWI changed to a range 0-5
Peter Vestergaard, NOKIA

NOTE: Please feel free to provide information/clarification before plenary#10 in Austin – in fact it would be highly appreciated!

DECISIONS needed at latest at plenary#10 in Austin

DN#
Description

1
What kind of multi-application card are we specifying – see Ch. 3

2
Do we use the global PIN concept

2.1
If we use the global PIN concept which of the proposals outlined in 4.2 and 4.3 should we use

3
If the proposal outlined in 4.2 is taken there must be procedures for invalidating and rehabilitation applications – this must be part of the access condition coding.

4
Coding of access conditions

5
Do we include logical channels in R99

6
Should we support SELECT by partial AID (used in e.g. EMV)?

7
We need to decide upon the coding of the CLAss byte – this should be done when the complete set of commands have been agreed upon

8
Do we need to have partial read for the READ/UPDATE RECORD command?

9
We need to decide on the environment setting vs. class byte coding.

10
The application selection procedure must be defined (this depends on, e.g. logical channels and the PIN approach).

11
Should it be possible to have a GSM and a USIM session running in parallel (please consider the figure in T3-99292).

12
In 31.101 v1.0.0 Ch. 7.3.1.1.4 there is an “interesting” note that in case 4 the Le should be set to ‘00’ only – shouldn’t this be an option?

NOTE: it should be quite clear to all that we must take the decisions in Austin thus it would be a good idea if everyone has a clear view on the issues – please provide your comments on the reflector beforehand so that everybody knows the standpoints of all.



















