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1.
 Scope

This recommendation describes the functionality and requirements of the UIM (User IdentityModule) used within IMT-2000 mobile terminals and the UIM - MT signalling requirements.  Only the requirements necessary to support global roaming and inter-operability between different family members of IMT-2000 are specified here.  Requirements which are related only to individual family members are outside the scope of this recommendation.

The User IdentityModule (UIM), provides functions to support user security and services.  These functions may either reside in a removable physical device for a mobile terminal or be integrated into the physical mobile terminal.  A non-removable UIM is functionally equivalent to a removable UIM. 
The UIM - MT signalling requirements in this recommendation apply only to removable UIMs.

A roadmap for Q.1741 standardisation is proposed in section 5.

2.
References

1. ITU-T [draft recommendation] Q.1702, Framework for IMT-2000 networks

2. ITU-T [draft recommendation] Q.1711, Network Functional Model for IMT-2000

3. ITU-T [draft recommendation] Q.1721, IMT-2000 Information Flows

<Editor’s note: Ref 1 and 2 are completed, Ref 3 is currently being progressed by ITU-T SG 11 WP 3.>

4. ITU-R Recommendation M.1078 Security Principles for Future Public Land Mobile Telecommunications Systems (FPLMTS)

5. ITU-R [Draft New] Recommendation M.[Doc. 8/2], Evaluation of Security Mechanisms for Future Public Land Mobile Telecommunication Systems (FPLMTS).

6. ITU-R [Draft New] Recommendation M.[Doc. 8/3], Vocabulary of Terms for Future Public Land Mobile Telecommunication Systems (FPLMTS).

7. ITU-T [Draft New] Recommendation F.SFEA (F.116), Service Features in Future Public Land Mobile Telecommunication Systems (FPLMTS).  

<Editor’s note: This Draft New Recommendation is currently being progressed by ITU-T SG 2.>

8. ISO 7816-1, 1987: "Identification cards - Integrated circuit(s) cards with contacts, Part 1: Physical characteristics"

9. ISO 7816-2, 1988: "Identification cards - Integrated circuit(s) cards with contacts, Part 2: Dimensions and locations of the contacts"

10. ISO 7816-3, 1989: "Identification cards - Integrated circuit(s) cards with contacts, Part 3: Electronic signals and transmission protocols"

11. ISO 7816-4, 1995: "Identification cards - Integrated circuit(s) cards with contacts, Part 4: Interindustry commands for interchange"

12. SG 2 Recommendation on E.212 (Revised)

13. SG 2 Recommendation on E.164 (Revised)

3.
Definitions

Authentication: a property by which the correct identity of an entity or party is established with a required assurance. The party being authenticated could be a user, subscriber, service provider or network operator.

Authentication algorithm parameters: Input parameters to the authentication algorithm used in the computations to produce the authentication response. If this response computed in the UIM (whether permanent or removable) matches the corresponding response computed in the AMF (Authentication Management Function), the authentication passes, otherwise authentication fails. 

(The following alternative definition was proposed but needed clarification: input parameter,s required by the authentication algorithm residing in the UIM, are used to compare and produce the authentication response. The authentication procedure is passed if and only if the response returned from the UIM (whether integrated or removable) matches the corresponding response computed in the network.)

Authentication key: A  user secret data used for authentication.

Editor’s note: Note that the SSD which is used for ANSI-41type authentication is not permanent, but is updated periodically – the update period is decided by the operator. The Ki authentication key used in GSM is permanent.

Cipher key: a code used in conjunction with a security algorithm to encode and decode user and/or signalling data.

Confidentiality: the avoidance of disclosure of information without the permission of its owner.

IC Card: a card holding an Integrated Circuit containing user, authentication and/or application data for one or more applications.

IMUI: International Mobile User Identity (e.g. IMSI), used to address a mobile terminal and the mobile user uniquely to a service provision function.

Integrity: (in the context of security) is the avoidance of unauthorised modification of information.

LAI: The Local Area Identifier identifies the area in which the mobile terminal is located in the visited network.
PIN: Personal Identification Number used toby the Mobile Terminal and the UIM for the verification of the identity of the user before giving access to the subscribed services if the PIN feature is activated. The PIN feature can be activated and deactivated by the user.

PIN Error Counter; The number of retries that the user can present or enter the PIN incorrectly before the PIN is blocked. Once the PIN is blocked, the service provider can instruct the user of how to unblock the PIN. (Note: This text needs some refinement.)

PUK: A PIN unblocking code that is to be used to re-validate the PIN when the PIN is blocked.

Security: the ability to prevent fraud as well as the protection of information availability, integrity and confidentiality.

Service: set of functions offered to a user by an organisation.

Service Provider: an organisation which has a contractual relationship with the subscriber for overall provision of service capabilities, and directly bills the subscriber for them. Services include basic telecommunications facilities from network operators and value added services from both network operators and third party value added service providers.

Status of UIM (blocked, unblocked)

TMUI:

IMT-2000 number: A number that uniquely identifies an IMT-2000 user and is used to place, or forward, a call to a user, or to identify a user upon call origination.

(Note: E.164 MS ISDN Number may be applied for this.) 

4.
Abbreviations and Acronyms

CN
Core Network

IMUI
International Mobile User Identity

ISO
International Organisation for Standardisation

LAI
Location Area Identity

MMI
Man Machine Interface

MT
Mobile Terminal

NO
Network Operator

PC
Personal Computer

PCMCIA
Personal Computer Memory Card International Association

PIN
Personal Identification Number

PUK
PIN Unblocking Code

RAN
Radio Access Network

SP
Service Provider

TMUI
Temporary Mobile User Identity

UIM
User Identity Module

5.
General
The User Identification Module (UIM), provides functions to support user security and services.  These functions may either reside in a removable physical device for a mobile terminal or be integrated into the physical mobile terminal.  A non-removable UIM is functionally equivalent to a removable UIM. 
The UIM - MT signalling requirements in this recommendation apply only to removable UIMs.

The functional communications of the UIM are described in section 5.1, a roadmap for Q.1741 standardization is proposed in section 5.2.

5.1 Functional Communications of the UIM

In the figure below the functional communication of the UIM with other parts of A IMT-2000 system is depicted. The UIM communicates with the Mobile Terminal, the visited Core Network and the home Core Network.


Figure 1/Q.1741 – Functional Communications of the UIM in a IMT-2000 system
5.1
Roadmap

The standardisation of this recommendation should follow the following roadmap :

1. Identification and specification of UIM functionality

2. Definition of the logical model of the UIM.

3. Definition of the physical model of the UIM.

4. Definition of the UIM - MT interface.

Done during the meeting in Ottawa.
6.
UIM Functionality and Requirements      

6.1
UIM Functionality

The UIM shall support the following functionality:

6.1.1
Security related functionality:

· .
· Authentication between the UIM and the network.  One or more authentication algorithms and their associated parameters may be supported.  A valid UIM shall be present in the Mobile Terminal to access services in an IMT-2000 network with the exception of making emergency calls.

· Value-added-services application security, e.g. authentication of prepaid services

· Ciphering parameters to prevent eavesdropping

· Temporary Mobile User Identity to ensure privacy of the user

· Multiple access privileges that are configurable by the service provider for each information file stored in the UIM

6.1.2
Network related functions

· Procedures that are not clearly user dependent and may be directly caused by the interaction of the MS and the network shall be supported.

· Procedures that are automatically initiated by the MS, (eg some forms of location updating) shall be supported. 

· Service profiles shall be owned by the service provider/network operator who can delegate or authorise  the user to read or modify certain service parameters in the service profile. The user's service profiles stored on the UIM will contain parameters associated with the services that may be used.  These parameters are required by the terminal, the network/or the service provider to ensure that the services are provided and in particular that they are presented in a uniform manner to the user. These service profiles may be stored on the UIM and/or transmitted by the service provider and the user shall be able to modify parameters in the service profiles. 

· Over-the-air service provisioning and updating may be supported.

6.1.3
Other UIM Applications

· Also other applications than the UIM can be hosted, like e.g. applications like UPT, credit service and electronic banking. Each application shall reside in its own domain (physical or logical). It shall be possible to manage each application separately. The security and operation of an application in any domain shall not be compromised by an application running in a different domain.

· Applications should be able to share some information such as a common address book 

· The UIM will be capable of multitasking, such as sending or receiving data from the terminal whilst also engaged in a call.

· It shall be possible for entities either within or outside of the serving network to communicate directly with the UIM.  These communications shall be two way and initiated from either end with or without user interaction.  The information passed may be informative data, executable code, service parameters etc. .  An example of the use for such data would be in the support for software defined radio.

The support of external applications requires that a script or a description language has to be identified.

After powering on the Mobile Terminal (or after inserting the UIM) the capabilities of the terminal and of the UIM (especially related to the Service Profiles) shall be negotiated. If the terminal can not satisfy (all of) the requirements of the UIM, this shall be indicated to the user.

6.2
UIM Requirements

6.2.1
Information Storage Requirements

The UIM must contain a storage for the following information: 

Editior’s note: During the meeting in Ottawa we decided that these tables should be combined with the tables in the Annex,.

Table 1: UIMD. One occurrence of the “UIM descriptor” (general Aspects of UIM)

Information
Requirement


1.
Protocol revision number
Mandatory

2.
PIN
Mandatory

3.
PIN error counter
Mandatory

4.
UIM access status (blocked/unblocked)
Mandatory

5.
UIM general programming lock (UIM-GPL), a code which locks any programming of any data on the UIM)
Mandatory

6.
UIM general programming lock owner (uniquely identify the owner of the UIM-GPL)
Mandatory

7.
UIM mobile network data programming lock (UIM-NDL, a code which locks any programming of mobile network related data)
Mandatory

8.
UIM mobile network data programming lock owner (uniquely identify the owner of the UIM-NDL)
Mandatory

Table 2: UIMN. One or several occurrences of the UIM specific PLMN data ( related to a specific subscription):

Information
Requirement

1.
Specific PLMN programming lock (SPPL)
Mandatory

2.
Specific PLMN programming lock owner (uniquely identify the owner of the SPPL)
Mandatory

3.
Optional services list

Mandatory

4.
International Mobile User Identity (IMUI)
Mandatory

5.
Temporary Mobile User Identity (TMUI), for user confidentality and data lenth reduction
Mandatory

5a. TMUI assignment source ID (identifies SDF which assigned TMUI)
Mandatory

5b. TMUI expiration timer (to provide anhanced user confidentiality)
Optional

6.   Secret Key Ku (for user  authentication)
Mandatory

7.   Secret Key Ku’ (for ciphering key generation)
Mandatory

8.
Home PLMN
Mandatory

9.
List of PLMNs for roaming
Optional

10.
Network access control class (regular subscriber, emergency services, operator maintenance staff)
Mandatory

11.
Subscribed to User Zones

Optional

12.
Network Identity of the last network accessed before power off
Mandatory

12.
Location area of the last network accessed before power off
Mandatory

13.
Cell ID of the last cell accessed before power off
Mandatory

14.
Last geographical position (in geographical coordinates) of the MT before power off
Mandatory

15.
Last RF configuration before MT power off

Optional

16.
Preferred language
Optional

17.
Abbreviated dialing number list
Optional


18.
Call screening
Optional

19.
Last N calls (incoming and outgoing) information (i.e. phone number, duration, cost)
Optional

Table 3: UIME. More sophisticated UIM can support part or all of the UIM Extensions:

Information
Requirement

a)
Fixed IP address
Optional

b)
Dynamic IP address
Optional

c)
Authentication key for data services

Optional

d)
Mobile manufacturer identity
Optional

e)
Pre-paid service information (i.e. remaining amount to be used)
Optional

f)
SMS storage
Optional

g)
Cell broadcast screening parameters
Optional

h)
Applet

Optional

i)
Other information or algorithms not related to the wireless network (e.g. encrypted storage of banking or other services passwords/PINs, Social Security Number; long distance calling card; credit/debit card information; electronic purse; public transportation access card; toll road toll card; etc.)
Optional

Further requirements are still under study.  Changes to these requirements may be proposed in the future.

Editor’s note: This section is alligned with table C.1 (Data elements in UIM re. Q.FIF) of  appendix D of Q.FIF.NB: Appendix D will be transferred to Q.FSU.
7.
Logical Model of the UIM 

This section contains the logical model of the UIM.  Aspects of the logical model include Non-volatility; user related information; security parameters; location information; file identification system; data accessibility; storage capabilities; processing capabilities.  

7.1
Management of Identities and Profiles

Multiple subscriptions/UIM etc.

Editor’s Note: Contributions for this section are solicited. Relates to e.g. IMUI, TMUI, IMSI, TMSI, IMT-2000 Number). Should be in line with Appendix E of Q.FIF (Allocation and Usage of identities). 
7.2
Multi-application Aspects

Examples of multi-applications are databases (e.g. telephone books), service profiles (e.g. controlling divert information), users preferences (e.g. short dialling codes) and SP- specific parameters inside a UIM application (e.g. call barring tables).

Editor’s Note : Are these necessary?  Apart from some aspects regarding service profiles, the examples are all family specific.

Editor’s note: During the Sophia Antipolis meeting it was  agreed to insert the following text in Q.FSU  as a first draft on UIM-MT Interaction. It is captured as section 7.3 below and could be rearranged to more relevant sections in the future.

7.3
UIM-MT Interaction

The UIM shall support the standard protocol defined in ITU-T for the communication with the MT.

Editor’s note: It is suggested to replace “defined” in the sentence above by “agreed”, in order to make clear that ITU-T  may use existing or enhanced ISO protocols. 

Editor’s Note : In view of the time scales, conformance to existing ISO standards is desirable [8-11].  However, studies need to be performed with regard to the amount of data, processing capabilities, power etc that the UIM functionalities and requirements will impose on the UIM to assess the suitability of existing (or developing), ISO standards. 
For sophisticated UIM supporting applets, the UIM might actively interact with the MT, requesting services from the MT such as:

-
to dial a phone number provided by the UIM

-
to obtain/send data information from/to a given IP address

-
to display data on the handset display, to emit a given sound through the phone loud speaker (e.g. alarm sound)

Other approaches for UIM/MT interaction are under study.

These features will require extensions to the basic communication protocol between the UIM and the MT. The extensions will not be supported by all UIMs or all MTs. Capability descriptors in the UIM and the MT (e.g. the UIMN Optional Services List in the UIM) allow the two devices to learn about their respective capabilities.

In some cases, the MT might not be able to support services requested by the UIM. For instance, let’s consider a UIM containing a stock trading applet which requires a Wireless Application Protocol (WAP) connection to the stockbroker server to perform trades. If this UIM is plugged in a voice only MT which does not have any WAP capability, any attempt by the subscriber to trade stocks using the UIM resident applet, will have to be rejected, because of the absence of the necessary capability in the MT.

8.
Physical Model of the UIM

Editors note: Here we have to introduce the concept of a “IC card” which can contain multiple UIMs as well as other applications like UPT, electronic banking, etc. The functionality of a removable “IC card” should be equal to the functionality of a non-removable “UIM”.

Contributions are solicited.

Editors note: These aspects may be covered bya cmtribution on the logical model.
8.1
Electrical Interface

Aspects of the electrical interface that require elaboration include  operating voltage; data transfer rate; driven interfaces; clock frequencies etc.

Editor’s note: - Requirements are already in section 6.2

                      -  Reference should be made to [10, 11]
           

8.2
Mechanical Interface

Editor’s note: - Requirements are already in section 6.2

                      -  Reference should be made to [8, 9]
           

9.
Security 

Security requirements for the UIM can be separated into three areas.  Security related to the presence of the UIM, security related to data access, and the security functions performed by the UIM.

9.1
Security related to the presence of the UIM

· The user shall be unambiguously identified, therefore the UIM shall be physically present in order to make use of any services except for emergency calls and totally free services which do not acquire user identification.

· If the UIM is removed from the mobile terminal during a call or calls, the call(s) shall be immediately terminated.

9.2
UIM Data Access Control

External access to the data and functions within the UIM can be controlled in different ways.  A conventional method is that using PINs but with evolving technologies a number of biometric techniques could be used to authenticate the user and allow access to particular areas of the UIM.

Verification of the all accesses shall be performed by the UIM itself and not delegated to another entity (for example the terminal).

Different types of data that could be stored on the UIM include : 

TABLE 1/Q.FSU - UIM DATA CLASSIFICATIONS



Type
Description

1
Data that only has to be used within the UIM and therefore never accessed from an external source
eg data for authentication of a user (keys, cryptographic algorithms,...)

2
Data that are permanent identities or other values/parameters that are not allowed to be changed
eg permanent user identities which must remain fixed for a period of time like IMUI.

3
Data that are temporary identities or other information that only are allowed to be changed by the service provider / network operator  eg (TMUI), user profile, services/applications (for telecommunication), other non-telecommunication applications.

4
Data that are temporary identities or other information that are allowed to be changed by the service provider / network operator or delegated to the user eg some user profile parameters, services/applications (for telecommunication), other non-telecommunication applications parameters

5
Data that the user himself has stored on the UIM and is only allowed to change  eg PIN for authentication to the UIM, telephone numbers/addresses, abbreviated dialling numbers

These data may be provided by the service provider/network operator at the time of provision of the UIM or over the air if new services, additional data, processes and security mechanisms need to be established.

These different kinds of data shall be protected by corresponding security measures to protect the stored information against unauthorised access, modification, manipulation e.g. :

· Physical/logical techniques for type 1 data

· Logical measures such as access rights, PINs or authentication for types 2 - 5.

· Authentication of the network/service provider if type 1 - 4 data is accessed by the network/service provider.

Applications in the UIM shall reside in their own domains (physical or logical).  It shall be possible to manage each application on the card separately and the security and operation of an application in any domain shall not be compromised by an application running in a different domain.

The extensive functionality of the UIM will require significant amounts of data to pass across the UIM - terminal interface.  This interface shall be protected against unauthorised access, manipulation, modification of the data passing across the interface and manipulation of the interface itself.

9.2.1
Service Provider Access

For the information types 1 - 4 in Table 1 above, only service providers shall be allowed read or modification access, (after authentication of the accessing party by the UIM) to the data.  Mechanisms shall be provided to ensure that while UIM data is being modified data read from the UIM is valid (lock out mechanisms).

9.2.1.1
Uploading of Data to the Network

When the user modifies data on the UIM (type 4/5 data), mechanisms shall be provided to guarantee alignment of corresponding data in the network.  This may require mutual authentication.

9.2.1.2
Downloading of Data from the Network 

9.2.1.3
Identities and Profiles 

A number of functions will require non-volatile storage on the UIM.  The requirements on the functions are as follows:

· The network may need to establish the identity of a service provider providing service(s) to the user. The UIM shall contain sufficient information to allow the network to perform this.

· The UIM shall contain sufficient information to allow the service provider to identify the subscriber and/or user.

· The UIM shall contain sufficient information to allow it to identify the service provider/network operator.  Where services are obtained from different service providers, provision shall be made for each service provider to be identified separately.

· Where there is more than one subscription to the same service provider for the same service, e.g. business and personal, provision shall be made for the user or the UIM or the terminal to select the appropriate identity for the call based upon service capability.

· It should be possible to update UIM specific information over the air, e.g. service profile information, algorithms, etc.

Editor’s Note : Multiple instances of the UIM may be required.  This will impose additional security requirements which are for further study.

9.3
Security Functions Performed by the UIM

Functions performed by the UIM include :

· Storage of Information related to security

· Storage and  execution of cryptographic algorithms

· Verification of  the results of cryptographic algorithms

· Authentication by the service provider/network operator of the user when required

· Authentication of the service provider/network operator.

· Ciphering of user traffic when required *

* Editor’s Note : It was decided not to delete this function yet as proposed in the contribution based on processing requirements of the UIM.  Further study is needed to understand ciphering requirements, and to consider newly proposed work to develop Q.FIS (Framework for IMT2000 Security).

10.
UIM - MT Interface

10.1
Transport Protocol

Editor’s Note : In view of the time scales, conformance to existing ISO standards is desirable [8-11].  However, studies need to be performed with regard to the amount of data, processing capabilities, power etc that the UIM functions and requirements will impose on the UIM to assess the suitability of existing (or developing), ISO standards. Perhaps it is necessary to send a liaison statement to ISO.

Editors note: Contributions for this section are solicited.

Temporary Annex A
Editor’s note: This temporary Annex contains proposed contents for sectiosn 6.2 to 7.1, not discussed at the Cheju meeting. Delegates asked for an opportunity to review both  the original Tables of  section 6.2 and the newly proposed ones, to make sure that all desired information is included. The goal is to finalize these Tables at the September 1999 meeting in Ottawa. Contributions are invited to finalize the Tables as well as to provide brief descriptions of the information in the Tables to clarify their meaning and their use/s.)

6.2
UIM Requirements

6.2.1
Information Storage Requirements

 The UIM should provide memory to store the recommended parameters and information listed in the tables depicted below.


The UIM shall provide storage for data required for UIM management, for accessing the network, and for the user 's subscribed services.  These information are listed in the following tables:
Table 1: Data required for UIM Management

Information
Comments

1) UIM Identification


2) UIM phase identification


3) Value-added-service application identifications list
Optional

4) Personal Identification Number (PIN) #1
Maintained by user

5) PIN #1 Error Counter and Unblocking Code (PUK1)
Unblocking code is maintained by the service provider

6) PIN #2
Maintained by service provider

7) PIN2 #2 Error Counter and Unblocking Code (PUK2)
Unblocking code is maintained by the service provider

8) Administrative Codes (up to 5)


9) Over-the-air service provisioning and updating security parameters
See Annex-B for more details

Table 2: Network data

(Optional data are explicitly stated)

Information
Comments

1) International Mobile Subscriber Identity (IMSI)


2) Temporary Mobile Subscriber Identity (TMSI)


3) UIM service table


4) Language preference


5) Ciphering key


6) Preferred PLMN roaming list and associated parameters
Optional

7) Home PLMN search period


8) Access overload class


9) Forbidden PLMNs
Memory is allocated but default initialization is optional

10) Location information


11) Administrative data


12) Data services ciphering key


13) Data services location information


14) Advice of charge counters, price, and currency (an option for implementing a prepaid service)
Optional

15) Authentication algorithm parameters
One or more authentication algorithms may be supported

16) Mobile Terminal electronic serial number
Optional

17) Service provider name
Optional

18) Group identity
Optional

19) Message Category
Optional

20) Broadcast control channel


21) Other non-listed mandatory and optional network information
See Annex-A for more details

Table 3: Services data

(This table contains only optional data)

Information
Comments

1) Abbreviated dialing number


2) Fixed dialing number


3) Short messages


4) Bearer capabilities configuration parameters


5) Mobile Station International Mobile Dialing Number


6) Short message parameters


7) Short message status


8) Last number dialed


9) Service dialing number


10) Barred dialing number


11) Mobile IP parameters


12) Information of last N successful incoming calls
May be used for special billing

13) Information of last N successful outgoing calls
May be used for special billing

Further requirements are still under study.  Changes to these requirements may be proposed in the future.

.







Temporary Annex B: Living list of issues for joint Q.FIF and Q.FSU work
Q.FIF 6.1.1:  UIM holder verification: UIM data storage: PIN. Explain how PIN is first entered into UIM? In what type of processes is this procedure used? I.e. When does MT request “PIN verification” to user? Explain activation and deactivation of the PIN feature. Verify if PIN is a Mandatory or Optional IE.

Q.FIF 6.1.2:  User authentication procedure: UIM data storage: IMUI, TMUI, triplets or Authentication Key. How does UIM get supply of triplets? Status of IMUI data, is it different from the user-known directory number or is it a hidden data? Any description of authentication calculation etc. in Q.FSU (Security section)?

TMUI assignment: This requires TMUI update in UIM.

SSD update: Q.FSU security should indicate how SSD is updated and managed, in more detail than in Q.FIF. See note in section 3 of Q.FSU.

Call History Count: Verify this data storage.in UIM. 

Q.FIF 6.2.2  Subscriber data management: Is user profilestored  in UIM?

6.2.5  Identity retrieval and update:  Verify that UIM stores TMUI, LAI & IMUI

6.2.8.1  Terminal location registration: Is there any UIM-CN interaction? If so, verify LAI data update in UIM.

6.2.8.4  Detach: This modifies MT status in UIM & CNh. Verify that UIM data storage has MT status.

6.2.9  Location data fault recovery: Appears to overlap with 6.2.4. What about location data in UIM, could it be unreliable or is it a master data?

Q.FIF 7.1.1  Mobile outgoing call: Need to clarify the role of the UIM at o/g call, e.g. how is speed dialling provided? Does UIM data storage include speed dialling data?

7.1.4   Mobile incoming call: Does UIM store a data called “roaming number”, if so what exactly is this?

Q.FIF 8.1.1  Change of service: Verify how, if at all, UIM is involved in this procedure. 

8.1.2   Adding a medium during a call: Initiated by MT to CNv. MT later updates UIM. Why does this involve the UIM? Any data storage required in UIM?

8.1.3   Removing a media during an active multimedia call: This involves MT updating UIM. Verify what data is updated.

8.2.3   Packet data service session termination (MT or ntwk initiated): Can be either MT or CN initiated. Verify if there is any role for the UIM here.

Q.FIF 9.2   Direct Home Command: All IFs are shown across CN’s. Are there interactions with MT and UIM also. If so, what UIM data is involved?

Q.FIF SECTION 10: Messaging Service Applications

It is assumed that UIM has memory to store received messages. Verify UIM storage for SMS.

10.1.1  SMS Notification Transfer: In this procedure what happens if UIM memory is full?

10.1.2  MT originated short message: Short message may originate from UIM. Is this from a menu of short messages? Verify if UIM has a menu of short messages. Need to distinguish between this menu and memory for received short messages. Confirmation of message delivery to destination MC is returned to MT (and UIM also if appropriate), verify what UIM data this changes. 

10.1.3  MT terminated short message: Explain how UIM message storage is involved.

10.3   Message Waiting Notification: (MWN) When is MWN stored in UIM & in that case, is it text or voice?

Q.FIF 11.1   Supplementary Services Control Procedures

11.1.1   Get password SS: CNh asks for password via CNv to MT and on to UIM. UIM responds with password. Why is UIM involved in this? Is it not  that  user enters password  by key strokes & these are sent to CNh, as indicated on pg 11:192 FEA22? Does UIM data include password?

11.2   Remote SS control: Involves CNv – CNh interactions, with tone announcements to MT/UIM. Is this included in UIM functions? And what does UIM do with received tone announcements?

Q.FIF SECTION 12: Inter-system fault recovery (empty) Is this expected to include MT and or UIM? If so, what UIM data are involved? And in which procedures?

Q.FIF SECTION 13: Charging Information Handling

This is to provide advice of charge, call duration etc. to user from CNh via CNv. Details are empty. This is awaiting inputs from JQG6. Is this the UIM advice of charge data?

Q.FIF SECTION 14: Definition of Information Elements (IEs). Ensure that UIM data storage includes all IEs that reside in UIM.

Appendix C: Transferred to Q.23/11 to be considered in Q.FSU. This is data storage requirements at UIM & is better placed in Q.FSU.

Appendix D: Move to Q.23/11 for Q.FSU, deals with Identities in UIM (IMUI, TMUI) & is relevant for Q.FSU.

Appendix F: A-key generation for shared secret data (SSD) based authentication. This requires A-key generation in both UIM & CNh (LMF/AMF). Verify that Q.FSU covers A-key generation adequately.

Appendix G: Signalling function:  OTASP (This may be  included  in the body of Q.FIF, e.g.  under Service Activation).

OTASP (Over The Air Service Provisioning) is one of the OTA (Over The Air) services, to activate new subscribers. It uses the UIM data Init-IMUI provided at manufacturing time, clarify if this applies only to new integrated UIMs. Explain status of the Init-IMUI data, Is it confidentially stored inside the UIM? or is it advertised on the package? How does CNh identify this IMUI for A-key generation? Does UIM data storage include a separate field for Init-IMUI or is it just the IMUI field?

Once a user has bought a new MT (& UIM), there are 4 main steps:

A.1   Invocation of Activation with desired service provider (i.e CNh): User dials OTASP feature service code + CSC tel no. of CNv, as advertised on MT package. CNh sends Activation IMUI to MT. UIM returns Init-IMUI again for A-key generation. Explain what UIM does throughout this procedure, especially which UIM data are changed.

A.2   A-key generation for initial UIM authentication: This UIM authentication is done by sending a special secure authentication key (using Diffie-Helman public encryption algorithm) to the UIM. (Need to clarify this sentence relative to the next one which appears elsewhere in App. G). The A-key is never sent over the air. The A-key is derived from the Initial-IMUI and SSD. (Explain how UIM gets its initial SSD).Verifydetails with A-key generation procedures in section 6.1. The main security goal in OTASP is to ensure that user is not evesdropped during activation and that no one else gets fraudulently activated.

A.3   UIM re-authentication for voice & signalling ciphering: (Usual authentication procedure & UIM data used)

A.4   Exchange of OTASP data: This is for the actual activation of subscriber, once authentications are completed. CNh downloads to UIM via CNv, using OTA functionality, with ciphering of data over the radio channel turned-on. Data includes new permanent IMUI, information on supplementary services. The new IMUI is committed to UIM memory. Explain how UIM data storage handles this.

Regarding the question of how to enter “preferred roaming list” to integrated UIM, this could be downloaded during activation. If so, ensure that UIM data storage includes this.

After receiving data, MT does a terminal registration to re-register user & acknowledge data received. The secure voice path is used to obtain user’s inputs for activation (service profile, financial information etc.). Clarify if service profile is stored in the UIM, if so ensure that UIM data storage includes this field. Is this Table 3 of Q.FSU Annex?

Temporary Annex C: Material moved to Q.FSU from Q.FIF Appendix C & D for consideration and inclusion within Q.FSU:

Q.FIF Appendix C:  Data elements in UIM (User Identification Module)

C.1 General


This appendix shows data elements in UIM (User Identification Module) regarding Q.1721 and their usages to ease readers understanding of information flows and information elements in Q.1721.

C.2 Data elements in UIM

TABLE C.1 Data elements in UIM regarding Q.1721


Data elements
Usage
Read/

Write
IMT-2000 user case

1.
Authentication algorithm
Algorithm for User authentication
(Inaccessible)
M

2.
Ciphering key generation algorithm
Algorithm for Ciphering key generation 
(Inaccessible)
M

3.
IMUI
Identity of a IMT-2000 user
R
M

4.
Ku
Secret key for User authentication
(Inaccessible)
M

5.
Ku’
Secret key for Ciphering key generation
(Inaccessible)
M

6.
LAI
Location Area Identity is stored / updated after Terminal location registration / updating is completed and is compared with current broadcasted one if a location update procedure needs to be executed
R/W
M

7.
TMUI
TMUI is assigned / updated after User authentication is completed and is formulated into UNI messages instead of IMUI to keep confidentiality and data length reduction of IMUI over radio interface. And TMUI is compared with TMUI in PAGING message to distinguish if it is paged
R/W
M

8.
TMUI assignment source ID
TMUI assignment source ID is assigned / updated together with TMUI after Terminal location registration / updating is completed and is formulated into Terminal location registration / updating message to identify SDF which assigned the TMUI
R/W
M

9.
TMUI expiration timer
TMUI expiration timer is assigned/updated, when appropriate, together with TMUI in order to provide enhanced user confidentiality
R/W
O

10.
Bearer capability
Designated bearer capability for a call is stored and is formulated into SETUP message
R/W
O

11.
QOS parameter
Designated QOS parameter for a call is stored and is formulated into SETUP message
R/W
O

12.
Transit network selection
Designated Transit network selection for a call is stored and is formulated into SETUP message
R/W
O

13.
Service ID
Designated Service ID for a User registration is stored and is formulated into User Registration Request message
R/W
-

14.
A-key
User/Home Service Provider Secret
Inaccessible
See

Note 1

15.
SSD
User/Authenticating Network Secret
Inaccessible
See

Note 1

16.
Authentication

Algorithm for “A-key” based technique
Algorithm for User Authentication
Inaccessible
See

Note 1

17.
Ciphering key

Generation Algorithm for “A-key” based technique
Algorithm for Ciphering key Generation
Inaccessible
See

Note 1

18.
Call History 

Count

(CHCNT)
"Clone" detection Parameter
R/W
See

Note 2

M: Mandatory, O: Optional, -: Don’t care

Note 1:  Necessary for the support of some security signalling protocols that utilize the “global challenge” authentication technique.

Note 2:  Necessary for support of “clone detection.”  May be used with either “unique challenge” based authentication and ciphering key generation protocols or “global challenge” based authentication and ciphering key generation protocols.

Q.FIF Appendix D: Allocation and Usage of Identities

D.1 General


This appendix shows allocation and usage of identities to ease readers understanding of information flows and information elements in Q.1721.

D.2 Allocation and usage of identities


Allocation and usage of identities are as follows (see FIGURE D.1):

• The mobile terminal is activated when it is connected to a User Identification Module (UIM) which includes an International Mobile User Identity (IMUI). The UIM may be implemented as a functionality embedded into a mobile terminal or as a detachable module. When the UIM is detachable, it can be attached to any compatible IMT-2000 terminal.

• The IMUI or associated Temporary Mobile User Identity (TMUI) is used both to address a mobile terminal and to identify a IMT-2000 user.

Mobile terminal
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IMUI:
International Mobile User Identity



TMUI:
Temporary Mobile User Identity



UIM:
User Identification Module
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� All of these should be supported in the standard.  The mandatory items will be populated for all subscribers.  The optional items may be populated on a per-subscription basis.


� A list of all the optional services the UIM supports (e.g. support download of applets)


� Serving zones to which the user has subscribed for service (it might be only a fraction of the operator’s PLMN coverage area). It can also be used for serving zones with a discounted tariff.


� RF configuration = Frequency or carrier number of the last RF carrier used by the mobile before power off, as well as other relevant data defining the RF channel used by the mobile (e.g. PN offset). When powered on, the mobile should retrieve these parameters from the UIM and tune its RF receiver on this same channel first, to attempt to reacquire the network it was registered on at the time of the power off. This is used as a first network acquisition attempt. If the mobile can not acquire the previous network (e.g. because the mobile moved while it was powered off), the mobile will have to scan the whole RF band (and may be several bands if it is a multi-band mobile) to look for available PLMNs.


� This record is optional because it might not be used in phones which are not operated by human beings (e.g. a phone installed in an Automatic Teller Machine (ATM) and which is used for telemetry purpose such as reporting a low amount of cash in the ATM, or other alarms, etc…)


� This data services dedicated key might not be required if the authentication key for voice services can be used instead.


� The support of applets by the UIM requires the environment necessary to execute the applet  (e.g. the virtual machine for JavaCard) to be present on the UIM.
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