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ADVANCE \d 3Abstract
This article is a response to the paper TSGT3#4(99)135 which recommeds the T=0 protocol as preferred choice for further use in GSM. However the reflections in theabove paper are not always fair, some calculations miss objectivity others are missing. This paper therefore was written to allow a technical evaluation of the given arguments. In order to allow comparison of both documents this paper comments on the repeated topics reflected in the (99) 135.
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1.

Context
The possibility of having two different transport protocols T=0 and T=1 mandatory for the UICC has been advocated. 

It is believed that such an approach does not bring a proven benefit for the whole USIM application and process. This technical contribution compares both protocols with respect to speed, backwards compatibility, interoperatibility, card implementation.

This contribution objects the recommendation and will prove the benefit gained by application of T=1.

2.

General Characteristics of T=0 and T=1
2.1
T=0
T=0 is an Asynchronous Transport Protocol Character Oriented. It is the only Transport Protocol so far used in the SIM/Terminal Interface (GSM 11.11). It is a very simple protocol, low memory consuming currently used in most of Smart Cards.

Error recovery is very simple: The wrong character is immediately detected by the Receiver, a signal Error is signaled over the I/O line, then the Transmitter retransmits the Character.

An important point is that whatever the protocol negotiated for normal operation, the card OS has to implement T=0 for ATR Transport purposes.

This is only 50 % true ! The card has to implement only the error signal detection and repetition feature. As the card does not receive T=0 frames in the ATR it does not need to support the error signal indication mechanism. It is true that the effort for implementation is however quite affordable.

Limitations of T=0 are writing of Large Block Data into small buffers and use of Applicative APDU (GET RESPONSE) for the Transport of some APDU (Type 4 as defined in ISO 7816-4).

As a matter of fact the industry knows quite a lot of other limitations.


a.)
Largest Block Size is 255 bytes (Send) and 256 Bytes (receive).



This is a major drawback for the transmission of certificates which often exceed 256 Bytes. A special command variant had to be invented in the ISO/IEC 7816-8 (Command Chaining) in order to overcome the severe problems with T=0.


b.)
Restricted Error Detection, Even Numbers of Bit Errors in a Byte are not detected neither recovered



(e.g. a noise which spans over 2 or 4 bits of a byte)


c.)
Missing Application Transparency, Terminal has to know the content of an APDU in order to allow a correct transmission. This is an essential and one of the most 'hated' disadvantages of T=0.


d.)
T=0 cannot do Case 4 commands (this was said above)

A special command has to be used in order to receive the response on a Case 4 command (command+response) (GET RESPONSE).


e.)
The IFD (Terminal) must know in advance how many Bytes it is going to receive from the ICC (Chipard). This is a major drawback of T=0, a lot of work had to be done in the ISO/IEC 7816-8 to cover these problems. T=0 leads to severe ambiguities in the interpretation of Secure Messaging which had to be solved with some special inveted tag in order to survive the problems invoked through the existance of T=0.


f.)
T=0 is not provided for Multi-Application Purpose. T=1 provides the NAD (Node Address Byte), as T=0 could not support this feature, the logical channels had to be invented in the ISO/IEC 7816. Yet the number of channels is small, T=1 offers larger freedom to design multi-application environments.


g.)
T=0 has a severe lack of specification. By its history some strange timing limitations have to be considered which however have never been published. Some implementations required 14.5 etu (12 etu in ISO/IEC 7816-3) guard time between the header and the transmission of the appropriate ACK byte, however there is no public specification available which specifies a common timing criteria. This is solvable in the GSM specification, however this situation does not argue very much for the idea of interoperability !

2.2
T=1
T=1 is a classic Block Transport Protocol based on X-25.

This protocol is more suitable when transmitting large Data Blocks through a Low Error Rate I/O link. Additionally it allows for a real separation of both transport and applicative layers. The T=1 software does not have to analyze (other than the length from Lc and/or Le) the APDU to be sent. It simply packages it within the Informative Field of the I-Block.

As a matter of fact T=1 does not need to check Lc and Le. The ISO7816-3 Chapter 9 does not preclude such test. It is neither the task of a T=1 to do this check ! However it is reasonable to do this check in the command dispatcher as a part of the application layer.

But on the other hand T=1 involves fixed heavy overhead for both APDU Command and Response regardless the length.
What is a heavy overhead ? T=1 uses 4 additional bytes in order to transmit an APDU. T=0 requires another Command (GET RESPONSE) in order to retrieve the response in a Case 4 situation - what is the heavier  overhead ?

If overhead is seen from the point of performance the discussion will be made later in the section 'Speed'.

As all the protocols T=1 runs well as long as no error recovery is required. Error recovery procedures are complicated and can lead to collapse situations with unexpected abort transaction. In the event of lost blocks the procedure for resynchroniszation is not fully defined. A particularly case appears after a Card Time-out. The Reader has to recover the control of the transmission. There is risk for I/O line contention.

The statement is not correct. The main purpose of a communication protocol is to recover errors. And both T=0 and T=1 are proven to fulfill this task. However a correct implementation of the protocol either T=0 or T=1 is required, otherwise the protocols will react to Murphies Law No. 13 'Bullshit in .. Bullshit out'. The referred case of a card timeout is either a programming error (no WTX request was initiated) or a full broken I/O line. If the I/O line was broken, however the ICC  did sent the response within BWT and a collision will not occur.

As the terminal requests the repeated transmission the ISO 7816-3 already proves that a collision will not occur. While Resynchronisation is always a special recovery method T=0 circumvents the problem by staying 'mute'. This can only be recovered by an Answer To Reset. If desired, this can be as well initiated for T=1 however T=1 offers more flexibility with the RESYNCH process which is correctly specified (the opposite claim requires a technical paper not an unargued statement).

Last not least a collision is no worse than a mute card, T=1 has rules to survive collisions (card stays in receive mode after three retries, terminal continues RESYNC !). T=0 does not. Finally it is hard to believe that any card of the year 2000+ will  pass a hardware approval if the I/O line does not survive a hardware collision as a result to a programming error.

3.

Implementation Costs
T=0 allows for lowest cost card implementation. Transmission of large Data Block involves the use of large, expensive RAM buffer into the Card. The philosopy for design of the Card/Terminal Interface is not to send data to the Card that can not be immediately exploitable. This minimizes waste of memory.

We perfectly agree to the idea, that T=0 needs very few cost in ROM implementation. However concerning the RAM, the T=1 protocol can be processed with any desired IFSC size (Information Field Size of ChipCard) being specified in the ATR.  Thus it allows either tiny RAM usage but as well the effective transmission of large data blocks. While the problem of few  RAM is most adequate for the past, today's ChipCards require just the opposite. Even if we cannot speak for any purpose in GSM, the demands of today's SmartCards range from 256 Bytes up to 1000 Bytes of RAM in order to process sophisticated algorithms, public Key schemes, multi-application purposes, Certificate verification and DPA resistant algorithms which often require essential amounts of RAM.

Therefore the argument for small RAM usage seems not to be very relevant even if both protocols can be implemented with very low RAM requirements. But as GSM turns to open for other applications it seems more appropriate to spot the opposite way and to ask for effective application transparent transport mechanisms which perhaps require multi-session features (i.e. a GSM-SIM and at the same time another payment/network/support function).

On the other hand the ROM requirements seem not to be the most crucial aspect, even not in low cost silicon. A typical T=0 implementation requires about 400 Bytes (Phys. Layer, Link Layer and GET RESPONSE implementation), while a classical T=1 implemenation leads to about 900 Bytes (all features including variable baud rate in physical layer). A combined T=0 and T=1 can be achieve in less than 1100 Bytes. Typical ROM sizes of today's cards range from 12 KB to typically 32 KB.

Some additional effort in ROM is however required in order to fulfill the application specificat requirements of T=0 which was not calculated here.

4.

Speed
T=1 Protocol does not allow for a systematic faster transmission of APDUs.

This is because the charcters within the Block are asynchronous in the same way than for T=0 but with extra overhead for Block Framing. In fact we can consider T=1 as an "Character Oreinted" Block Transport Protocol: Sequential characters can be separated as much as CWT, which is defined during the ATR.

Let's see some examples:


- When transmitting CR1 APDU (No Field Data) the T=0 is faster: 5 characters are to be transmitted whereas the same APDU Command/Response pair is packaged in T=1with 9 resp. 10 characters. The transmission speed is the same.
We propose to calculate precisely ...


T=0 
Command+response in Case 1 = 7 Bytes. (5 Header, 2 SW)



7 Bytes * 12 etu = 84 etus + some unknown etus (non specified)

T=1
Command+Response in Case 1 = 14 Bytes (2 x 4 Frame, 4 APDU, 2 SW, LRC as EDC).



14 Bytes * 11 etu = 151 etus
T=0 is nearly double as fast as T=1 for the Case 1 T=0 needs 12 etus for a character (error recovery) while T=1 may be typically driven at 11 etus per character.

However most probably the commands will not be Case 1 commands as they would transport hardly any information. Real life transactions, where processing time is sensitive (like payment transactions) work with Case 1 commands most seldomly.


- When transmitting CR2 APDU (The application require Data from the Card. A READ operation). The T=0 is faster again for the same reasons than for CR1
Not true, we prove the break even situation.


T=0
Command+Response in Case 2 = 8 + n bytes (5 Header, 1 ACK, 2SW, n Data)



(8 + n) * 12 etu = 924 etus with n=69.


T=1
Command+Response in Case 2 = 15 + n Bytes (2 x 4 Frame, 5 x APDU Header, 2 SW, n Data)



(15 + n) * 11 etu = 924 etus with n=69..

The Break-Even point for T=0 and T=1 transmission is at 69 Bytes. Depending on the unknow timing parameters of T=0 (GuardTime for Acknowledgement Byte) the Break Even might be even lower (about 55 Bytes).

However this proves the statement that T=0 and T=1 may be considered equally fast for blocks in the range of 60 Bytes. For smaller blocks T=1 needs more etus required for the transmission of the block frame, which is the price for the highly appreciated application transparency. However the maximum difference between protocols is at about 50-60 etus. 


- When transmitting CR3 APDU (WRITE) operation the speed depends on the CardBuffer Size. With small buffers T=1 will be faster. Small buffers penalize Cards when writing because the transmission is to be done on a character by character basis. Since the buffer of most of the existing SIM cards are more than 176 bytes only very long APDUs will be penalized.

To understand this paragraph it must be understood, that T=0 can either request a message from the IFD (Terminal) Byte-per-Byte OR as a chunk of data, while T=1 will always transmit with its Block Size (which can be even negotiated during command). Consequently a Block of 177 Bytes would have to be received with the Byte-Per-Byte mode in T=0 if the available I/O has only 176 Bytes.

176 Bytes is quite a large number of Bytes for an I/O Buffer, typical values of sophisticated silicon range from 50 to 80 Bytes. T=1 can allow buffers of about 40 Bytes if the default IFSC size (32 Bytes) is used. However an IFSC of 64 Bytes seems to be reaslistic today.

Mode 1
T=0
Command+response in Case 3 = 8 + n bytes (5 Header, 1 ACK, 2SW, n Data)



(8 + n) * 12 etu = 924 etus with n=69


T=1
Command+Response in Case 3= 15 + n Bytes (2 x 4 Frame, 5 x APDU Header, 2 SW, n Data)



(15 + n) * 11 etu = 924 etus with n=69

Mode 2
T=0
Command+response in Case 3 = 7 + 2*n bytes (5 Header, n ACK, 2SW, n Data)



(7 + 2*n) * 12 etu = 204 etus with n=5.


T=1
Command+Response in Case 3 = 15 + n Bytes (2 x 4 Frame, 5 x APDU Header, 2 SW, n Data)



(15 + n) * 11 etu = 209 etus with n=5

In Mode 1 the Break Even Point for the performance of T=0 and T=1 is again 69 Bytes.

In Mode 2 the Break Even Point is 5 Bytes, for more than 5 Bytes the performance cost of T=0 is very significant as it will increase with (12 + ?) etus per character ! The ? comes from the fact that some timing parameters in T=0 are not specified and might require some additional guard time in order to switch the communication. Typical values of experience are about 14.5 etus which would increase the time again essentially.

Indeed the T=0 could select the mode 2 only in the case of frames larger than the I/O buffer. Yet it is unknown whether both modes are supported by the communication/application in T=0, existing cards in France e.g. use the Mode 2 only.

As Case 3 commands are most together with Case 4 commands (typcial payment, security transactions), these numbers are more relevant for a global survey than the Case 1 reflections.


- When transmitting CR4 APDU at first sight the T=1 is more efficient: You can package it in only one TPDU instead of 2 TPDU in T=0 (The second one being the GET RESPONSE command). But once again the real speed will depend on the Data Field APDU Size. With short APDU, the T=0 may be more efficient even if a GET RESPONSE additional APDU is needed for Transport Purposes.
Not true, even on the second and third sight T=1 is more efficient, Here the calculations ...we consider T=0 running in the more efficient Mode 1, Mode 2 will anyway be much less performant than T=1. We assume for reason of simplicity an input and output of same size n.


T=0
Command in Case 4 = 8 + n bytes (5 Header, 1 ACK, 2SW, n Data)



Response in Case 4 = 8 + n bytes (5 Header, 1 ACK, 2SW, n Data)



(16 +2*n) * 12 etu


T=1
Command in Case 4 = 9 + n Bytes (4 x Frame, 5 x APDU Header, n Data)



Response in Case 4 = 6 + n Bytes (4 x Frame, 2 x SW, n Data)



(15 + 2n) * 11 etu


(15 + 2n) * 11 etu < (16 +2*n) * 12 etu
The above calculation demonstrates clearly that in the Case 4 situation T=0 is ALWAYS slower than T=1 even in its fastest mode. The sentence above "... with short APDU, the T=0 may be more efficient even ...." is quite fuzzy and demonstrates that the authors might not have evaluated the real numbers. As some other statements invite to assume the same level of confidence the conclusions and recommendations of the paper (99)135 should be handled carefully.
5.

Interoperability
T=1 does not guarantee interoperability to the same extent than T=0.


1. The Error Corrector algorithm is not defined: It is only mentioned that it must take up two bytes as much. Both a single XOR LRC or a 2-byte CRC are possible. One terminal an one card using different ECC are not interoperable.

This is a wrong statement. ISO/IEC 7816-3 provides two types of EDC characters -1 byte LRC, most commonly used in the cards with T=1 and 2-Byte CRC which is most seldomly used. HOWEVER(!) the used mechanism is set as DEFAULT to LRC mode in ISO/IEC 7816-3 Chapter 9.5.3 "Indication of protocol options". The protocol specific character TCi in the ATR is standardized to indicate another method than the default one (CRC-> TCi = 01). There is absolutely no ambiguity ! The algorithm itself is defined as to a reference to ISO 3309 and described for the LRC. It is up to a specification to choose one of the methods, however the fact that the standard offers two methods does not preclude ambiguity. The statement in (99)135 bases on a strong political flavour or a poor  investigation of the subject.

6.

Backwards Compatibility
GSM application only considers T=0 for APDU Transport Purposes. Furthermore the Toolkit application Protocol is supported by T=0.

Toolkit Protocol modification for T=0 involves potentially a long process of specification and development, and the feasibility of an efficient implementation is not demonstrated today.

It sounds strange, that standards should be designed according to the cost of implementation of the Test Tools (!). Any change of a system is not without a price, T=1 in a GSM card indeed requires the development of Test Tools. On the other hand a lot of very efficient tools are already available throughout the industry which implements T=1 for years. The German Geldkarte, distributed with more than 40 Mio. cards uses T=1, several German manufactures have an exhaustive set of test cases which even extend the informative annex (35 Test cases) in the ISO/IEC 7816-3. Most probably a lot of existing tests may be applied. However testing is a most important matter, yet this seems to be a weak argument whether to apply a protocol or not.

Instead we want to stress the point that a combined solution of T=0 and T=1 is possible and already realized, code size numbers are given above, the selection can be made via PTS request, specified in ISO/IEC 7816-3. Yet the programming of  Case 4 commands is not just desirable, but solvable. For the purpose of multi-application purposes in the future backwards compatibility may be easily achieved through a combined solution.

7.

Conclusion
Mandatory Coexistence of both protocols within the ICC Carde seems not fully justified by an uniform performance enhancement and it could create limitations.

The position of this paper is that making both protocols mandatory for the card will have the effect that the terminal will force the transport protocol. Conversely, making T=1 optional would allow the card to decide what is the best protocol in accordance with its internal data organisation and the nature of its embedded applications.

More investigation in the implementation issues is mandatory to decide for the best scheme.

In order to not delay the issuance of the 21.11 for the TSG-T approval it is suggested that the mention of T=1 has to be removed from the document for the time being and possibly replaced by the performance needs.
We respect the opinion of the authors presenting the (99)135. However, the whole paper has an obvious political touch and misses objectivity too often. It sometimes confuses a situation where there is no confusion at all (e.g. "Interoperability). The (wrong) conclusion out of the created confusion is, that the situation is not appropriate to be decided. 

We cannot agree to such a strategy. This comment paper clears the situation giving precise aspects to all the discussed items. Yet errors are possible, however the argumentation was done such open that any person can make up her mind and verify the arguments given here. Readers are invited to do so - Socrates had to drink the poison as some people didn't like him seeking the truth - we are more than 2000 years away from this and hopefully find a more appropriate way to achieve confidence.

Whether to apply T=1 or not in GSM can be a question of opinion, personal preferences or just history and technical arguments but it is NOT a question of technical disadvantages, drawbacks or weaknesses in the T=1 protocol, this is what this paper was written to prove. Generally a global turn to T=1 can be observed as sophisticated applications prefer a clear seperation between Communication and Application. Perhaps GSM might consider this opportunity as well.
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