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AUTHENTICATE



Table y1 AUTHENTICATE Command APDU

Code
Value

CLA
As specified in ux.y.z

INS
As specified in ux.y.z

P1
Authentication algorithm indication

P2
Command processing and reference of secret

Lc
Length of subsequent data field

Data
Command Data

Le
Length of response data

Parameter P1 specifies the authentication algorithm:



Table y2  Coding of the algorithm control P1 

Coding

b8-b1
Meaning

'00000000'
Default Authentication Algorithm (specified by the application), no information given

'0XX---------'
'00' (all other values RFU

'0--XXXXX'
Authentication algorithm X (specified by the application), applicable globally

'1------------'
Authentication algorithm X (specified by the application), applicable to the selected DF/Application 

P2 specifies the authentication secret as follows:



Table y3 Coding of the reference control P2

Coding

b8-b1
Meaning

'00000000'
No information given

'0-----------'
Global reference data (e.g. MF specific/Application independent key

'-XX-----'
'00'  (All other values application specific)

'1------------'
Specific reference data (e.g. DF specific/application depenent key

'---XXXXX'
Reference /Number of secret

If P1, P2= '00', The default application authentication is indicated. The format, type and parameters of the command data field are proprietary to the application. The command data field is interpreted correctly by a terminal supporting the application

Command parameters/data:

Byte(s)
Description
Length

1 ‑ X
Application specific authentication data
X

Response Data

The response data is application specific and the interpretation is known by the terminal issuing the AUTHENTICATION command using parameters P1 and P2 to indicate the algorithm and reference data.

Byte(s)
Description
Length

1 ‑ X
Application specific authentication response data
X

Command Specific Errors

SW1
SW2
Error description

'98'
'62'
‑
Authentication failure, application specific

'98'
'64'
‑
Authentication failure, reference data mismatch

Codings to be incorporated in 31.102



Table y3 Coding of the reference control P2

Coding

b8-b1
Meaning

'00000000'
No information given

'0-----------'
Global reference data (e.g. MF specific/Application independent key

'-XX-----'
'00' Normal processing of Reference data

'01' Resynchronisation Required

'10' Mutual authentication data requested

'11' Proprietary

'1------------'
Specific reference data (e.g. DF specific/application depenent key

'---XXXXX'
Reference /Number of secret

Command parameters/data:

In case P1, P2='00':

Byte(s)
Description
Length

1 ‑ X
Proprietary
X

In case P1<>'00':

Byte(s)
Description
Length

1-X
TLV Object(s) using Tags as defined in 
X

Response Data

The response data in case P1<>'00' is as defined by the tags in table y4



Table y4 Tag definitions for response data

Tag
Meaning

'XX'
Random Challenge

'XY'
Verification Challenge

'XZ'
Data Reference

Command Specific Errors

SW1
SW2
Error description

'98'
'62'
‑
Authentication failure, integrity problem

'98'
'64'
‑
Authentication failure, reference data mismatch

