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1
Opening of the Meeting

The sixth meeting of the 3GPP TSG-T WG3 on USIM issues (hereafter referred to as T3) was opened by the Chairman, Dr. Klaus Vedder. He welcomed the delegates to Miami on behalf of all the hosts.

2
Roll Call of Delegates

The meeting was attended by 19 delegates from 11 countries. The list can be found in Annex A of this report.

3
Input Documents / Agenda

T3-99163 contains the draft agenda. One new item "Application Identifiers (AIDs)" comprising two documents was added to agenda item 9. Three further documents were added to the agenda. The approved version can be found in annex B of this report.

4
Approval of the report of T3 #5

T3-99162 contains the draft meeting report from TSG-T3 #5, held in Mariehamn on the 31st May to 2nd June, 1999. After several editorial modifications and one clarification, the report was approved as T3‑99172.

5
Results from other related meetings

5.1
Results from SMG9 #18

The SMG9 chairman presented a brief verbal report of the results of the last SMG9 plenary meeting. A more detailed report will be given at the T3 #7 meeting once the results from SMG #29 are known. The main points were: 

-
one of the two SMG9 vice chairmen, Colin Hamling, had resigned. Nigel Barnes is now the sole SMG9 vice chairman;

-
GSM 03.19 (SIM API stage 2, Java) has been completed and will be presented to SMG #29 for approval;

-
several new work items were proposed and will be presented to SMG #29 for approval:

-
SIM toolkit test specification;

-
WAP WAE User Agent / SIM toolkit interworking;

-
Generic Logical and Physical specification for IC card and terminal interface (this will refer to the 3GPP specification, 31.101);

-
Specification of administrative commands and functions for IC cards.

-
several CRs were approved for presentation to and approval by SMG #29. 

6
Liaison statements from other groups

T3-99168 is an LS from T2 about data synchronisation. T3 had sent T2 an LS (T3-99096) on this subject requesting their comments about the synchronisation of the ADN (Abbreviated Dialling Number) records between USIM and external devices. T3-99168 is the result of the T2 review. 

The LS states that T2 was interested in this issue, and recognised the benefit of supporting data synchronisation and storage of a Unique IDentifier (UID) of each record in the USIM. They believe that the proposed UID length (2 bytes) might be too short for the expected usage, and recommend that it should be larger than 2 bytes. During a discussion on the LS and the subject in general, it was noted that:

-
some concerns were raised about the amount of USIM memory required by increasing the UID beyond 2 bytes;

-
it was queried whether the UID should be changed when an entry is modified, which means that similar or duplicated entries may be created, or only when an entry is created;

-
it was suggested that it might be easier to copy from the USIM to the external device, edit and update only the relevant entries, and be prompted if and when a mis-match is detected.

It was agreed to postpone the issue until further input had been received. It was noted that the index file concept for the phone book implementation would allow this synchronisation feature to be introduced into the specification at a later stage.

T3-99169 is an LS from ETSI SMG2 to TSG-CN and copied to T3 on the usage of GSM-only SIMs  for 3G access. It states that ETSI SMG2 believes that in order to implement the proposed compromise (i.e., allowing the use of a SIM on a 3G network with a GSM level of security), the core network must be able to selectively accept or reject a Terminal equipped with a GSM-only SIM in some part of the network (3G or GSM). ETSI SMG2 believes that the easiest way to handle this situation is for the Terminal to revert to a single operating mode (equivalent to a GSM only Terminal). Similarly, the network should then consider this Terminal as a single mode GSM Terminal. 

As the usage of a GSM SIM for 3G system access is not a matter that concerns the work of T3 to a great extent, the document was noted. T3 concluded that they should monitor the network related matters of this issue.

7
USIM and UICC requirements (3G TS 21.111)

No documents were registered under this agenda item nor were any issues brought forward during the meeting.

8
UICC physical and logical characteristics (31.101)

8.1
Review of current version

T3-99164 contains the updated version 31.101 v0.5.0. This contains the changes as agreed at the T3 #5 meeting in May/June. The updated version was noted.

8.2
Security principles

T3-99166 is a contribution to 31.101 regarding the authentication command. It is an updated version of T3-99103 as seen at T3 #3 in April. It was agreed that only the core part of the command should be in 31.101 and that the details of the coding should be specified in 31.102. This is necessary if 31.101 is to be used as a generic standard by other groups. 

A discussion group during the meeting elaborated a proposal how to split the command between the two specifications and produced two documents. T3-99175 is a proposal of those parts of the authentication command which should be included in 31.101 and T3-99178 is a proposal for those parts to be included in 31.102. It was noted that there were some minor errors in the first table (P1 should be record type) in T3‑99175 but it was agreed that the revised contributions should be incorporated into the relevant specification.

During a general discussion of security issues, it was noted that the current version of 33.102 contains an editors note stating that a USIM/terminal lock should be specified in line with the existing mechanism defined in GSM 11.11 and GSM 02.22. T3 concluded that the requirements for such functionality were not clear. T3-99180 (a revised version of T3-99174) is an LS to S1 and S3 requesting that they clarify the (service) requirements for such a lock and that they outline expected behaviour in the case that there is more than one USIM on a UICC. It was approved for sending to S1 and S3.

T3 felt that a joint meeting with S3 would be useful to clarify the outstanding security issues and to discuss the principal security features to be supported by the USIM. The chairman agreed to contact the S3 chairman and propose that such a meeting could take place on the first day of the T3 editing meeting in Bonn in August. See section 12 of this report for details.

8.3
Other issues

8.3.1
SELECT mechanism

There was a general discussion about how the SELECT mechanism should be specified. It was concluded that for 3G, the SELECT mechanism should be ISO/IEC based. It was then questioned whether 31.101 should specify two different options (the ISO/IEC method and the GSM method) but it was concluded that 31.101 should specify only the ISO/IEC mechanism. This will ensure that future IC cards based on 31.101 would all use the same mechanism. This means that the GSM method will be specified only in GSM specifications. 

8.3.2
Action item status

The report of the last meeting (T3-99172) lists several action points. They are given below along with the updated status:

AP1:
Günter Maringer/T-Mobil: To investigate the impact of the security requirements from S3 as listed in the “Security Architecture” document. In particular, it has to be investigated whether or not it is possible to share a PIN between applications (including USIMs).


( open.

AP2:
Kristina Ahlgren/Ericsson: To include for each command a short introductory text.


( closed (has been incorporated in 31.101 v0.5.0).

AP3
Omar Habbal/Schlumberger: To check that the parameters of 31.101, chapter on T=1 are aligned with the SMG9 Tdoc 9-99-156 (an input paper from EMV on the parameters in their specification of T=1).


( see input document in T3-99176.

AP4:
ALL: To investigate the security document “Security Architecture” with focus on the implications for the USIM.


( open - all delegates are requested to examine this document.

AP5:
TSG T3 secretary: To register the latest version of the “Security Architecture” document as an input paper to T3.


( open - the current version of the document (v3.0.0) contains several incorrect figures. It is expected that an updated version will be made available before the next T3 meeting.

AP6:
Omar Habbal/Schlumberger: To write an input paper on the implementation of logical channels in VISA Open Platform.


( open.

AP7:
ALL: To investigate the logical channel concept – defined in ISO/IEC 7816-4 - for feasibility in a multi-application environment – this has special interest for card manufacturers.


( open.

8.3.3
Protocol

T3-99176 is a discussion document on T=1 protocol in EMV specification. Discussion was postponed until T3 #7.

9
USIM characteristics (3G TS 31.102)

9.1
Review of current version

T3-99165 contains 31.102 v0.5.0. It incorporates the changes agreed during the T3 #5 meeting in Mariehamn. It was noted that most of the discussion during T3 #5 had been about the phone book proposal but because a conclusion had not been reached on the issue, there was not so much new material compared to the previous version.

During a presentation of the new document, the rapporteur requested guidance on clause 5 for the "Application protocol". In particular, it was not clear how clause 11 of GSM 11.11 on the application protocol should be divided between 31.101 and 31.102. A splinter group during the meeting discussed the issue in detail and the 31.101 & 31.102 rapporteurs agreed on how to incorporate the protocol into the v0.6.0 of the respective specifications.

9.2
Phone book / ADNs

During the meeting, two new proposals (in addition to the existing index file proposal) were tabled. A summary of the three methods is listed below:

Index File concept (proposed by Nokia):


T3-99152 is an updated version of a discussion document first submitted to T3 #1 in January 1999. In order to support the additional information required in the ADN, an index file is specified. This concept allows data related to one record in the original ADN data field to be extended. In order to save memory in the UICC, pointers are used to indicate the location of a record in a file that is part of the Phone Book entry. The pointers are stored in an index administration file.

Database concept (proposed by Gemplus):


T3-99167 is a discussion document that outlines a method of managing the USIM phonebook using ISO/IEC 7816-7 "Interindustry commands for Structured Card Query Language (SCQL)". This specification is based on a IC card-optimised subset of the SQL language.

12-bit linear fixed file concept (proposed by Schlumberger):


T3-99171 is a discussion document which proposes that a USIM phonebook could be implemented by creating a new type of linear fixed file where the number of a record is coded on 16 bits (using 12 bits) instead of 8 bits, thus allowing a much larger number of records.

During a general comparison of the three proposals, the following points were noted:

-
an IPR (owned by Gemplus) is listed in ISO/IEC 7816-7. Gemplus was not able to detail the terms that the IPR would be made available but stated that they would comply with the ETSI IPR policy. This is in line with the 3GPP directive that all individual members must comply with the IPR policy of their partner organisation. Clarification is required whether or not the IPR would also be applicable to the terminal;

-
Gemplus have implemented the database concept in one of their current products and that this was fully based on ISO/IEC 7816-7;

-
it was stated by Schlumberger that they had no IPRs in the 12-bit proposal;

-
it was stated by Nokia that they had no IPRs in the index file concept;

-
regarding backwards compatibility, it was noted that all three proposals contained the same problem, i.e. if a 2G ME updates a phone number, what should happen with the other associated information (e.g. second name, email address etc)?

-
the phone book must not interrupt normal USIM/ME operation. For example, the USIM has to  respond to a network-initiated authentication command within a particular time. Failure to do this will result in the subscriber being cut off and, in the situation where the subscriber is roaming, in the "permanent" rejection by that particular network.

In order to facilitate the comparison of the proposals, the meeting concluded that a template was needed to identify the advantages and disadvantages of each of the 3 proposals. T3-99181 contains the first draft of such a template. Several revisions were made to include different scenarios and a revised version was made available in T3-99183. It was agreed that the authors of the three proposals should provide the information requested in the template to the 31.102 rapporteur (email: makoto.kobayashi2@nrj.ericsson.se) and the T3 secretary (email: Michael.Sanders@etsi.fr) by the close of business on Wednesday, 30 June, 1999. The secretary undertook to make the responses available on the 3GPP server by early on the following morning.

9.3
Application Identifiers

T3-99156 is a discussion document submitted to the T3 #5 meeting providing background information on the format and allocation of Application Identifiers (AIDs) as used in GSM. It also lists some options as to how Application IDs could be used in the 3GPP. It had been agreed at that meeting that the document should be used as the basis for an LS to TSG-T suggesting that either one of the 3GPP partners administers the scheme (i.e., only one RID would be required) or that each partner would have their own RID. It had originally been thought that the cost of requesting an RID might be quite high, but it was confirmed that it was in fact less than 100 USD.

T3-99170 contains several comments on T3-99156 and discusses, in particular, the case that the RID is a common one to the 3GPP and applied for by the 3GPP. It quotes from ISO/IEC 7816-5 which governs the use and issue if AIDs. It is stated there that the applicant (of RID) shall be:

-
a corporate entity or its subsidiaries operating under a specific legislative regulation, 

-
an international organisation in charge of specification of IC card applications.

On the basis of the above information, an LS to TSG-T was drafted in T3-99179. This proposes that the 3GPP as an organisation in its own right applies for an RID, and that the 3GPP or one of the partners maintains the list of AIDs for 3GPP. Some modifications were suggested and the LS was approved as T3-99182. It was noted that if the 3GPP is allocated an RID, then T3 would need to elaborate a similar specification to the ETSI document in T3-99173 which is the ETSI Guide EG 201 220 "Integrated Circuits Cards (ICC); ETSI numbering system for telecommunication Application providers (AID)".

9.4
Other issues

No documents were registered under this agenda item nor were any issues brought forward during the meeting.

10
T3 Work Items

No documents were registered under this agenda item. 

It was noted that the original T3 work plan required that 31.101 and 31.102 should be submitted to TSG-T #4 for information. However, a discussion concluded that due to the fact that substantial changes to the documents were likely to be made at the next meeting (particularly relating to security issues and the phone book concept), it would be better to wait until TSG-T #5 in October. 

11
Any Other Business

During the meeting, it was proposed that the SIM Application Toolkit functionality described in GSM 11.14 should be transferred to the 3GPP and be incorporated into the December 1999 release. A discussion of this request indicated that there would be several problems: 

-
how will it affect the basic platform?

-
the existing commands in 11.14 would need to be divided into 2 groups - those that relate to the UICC and those that relate to the USIM;

-
GSM 11.14 is based on 11.11 which, in the 3GPP, is split up into 2 parts;

-
the co-existence of more than one USIM (each having their own toolkit applications) would be very complex;

-
which companies would provide resources to transfer the functionality.

It was proposed that those interested in adding the SIM application toolkit functionality should provide input to T3 #7 meeting addressing the above issues.

It was also requested that a USIM conformance test specification (based on GSM 11.17) be produced by December 1999. Discussion concluded that this task would not be too difficult, but that it would require several man-months of work. It was also concluded that the work in generating the UICC/Terminal interface tests (based on those currently defined in clause 27 of GSM 11.10-1) were of a much higher priority than UICC/USIM conformance tests and that both of these tasks were the responsibility of T3.

No resources for these tasks could be found in T3. It was therefore agreed that the matter should be brought to the attention of TSG-T by the T3 chairman.

12
Meeting Plan

The following table shows the current meeting schedule:

Meeting
Date
Host
Location

3GPP T3 #7
5 - 7 July, 1999
Ericsson
Lund, Sweden

T3 editing session
 (includes joint S3 ad hoc on 24th)
24 - 26 August, 1999

T-Mobil
Bonn, Germany

3GPP T3 #8
4 - 6 October, 1999
Samsung et al.
Korea

3GPP T3 #9
2 - 4 November, 1999
Schlumberger
Austin, Texas, USA

3GPP T3 #10
8 - 10 December, 1999
ETSI
Sophia Antipolis, FR

3GPP T3 #11
early Feb 2000
tba
Japan

----- Related meetings and other ad hoc groups (for information) ------

ETSI SMG9 #19
28 Sept. - 1 Oct.,1999
Giesecke & Devrient, Siemens
Munich, Germany

3GPP TSG-T #5
7 - 8 Oct., 1999
Samsung et al.
Korea

SMG Plenary #30
8 - 12 Nov., 1999
ETSI
Sophia Antipolis, France

3GPP TSG-T #6 and SA #6
13 - 17 December, 99
ETSI
Sophia Antipolis, France

13
Closing of the Meeting

The chairman thanked the host for the excellent organisation of the meeting. He then closed the meeting at 14.00.
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ANNEX C
Access to 3GPP documents

This document briefly outlines some of the more important locations of information that all T3 members should be aware of. 

3GPP email lists:

To receive information about T3 issues, all delegates and other interested parties MUST register for email list 3GPP_TSG_T_WG3. This can be done by sending an email to LISTSERV@LIST.3GPP.ORG with the following single line of text in the body of the message:

subscribe  3GPP_TSG_T_WG3  YourFirstName  YourLastName

There are many other 3GPP email lists that may also be of interest. Go to http://www.3gpp.org/e‑mail.htm for further information.

If at any time you would like to confirm which lists you are currently a member of, just sent a message to  LISTSERV@LIST.3GPP.ORG with the following single line of text in the body of the message:

QUERY *

Email archives:

All 3GPP lists have an associated archive of every email sent via that list. Information on how to access the archive are sent to you when you subscribe to the list. This means that if you have temporary email problems, or have just joined the group, you can check to see if you have missed any messages. The easiest was to search the archive is first to request a list of all messages sent to the particular group you are interested in. For example, to get a list of message sent via the 3GPP_TSG_T_WG3 list between 1st May 1999 and the current date, send the following command to LISTSERV@LIST.3GPP.ORG:

search * in 3GPP_TSG_T_WG3 since May 1999

As well as a list of emails sent, you receive instructions about how to retrieve the emails.

Meeting invitations and meeting calendar:

The central location for all information relating to the 3GPP meeting calendar and the corresponding meeting invitations can be found at: http://www.3gpp.org/Meetings.htm
In particular, the meeting invitations to all WG3 meeting will be made available under the directory: ftp://ftp.3gpp.org/TSG_T/WG3_USIM/INVITATIONS/

Documents on the server:

All documents submitted to T3 meetings will be made available on the 3GPP document server in a directory (related to the number of the meeting) under: ftp://ftp.3gpp.org/TSG_T/WG3_USIM/ 

e.g. the documents for  T3 meeting #6 can be found at: ftp://ftp.3gpp.org/TSG_T/WG3_USIM/TSGT3_06
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T3 secretary
revised - see T3-99172
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3G TS 31.101 v0.5.0 "UICC physical and electrical characteristics"
31.101 rapporteur
noted

T3-99165
3G TS 31.102 v0.5.0 "USIM characteristics"
31.102 rapporteur
noted

T3-99166
Proposed text on authentication command for 31.101
T-Mobil
revised - see T3-99178
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T3
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T-Mobil
discussed

T3-99179
Draft LS on application identifiers
T3
revised - see T3-99182
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LS to SA1 and SA3 on "Clarification on the security requirement “USIM-Terminal lock”
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