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T3 would like S3 to give its technical point of view on security aspects for the following proposal.

T3 envisages to modify the PUT KEY command in GSM 03.48 to allow it to create new “Key Sets” during the card’s life as defined in the Open Platform (OP) standard. This is forbidden in the current version of the 03.48 specification.

In the current version of 03.48 it is also stated that "Key used for securing the PUT KEY command is the key index 3 of the same key set version as the changed key". This statement, while not contradictory with the Open Platform PUT KEY command description (which specifies that the key to be used is known implicitly according to the current context), does not allow to extend the functionality of the PUT KEY command to allow key set creation since it is not possible to use the Kik key of a key set to secure the creation of that key set.

In order to have a generic key encryption mechanism compliant with OP and 03.48, it is proposed to secure the PUT KEY command with the Kik of the Key Set specified in the Kic/Kid parameter of the 03.48 secured header instead of the Kik of the affected key set.

And, as defined in the OP standard regarding the use for the PUT KEY command, P1=00h indicates that a new Key Set is being added.

T3 thanks in advance S3 for their remarks and advice on this matter.

