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Impact of S3 CRs on TS 31.102

At the last SA plenary meeting, a number of CRs from TSG S3 were approved. Five of them have an impact on TS 31.102.   

1. 33.102 CR 122 (TDoc S3-000607)
Change of computation of the anonymity key in the re-synchronisation procedure

This CR introduces a new function f5* to compute the anonymity key AK (used to conceal the sequence number) in the re-synchronisation procedure. The new function uses RAND instead of MACS as input value and is said to be "more amenable to the implementation of the example cryptographic functions currently being developed by ETSI SAGE".

To align with 33.102, the new f5* has to be incorporated into 31.102, sections 6.2 (list of security functions supported by the USIM) and 7.1.1.1 (description of the computations for re-synchronisation).

2. 33.102 CR 120 (TDoc S3-000569)
Change of parameter value x regarding the capability of the USIM to store information on past successful authentication events 

This CR reduces the size of the list of the last used sequence numbers in the USIM from 50 to 32 entries. As 32 is a power of 2, this is supposed to simplify the implementation.

The list size in 33.102, section 7.1.1.1 has to be changed accordingly.

3. 33.102 CR 110 (TDoc S3-000485)
Update terminology regarding VLR/SGSN

This CR changes the term "MSC/VLR or SGSN" to "VLR/SGSN" in order to get the terminology consistent within TS 33.102.

TS 31.102, section 7.1.1 should be modified accordingly.

4. 33.102 CR 119 (TDoc S3-000568)
Profiles for sequence number management

This CR introduces detailed changes to annex C of 33.102 to simplify the description. The purpose is to cut down the number of implementation options for sequence number management. Additionally it provides a consistent set of example values (profiles) for the specified parameters.   

In order to avoid related changes in annex C of TS 31.102 (which is actually a copy from annex C.2 of TS 33.102) now and in the future, it is proposed to delete this part of TS 31.102. It is purely informative and the information is well contained in TS 33.102. Accordingly, the reference in clause 7.1.1.1 should be changed to TS 33.102, annex C.2. 

A CR to TS 31.102 that covers points 1 to 4 is available to T3#16. 

5. 33.102 CR 104r1 (TDoc S3-000578)
Re-transmission of authentication request using the same quintet

This CR allows an exception to the rule that a set of authentication parameters can only be used once and otherwise the USIM shall start a re-synchronisation procedure. In case that the VLR/SGSN does not receive a response it shall be possible to re-transmit the same RAND/AUTN pair and thus optimise signalling efforts, i.e. avoid re-synchronisation.

Extract: "The USIM shall store the last (RAND, AUTN) pair as well as the corresponding RES. When the USIM receives an authentication request and discovers that a (RAND, AUTN) pair is repeated and the associated START parameter is 0, it shall re-transmit the response. The USIM shall delete the stored (RAND, AUTN) pair and the corresponding RES as soon as the START parameter is updated by the ME".

Obviously this imposes extraordinary requirements on the USIM. Not only that the USIM shall store the last challenge/response pair, the AUTHENTICATE command would have to detect a repetition and after checking the "associated start parameter" (which the command currently does not know at all) react accordingly. Further, an update of EFSTART would have to trigger the deletion of the stored parameters.

These are unusual and complex requirements combined with a number of open questions (as already pointed out by Gemplus in an input document to S3 - TDoc S3-000624). The whole issue has never really been discussed with T3 prior to SA approval and related inputs, that might have changed the situation, have been ignored by S3. 

It is proposed to not adopt this change for T3 on the grounds that it clearly is an addition of feature and therefore not allowed for R99. It is an optimisation and UMTS can do without it very well. To bring TS 31.102 and TS 33.102 in line again, T3 should take appropriate actions that lead to a withdrawal of this CR. 

