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3.1
Definitions

For the purposes of the present document, the following definitions apply:

Confidentiality: The property that information is not made available or disclosed to unauthorised individuals, entities or processes. 

Data integrity: The property that data has not been altered in an unauthorised manner. 
Data origin authentication: The corroboration that the source of data received is as claimed.

Entity authentication: The provision of assurance of the claimed identity of an entity. 
Key freshness: A key is fresh if it can be guaranteed to be new, as opposed to an old key being reused through actions of either an adversary or authorised party. 

USIM – User Services Identity Module.  An application on a UICC associated to a UMTS subscription that can engage in UMTS authentication and key agreement.  
SIM – GSM Subscriber Identity Module.  An application on a UICC or a (stand-alone) module that can engage in GSM authentication and key agreement. When an application on a UICC it may be associated to a UMTS subscription (in which case also a USIM is present on the UICC) or to a GSM subscription. 
UMTS Entity authentication and key agreement:  Entity authentication according to this specification.

GSM Entity authentication and key agreement:  Entity authentication according to TS ETSI GSM 03.20

User access module: either a UICC with a USIM or a SIM as an application on the UICC or a stand-alone SIM. 
Mobile station, user: the combination of mobile equipment and a user access module.

UMTS subscriber: a mobile station that consists of mobile equipment and a user access module that contains a USIM 

GSM subscriber: a mobile station that consists of mobile equipment and a user access module that contains a SIM associated to a GSM subscription.
UMTS security context: a state that is established between a user and a serving network domain as a result of the execution of UMTS AKA. At both ends "UMTS security context data" is stored, that consists at least of the UMTS cipher/integrity keys CK and IK and the key set identifier KSI. 

GSM security context: a state that is established between a user and a serving network domain usually as a result of the execution of GSM AKA. At both ends "GSM security context data" is stored, that consists at least of the GSM cipher key Kc and the cipher key sequence number CKSN.

Quintet, UMTS authentication vector: temporary authentication data that enables an MSC/VLR or SGSN to engage in UMTS AKA with a particular user. A quintet consists of five elements: a) a network challenge RAND, b) an expected user response XRES, c) a cipher key CK, d) an integrity key IK and e) a network authentication token AUTN. 

Triplet, GSM authentication vector: temporary authentication data that enables an MSC/VLR or SGSN to engage in GSM AKA with a particular user. A triplet consists of three elements: a) a network challenge RAND, b) an expected user response SRES and c) a cipher key Kc. 

Authentication vector: either a quintet or a triplet.

Temporary authentication data: either UMTS or GSM security context data or UMTS or GSM authentication vectors.
6.8.1
Authentication and key agreement of UMTS subscribers







6.8.1.1 General

Figure 18 shows the different cases that can occur with UMTS subscribers using different types of ME in a mixed network architecture:

Case 1: When the user is attached to a UTRAN, the USIM and the VLR/SGSN will engage in UMTS AKA. The USIM may support the derivation of a GSM ciphering key Kc to allow future handover to a GSM BSS.

Case 2: When the user has R99+ ME and is attached to a GSM BSS connected to a R99+ VLR/SGSN it is required that the USIM supports the derivation of a GSM ciphering key Kc in order to allow AKA. In that case the USIM and the VLR/SGSN will engage in UMTS AKA and derive the GSM ciphering key Kc. 

Case 3: When the user has R98- ME and is attached to a GSM BSS connected to a R99+ VLR/SGSN it is required that the UICC contains a SIM associated to the UMTS subscription and supports the emulation of the SIM-ME interface and the VLR/SGSN supports GSM AKA for UMTS subscribers in order to allow AKA. In that case the SIM and the VLR/SGSN will engage in GSM AKA. 

Case 4: When the user has R98- ME and is attached to a GSM BSS connected to a R98- VLR/SGSN it is required that the UICC contains a SIM associated to the UMTS subscription and supports the emulation of the SIM-ME interface in order to allow AKA. In that case the SIM and the VLR/SGSN will engage in GSM AKA.

Case 5: When the user has R99+ ME and is attached to a GSM BSS connected to a R98- VLR/SGSN it is required that the UICC contains a SIM associated to the UMTS subscription in order to allow AKA. In that case the SIM and the VLR/SGSN will engage in GSM AKA.
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Figure 18: Authentication and key agreement of UMTS subscribers
The execution of the UMTS (resp. GSM) AKA results in the establishment of a UMTS (resp. GSM) security context between the user and the serving network domain to which the VLR/SGSN belongs. The user needs to separately establish a security context with each serving network domain. 






Note that the UMTS parameters RAND, AUTN and RES are sent transparently through the UTRAN or GSM BSS and that the GSM parameters RAND and SRES are sent transparently through the GSM BSS. 

In case of a UTRAN, ciphering and integrity are always applied in the RNC, and the UMTS cipher/integrity keys CK and IK are always sent to the RNC.

In case of a GSM BSS, ciphering is applied in the GSM BSS for services delivered via the MSC/VLR, and by the SGSN for services delivered via the SGSN. In the latter case the GSM cipher key Kc is not sent to the GSM BSS. 


6.8.1.2
R99+ HLR/AuC

In the home environment a UMTS subscriber is represented by an entry in the HLR/AuC that shall be capable of generating quintets and may be capable of generating triplets using the conversion function c2 and c3 in order to support access to PRE-R99+ VLR/SGSN; the support of triplet generation being linked to the presence of a SIM on the UICC (6.8.1.5).

Case 1,2,3: Upon request, the HLR/AuC shall send a R99+ VLR/SGSN quintets generated as specified in 6.3.

Case 4,5: Upon request, the HLR/AuC may send a R98- VLR/SGSN triplets. When triplets are sent they must be  generated from quintets using the following conversion functions:
a)
c1: RAND[GSM] = RAND

b)
c2: SRES[GSM] = XRES1 [xor XRES2 [xor XRES3 [xor XRES4]]]

c)
c3: Kc[GSM] = CK1 xor CK2 xor IK1 xor IK2
whereby XRESi are all 32 bit long and XRES = XRES1 [|| XRES2 [|| XRES3 [|| XRES4]]] dependent on the length of XRES, and CKi and IKi are both 64 bits long and CK = CK1 || CK2 and IK = IK1 || IK2.

6.8.1.3
R99+ VLR/SGSN


In the serving network the VLR/SGSN shall be capable of UMTS AKA using quintets and may be capable of GSM AKA using quintets and the conversion functions c2 and c3, in order to support R98- ME on GSM BSS.
Case 1,2: When the user has R99+ ME, the VLR/SGSN shall engage in UMTS AKA.




UMTS AKA results in the establishment of a UMTS security context; the UMTS cipher/integrity keys CK and IK and the key set identifier KSI are stored in the VLR/SGSN.

When the user is attached to a UTRAN, the UMTS cipher/integrity keys are sent to the RNC, where the cipher/integrity algorithms are allocated. 

When the user is attached to a GSM BSS, UMTS AKA is followed by the derivation of the GSM cipher key from the UMTS cipher/integrity keys. When the user receives service from an MSC/VLR, the derived cipher key Kc is then sent to the BSC (and forwarded to the BTS). When the user receives service from an SGSN, the derived cipher key Kc is applied in the SGSN itself. 



Case 3: When the user has release 98 ME, the VLR/SGSN may engage in GSM AKA. 








GSM AKA results in the establishment of a GSM security context; the GSM cipher key Kc and the cipher key sequence number CKSN are stored in the VLR/SGSN.

In this case the user is attached to a GSM BSS. When the user receives service from an MSC/VLR, the GSM cipher key is sent to the BSC (and forwarded to the BTS). When the user receives service from an SGSN, the derived cipher key Kc is applied in the SGSN itself. 


6.8.1.4
R99+ ME


Case 1, 2: When the ME receives a UMTS challenge (i.e. RAND and AUTN), the ME shall forward the challenge to the USIM.  When the user is attached to a UTRAN and the ME receives a GSM challenge (i.e. RAND only), the ME shall not forward the challenge. 

The execution of UMTS AKA results in the establishment of a UMTS security context; the UMTS cipher/integrity keys CK and IK and the key set identifier KSI are passed to the ME. If the USIM supports access to the GSM BSS the ME shall also receive a derived GSM cipher key Kc.

Case 5: When the user is attached to a GSM BSS and the ME receives a GSM challenge and the UICC contains a SIM associated to the UMTS subscription, the ME shall forward the challenge to the SIM.  

The execution of GSM AKA results in the establishment of a GSM security context; the GSM cipher key Kc and the cipher key sequence number CKSN are stored in the ME.

6.8.1.5




User access device

In the user domain a UMTS subscriber is represented by a UICC that

· shall contain a USIM associated to the UMTS subscription that

· shall be capable of engaging in UMTS AKA, i.e., to derive RES, CK and IK in response to a challenge that consists of RAND and AUTN;

· may support the conversion function c3 to derive in addition to CK and IK a GSM ciphering key Kc (in order to support access to the GSM BSS);

· may contain a SIM associated to the UMTS subscription (in order to support access to R98- serving networks)

· shall be capable of engaging in GSM AKA, i.e., to derive SRES and Kc in response to a challenge that consists of RAND only, by means of the conversion functions c2 and c3;

· may support an emulation of the SIM-ME interface [GSM 11.11] (in order to support operation in R98- ME).

NOTE:
This sub-clause (6.8.1) only deals with SIM applications in so far as they are associated with a UMTS subscription, i.e., use the same IMSI and subscriber authentication key as the UMTS application associated to the UMTS subscription also present on the UICC. The UICC may also contain a SIM that is associated with a GSM subscription besides a USIM associated with a UMTS subscription. SIM and USIM then have a different IMSI and a different subscriber authentication key. This case is treated in 6.8.2.
Case 1, 2: When the UICC receives a UMTS challenge (i.e., RAND and AUTN) the USIM shall engage in UMTS AKA. If the verification of AUTN is successful, the USIM shall respond with the UMTS user response RES and the UMTS cipher/integrity keys CK and IK. The USIM shall store CK and IK as current security context data. In order to support access to the GSM BSS the USIM may also derive the GSM cipher key Kc from the UMTS cipher/integrity keys CK and IK using conversion function c3 and send the derived Kc to the ME. In case the verification of AUTN is not successful, the USIM shall respond with an appropriate error indication to the ME. 
Case 3,4,5: When the UICC receives a GSM challenge (i.e., RAND only) and a SIM associated to the UMTS subscription is present the SIM shall engage in GSM AKA. The SIM first computes the UMTS user response RES and the UMTS cipher/integrity keys CK and IK. The SIM then derives the GSM user response SRES and the GSM cipher key Kc using the conversion functions c2 and c3. The SIM then stores the GSM cipher key Kc as the current security context and sends the GSM user response SRES and the GSM cipher key Kc to the ME. 

The UICC shall inform the ME whether it contains a SIM associated to the UMTS subscription.  
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