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H.2
Authentication Functionality

H.2.1
A-KEY  (ANSI-41 Authentication Key)

The A-Key is only accessible to the algorithm used for Key generation. The A-Key may be programmed into the SIM directly by the service provider, or it may be programmed into the SIM through a specific over the air procedure. The A-Key is not accessible by the mobile equipment, therefore the method of storage on the SIM is not specified in this document. The SIM command A-KEY_VALIDATION is used to store the A-Key on the SIM. 

H.2.2
SSD (Shared Secret Data)

The Shared Secret Data is accessible only to the Authentication and the Key Generation functions. SSD is not accessible by the mobile equipment, therefore the method of storage on the SIM is not specified in this document.

An additional Status Code is defined for SSD updating as follows: 

98, 34
Error, Update SSD order sequence not respected (should be used if SSD Update commands are received out of sequence).















































H.3 Authentication commands
Description

It is necessary to provide six interfaces to the CAVE Algorithm and Secret Data areas, as listed below:

· Generation of Authentication Signature data, and generation of ciphering keys.

· Validation and storage of entered A-Key’s

· Ask Random task (generates RANDBS)

· Update Shared Secret Data (Generates SSD_A_NEW, SSD_B_NEW and AUTHBS values)

· Confirm Shared Secret Data (Updates SSD values)

· CMEA Encryption of voice channel data digits

NOTE:  For each task, the expected normal (i.e. success) status code is listed in the status word description.  A list of possible error codes that apply to all tasks can be found in the SIM Status Codes.

Task Name
CLA
INS
P1
P2
Lc

Internal_Authenticate
‘A0’
‘88’
‘00’
‘00’
‘0F’

AKEY_validation
‘A0’
‘86’
‘00’
‘00’
‘12’

Ask_Random
‘A0’
‘8A’
‘00’
‘00’
‘04’

Update_SSD
‘A0’
‘84’
‘00’
‘00’
‘0C’

Confirm_SSD
‘A0’
‘82’
‘00’
‘00’
‘03’

CMEA_encrypt
‘A0’
‘8C’
‘00’
‘00’
‘nn’

H.3.1 Generation of Authentication Signature Data and Ciphering Keys

This task produces an Authentication response, and shall be used during mobile Registrations, Originations, Terminations, R_Data messages, SPACH Confirmations, and for the Unique Challenge-Response Procedure. If Byte 0, Bit 1 is set, the SIM should also generate key bits after completing the Authentication function.  Some of those ciphering octets may be passed back to the ME for use with supplementary crypto mechanisms which reside in the ME.  This task requires the following input parameters:

Task Name
CLA
INS
P1
P2
Lc

Internal_Authenticate
‘A0’
‘88’
‘00’
‘00’
‘0F’


Data Bytes:



Byte 0

Process Control Byte


     Bit 0

0=RANDs, 1= RANDU



     Bit 1

Generate Key Bits flag  (0= No,  1= Yes)


Bit 2
 Load Internal key flag   



(0= pass all generated  key bytes to handset, 1= load first 8 bytes of generated keys internally to SIM, pass all remaining key bytes to ME) 



     Bits 3-7
Unused, future expansion



Bytes 1-4
RANDs  (for Registrations, Originations, and Terminations)





or




(1-3)
RANDU
   (for Unique Challenge-Response Procedures)

(4) = 0  (MIN2 will be filled in by SIM)



Byte 5

Digits Length (in bits, =0, 4, 8, 12, 16, 20 or 24,

= 4 x number of digits in bytes 6-8)



Bytes 6-8
=0,0,0  (for Registrations, Terminations, Unique Challenge




  Response Procedures)

= Last Dialed Digits, unused bits filled with 0’s  (for Originations).  If more than 6 digits are dialed, these are the last 6 digits in the origination string.  If less than 6 digits are dialed, MIN1 will be filled in by the SIM for the unused bits.



Byte 9

Use ME ESN (=‘00’)



Bytes 10-13
ESN



Byte 14

Key_size  (=0  if Byte 0, Bit 1= 0, =8 (or more) if Byte 0, Bit 1 = 1)

The output of this task shall be:



Status Bytes:
SW1  (=‘9F’ if success)





SW2  (=‘nn’ if success)

(‘nn’ is 03+Key_size if Byte 0, Bit 2 above =0, 03+Key_size-08  if Byte 0, Bit 2 above =1)

H.3.2 Validation and Storage of Entered A-Key’s

With manual entry of the A-key, the input A-Key must be validated prior to its storage in the SIM.  If successful, the A-key is saved in the SIM and the COUNTsp and Shared Secret Data (SSD) are reset to zero.  This task requires the following input parameters:

Task Name
CLA
INS
P1
P2
Lc

AKEY_validation
‘A0’
‘86’
‘00’
‘00’
‘12’


Data Bytes:

Bytes 0-12
Authentication digits string  (first digit in Most-Significant nibble of byte 0, last digit in Least-Significant nibble of Byte 12, for a total of 26 digits)



Byte 13

Use ME ESN (=‘00’)



Bytes 14-17
ESN

The output of this task shall be:



Status Bytes:
SW1  (=‘90’ if success)





SW2  (=‘00’ if success)

H.3.3 Ask Random Task

This task is used to generate the RANDBS random value.  This task must be executed prior to updating the Shared Secret Data (SSD).  The value RANDSeed must be generated by the ME prior to calling this task.  This task requires the following input parameters:

Task Name
CLA
INS
P1
P2
Lc

Ask_Random
‘A0’
‘8A’
‘00’
‘00’
‘04’


Data Bytes:


Bytes 0-3
RANDSeed

The output of this task shall be:



Status Bytes:
SW1  (=‘9F’ if success)




SW2  (=‘04’ if success)

H.3.4 Update Shared Secret Data

This task is used to generate the preliminary new Shared Secret Data (SSD_A_NEW, SSD_B_NEW) and the AUTHBS value.  The Ask Random Task (see above) must be executed prior to this routine.  The task requires the following input parameters:

Task Name
CLA
INS
P1
P2
Lc

Update_SSD
‘A0’
‘84’
‘00’
‘00’
‘0C’


Data Bytes:


Bytes 0-6
RANDSSD


Byte 7

Use ME ESN (=‘00’)



Bytes 8-11
ESN

The output of this task shall be:



Status Bytes:
SW1  (=‘90’ if success, =‘98’ if failure)




SW2  (=‘00’ if success, =‘04’ if failure)

H.3.5 Confirm Shared Secret Data

This task is used to validate the new Shared Secret Data (SSD_A_NEW, SSD_B_NEW) by comparing the internally computed AUTHBS with the AUTHBSs received from the system.  If successful, the SSD_A and SSD_B values will be updated to match the SSD_A_NEW and SSD_B_NEW values, respectively  The task requires the following input parameters:

Task Name
CLA
INS
P1
P2
Lc

Confirm_SSD
‘A0’
‘82’
‘00’
‘00’
‘03’


Data Bytes:


Bytes 0-2
AUTHBSs

The output of this task shall be:



Status Bytes:
SW1  (=‘90’ if success)




SW2  (=‘00’ if success)

H.3.6 CMEA Encryption of Voice Channel Data Digits

This task is used when the MS is on a Voice Channel, to encrypt and decrypt some portions of digital messages transmitted to the BS.  These will occur for the following messages:


- Called Address Message  (in response to a hookflash, up to 4 bytes per word, 4 words, total of 16 bytes)

Task Name
CLA
INS
P1
P2
Lc

CMEA_encrypt
‘A0’
‘8C’
‘00’
‘00’
‘nn’

(‘nn’ is hex value of data length n)


Data Bytes:



Bytes 0 - (n-1)
The n-byte data to be encoded, max. size = 32 bytes.

The output of this task shall be:



Status Bytes:
SW1  (=‘9F’ if success)





SW2  (=‘nn’ if success)    (‘nn’ is hex value of data length n)

H.3.7 SIM Status Codes

The following status codes, returned by the SIM in response to the execution of any of the tasks specified in this document, are valid.  The first hex value is returned in SW1, the second hex value in SW2.

Success Codes:

90, 00

Generic success code

9F, xx

Success, xx bytes of data available to be read via “Get_Response” task.

Error Codes:

92, 40

Error, memory problem

94, 08

Error, file is inconsistent with the command

98, 04

Error, no CHV1 has been presented successfully

98, 34

Error, Update SSD order sequence not respected (should be used if  SSD Update commands are received out of sequence).

67, xx

Error, incorrect parameter P3 (ISO code)

6B, xx

Error, incorrect parameter P1 or P2 (ISO code)

6D, xx

Error, unknown instruction code given in the command (ISO code)

6E, xx

Error, wrong instruction class given in the command (ISO code)

6F, xx

Error, technical problem with no diagnostic given (ISO code)

6F, 00

Error, invalid input parameters to authentication computation
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