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Introduction

This document describes a method to assign access conditions to files and directories and how they are indicated to the terminal. The access conditions serve two purposes. The first is to indicate the terminal what access conditions are to be full filled in order to get access to a particular file. The terminal then performs the required procedure to achieve the access condition e.g. PIN verification. The second is to indicate to the card what access conditions are to be verified in order to get access to the file e.g. this information is used for status response e.g. "security condition not satisfied". This document does not take into a count how an access condition is satisfied nor when the access condition is no longer valid.

The proposal is based on implementation of ISO/IEC 7816-9, which is at the FCD stage in ISO/IEC JTC1 SC17/WG4.

Abbreviations 

AM
Access Mode

SC
Security Condition

SE
Secure Environment

Basics

The access conditions are security attributes that are associated with each file. The access conditions are referenced as global where an access condition is valid for any file under the MF. If the access condition is referenced as local the reference is within the currently selected DF. This DF could be an application DF or any other level DF. The rules for accessing a file is described by different TLV objects that are part of the FCI which is returned by the card as a response to a select command. Depending upon the requirements of the applications on the card the access conditions can be indicated using different Tags in the FCI. This allows for an efficient indication of the access conditions for each file. 

In order to support sharing of information between different applications and common data, e.g. a phone book and a USIM application the access conditions must be referenced on a global basis as access control coding must be unique over the card. The following Tags are relevant in ISO/IEC 7816-9 for indication of security attributes (Table 1 FCD 7816-9):

Tag'86' Security attributes, Proprietary format

Tag'8B' Security attributes. Referenced to expanded format

Tag'8C' Security attributes, compact format

Tag'AB' Security attributes expanded format

Two formats can be used for indication of security attributes

Compact Format

The compact format is a bitmap type of approach where the access mode is indicated in the AM (Access Mode) byte. The coding of the AM byte contains two types of information. The AM itself and the structure of the SC (Security Condition) bytes to follow the AM byte. The access condition information contains one or more AM  bytes. The AM byte defines what action can be performed on a file if the required SC is satisfied. The operations that can be performed on an EF or a DF are a combination of one or more AM bytes and one or more SC conditions. The compact format is indicated by Tag'8C'. The following AM are defined in ISO/IEC 7816-9. For coding see 7816-9 table 4 and 5.

Access Modes for DFs: Delete File (itself), Terminate Card Usage, Terminate DF, Activate File, Deactivate File, Create File-DF, Create File-EF, Delete File (child)

Access Modes for EFs: Delete File, Terminate EF, Activate File, Deactivate File, Write Binary-Write Record-Append Record, Update Binary-Update Record-Erase Binary, Read Binary-Read Record-Search Binary-Search Record

In this document the AM modes READ and UPDATE for EFs are the interesting ones. These access modes are going to be used in examples to describe the assignment of access conditions.

The security condition to be satisfied for a particular access mode is specified in the SC byte. The SC byte can take the values as defined in ISO/IEC 7816-9 table 8. The relevant Security conditions for this document is:

Security Conditions: Always, Never, External Authenticate (AUT), User Authentication (PIN), SE# Security Environment (can be used for ADM)

Expanded Format

The expanded format can be indicated in two different ways. Using Tag'AB' the access mode and rules for the security conditions are provided in the data object following Tag'AB'. The alternative is to use Tag'8B' indicating a reference to a file, EFARR  where the access modes and rules are defined. 

In the expanded format referencing is done by Access Mode data objects (AM_DO) and Security Conditions data objects (SC_DO). The indication that the Access Mode is presented as data objects are indicated by Tags defined in ISO/IEC 7816-9 table 9 following the expanded format Tag'AB'. The indication that a security condition is presented as a data object is indicated by Tags defined in ISO/IEC 7816-9 table 11following Tag 'AB'. The content of the AM_DO is defined in the same manner as for the compact format. 

The expanded format allows the usage of OR and AND functions for the SC to be full filled for an access to a file. The OR condition is indicated by incorporating the SC_DOs in the nested TLV object using Tag'A0', Tag'AF' is used to indicate the AND condition.

If Tag'AB' is used to indicate the security attributes of a file the complete rules for accessing the selected file is presented following Tag'AB'. As the data following Tag'AB' may be significant if the access rules are complex (20-30 bytes) there is an alternative to store the access rules in an EF, EFARR, and reference to the record in the EF where the appropriate rule is defined. Tag'8B' is used to indicate that the access rules are defined in EFARR. The referencing in Tag'8B' can be on 1 or 3 bytes. In case of only 1 byte the EFARR is implicitly known and only the record number is indicated. In case of 3 bytes the first byte indicates the record number and the second byte is the file identifier for EFARR. The EFARR contains the access rules for all EFs that reside within the same DF as EFARR. 

Access Conditions

In order to assign Access Modes and Security Conditions the encoding of the different access conditions must be specified. The following table is an example of the relation between access conditions and keys to be verified for a certain access condition.

Table 1 SC_DOs versus access conditions

CRT Tag
Len
Value
Access Condition
Coding of the access condition
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Len
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See note 1
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-
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 Note 1: Any SC_DO coding as defined in ISO/IEC 7816-9 [4].

Table 2 Explanation of Tags

Tag 
Reference
Description
Value

‘90’
ISO/IEC 7816-9 [4]: SC_DOs
SC_DO for Always
None

‘97’
ISO/IEC 7816-9 [4]: SC_DOs
SC_DO for Never
None

‘A4’
ISO/IEC 7816-9 [4]: SC_DOs
SC_DO for authentication
CRT Value

‘B4’
ISO/IEC 7816-9 [4]: SC_DOs
SC_DO for Command / Response with Secure Messaging
CRT Value

‘83’
ISO/IEC 7816-4 [2]: 

Control Reference Data Objects
Key reference for direct use
Key reference

‘95’
ISO/IEC 7816-9 [4]: CRT usage Qualifier
CRT usage qualifier data object
’08':

User authentication, knowledge based

'30’:

SM response/command

'80':

external authentication

Assignment of an Access condition to a file

Two categories of files exist in the 3G UICC. One category is the application-related files. The other is files that contain shared information. The files that contain shared information must have a "global" key reference assigned to it. The application files may have "local" and "global" key references assigned to it. A "local" key reference is referenced to within the application where as a "global" key reference is a unique reference for the whole card.

In order to allow for data sharing the application PIN1 must be assigned as a "global" reference. The differentiation between application PIN1's is not to assign the same key reference value to different applications. If PIN2 is considered to be application related only the PIN2 key reference can be set to local. The reason for referencing PIN2 as "local" is the restrictions set by the VERIFY command. In the VERIFY command only 32 different key references can be indicated according to ISO/IEC 7816-4. 

Remark: The usage of PIN2 in DFTelecom should be discussed and if not required the should not be any files in DFTelecom requiring PIN2 verification for access.

If the access condition is a simple one the compact format can be used. For EFs with the access condition ALW for READ and UPDATE the security attribute would look as follows:

Tag
L
AM
SC

'8C'
'02'
'03'
'00'

For a case where read would be PIN1 and update would be NEV the expanded format is needed, as there is a need to indicate the key reference. This Access condition would apply for EFIMSI.

Tag
L
AM_DO Tag
L

SC_DO 

Tag
L
Key Ref Tag
L

Usage Qualifier

Tag
L

AM_DO Tag

'AB'
'10'
'80'
'01'
'01'
'A4'
'06'
'83'
'01'
'01
'95'
'01'
'08'
'80'

L

SC_DO Tag
L

'01'
'02'
'97'
'00'

As the access conditions rule become more complex in case of a file where data is to be shared by several access conditions it is not efficient to indicate the access rules in a Tag that is sent by the card in the response to a SELECT command. The same rule can be expressed using Tag'8B' where the rule itself is stored in EFARR. If the rule is stored in the first record of EFARR the access condition is indicated in Tag'8B' in the response to the SELECT command as follows. The EFARR file ID is '6F66'.

Tag
L
Record Nr.
File ID

'8B'
'03'
'01'
'6F'
'66'

Use case

This paragraph describes the use case for above said. The example fulfils the basic requirements for 3G Phase 1 which are:

· Global PIN possible (to simplify implementation and to grant access to shared data)

· Implementation possible with regards to tight time constrains

· Same understanding for each card manufacturer

· Scalable solution

In addition we get:

· Standardised Security mechanism

· Expandable Security model

Basic assumptions

The assumption is as follows: Two USIM-Applications and one Telecom DF, which is to be considered as data to be shared, residing on the card.
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The goal is to grant USIM1 and USIM2 access to the shared data by verifying the respective PIN. In particular the access discussed here should  be:

· Read and Update to Phonebook

· Any other access should be prohibited

Procedure

Select DF-Telecom

Select EF-Phonebook

· Select Response (FCI) contains data structure (TLV) to indicate the security attributes necessary  to access the data stored in the EF

The TLV Object has the following format:

T
L
T
L
V
T
L
T
L
T
L
V
T
L
V

AB
1A
80
01
03
A0
10
A4
06
83
01
01
95
01
08



AM_DO


OR

SC_DO

KEY REF


CRT

usage qualifier



T
L
T
L
V
T
L
V

A4
06
83
01
02
95
01
08

SC_DO

KEY REF


CRT

usage qualifier



T
L
V
T
L

80
01
7C
97
00

AM_DO


SC_DO ‘Never’


The access condition for this file, in order to Read or Update access (Access Modes Tag ‘80’), is fulfilled if an authentication with a user based knowledge (PIN, Tag ‘95’) was done. In this case it is done either with Key Reference ‘01’ (Tag ‘83’) or with Key Reference ‘02’.  The two possible references are concatenated with an ‘OR’ (Tag ‘A0’) function. All other Access Modes (TLV ’80 01 7C’) are set ‘never’ (Tag ‘97’).

The Key References are stored in the MF. The format of the key file, where the key references can be found, are out of the scope of this document.

OR

Referring to a file (EF-ARR) which holds the access conditions.

T
L
T1
T2

8B
3
#
FID



Record number
File Identifier

Or just the record number if File is implicitly known

T
L
T

8B
1
#



Record number

EF-ARR

The Rules for the Access Mode and Security Conditions can also be found in the EF-ARR. The respective EF is pointing to a record number within EF-ARR which describes what security conditions have be satisfied.

Record Number (ARR)
Record Content(Access Rules)

'01'
80 01 03 A0
10 A4 06 83
01 01 95 01 08 80 01 7C 97 00

Remarks

During the elaboraton of this document the following remarks was noticed.In case of key referencing there is a limitation in the VERIFY command. If the definitions of access conditions and key references are as outlined in Table 1 there is going to be a shortage of key references due to that PIN need to be assigned as a "global" reference. An alternative is to reference ADM as Secure Environments instead of key references. SEs can be referenced in the rules as well for access conditions.
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