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Object: 

PIN management proposal

1- Introduction

This paper is a proposal for the PIN management based on the discussions in Korea, and on the analysis of several standards (ISO, VOP, WIM, EMV, and GSM). The first step is to list the requirements to be addressed. The second step is to define the way the USIM application will indicate the PIN properties to the ME. The third step defines the generic set APDU commands. And finally the last step is an example of scenarios describing the proposed PIN mechanism.

2- Requirements

Hereafter is the list of requirements identified:

· The concept is only relevant for the Access Condition (AC) PIN, i.e. the CHV1 in GSM terms. A selectable application may define it’s own set of other ACs (e.g. CHV2), these ACs are not affected by this proposal.

· The User has to remember only one PIN per application either the Global PIN or the Application PIN. If this PIN is enabled the user has to present it, else there is no need to present it. 

· The card issuer defines the Global PIN.

· The Global PIN, once verified, is valid during the whole card session.

· Only the Global PIN protects the shared data and the application data if the selectable application is Global PIN dependant. Otherwise the Application PIN protects the application data and the shared data.

· It shall be possible to define a dependency between a Global PIN and Application PIN on the application level in the personalization stage. The user cannot change this.

· There shall be no PIN specific file, i.e. the PIN condition shall be indicated in the status information when selecting a MF/ADF.

· A PIN can be Enabled (E) or Disabled (D) by the user if the mechanism is allowed by the card issuer for the Global PIN and the Application provider for the Application PIN.

· The ability to Enable/Disable a PIN should be defined at card issuing

The following table summarises these requirements, and indicates what is the PIN to be verified by the User.

Selectable Application 
is dependant of 
Global PIN
Status of the 
Global PIN
Status of the Application PIN
PIN to verify

Yes
Enabled
Enabled
Global PIN

Yes
Enabled
Not Enabled
Global PIN

Yes
Not Enabled
Enabled
No PIN

Yes
Not Enabled
Not Enabled
No PIN

No
Enabled
Enabled
Application PIN

No
Enabled
Not Enabled
No PIN

No
Not Enabled
Enabled
Application PIN

No
Not Enabled
Not Enabled
No PIN

3- USIM PIN properties indicated to the ME

As stated in the requirement, the user cannot change the link between the Selectable Application and the Global PIN. Either it depends or not, this link is define at personalization/installation and agreed between the Card Issuer and the Application Provider. Additionally, we notice in the table above that the user (and so the mobile) need to know what PIN applies to the selected application and the properties of this PIN, listed hereafter : 

· Global reference (Global PIN) / Specific reference (Application PIN)

· Enable / Disable commands allowed

· Enabled / Disabled

· Verified / Not verified

· Number of remaining attempts

The application will indicate the state of the PIN relevant for the selected Application either Global or Specific. The Mobile can then change the state of the PIN relevant, and indicate to the user if this will affect other applications or not.

The indication of the properties to the ME and their handling is USIM specific. An existing application (e.g. banking) may have its own way to encode them and to handle them, the UICC will provide an internal interface for such applications. Upcoming application will be based on the ISO standard for the PIN management commands, but as ISO doesn't define the format to indicate the PIN properties to the external world the applications will define it as they require it.

We propose to use the APDU commands defined in ISO, and to change the PIN and PUK status definition of the USIM application in Annex F as follows to indicate the PIN properties:
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b5=0: Enable/Disable commands not allowed

b5=1: Enable/Disable commands allowed











b6=0: PIN enabled

b6=1: PIN disabled











b7=0: PIN not verified

b7=1: PIN verified











b8=0: Global reference (Global PIN)

b8=1: Specific reference (Application PIN)

UNBLOCK PIN status byte
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b8=0: Global reference (Global PIN)

b8=1: Specific reference (Application PIN)

Note : The  bit b8 of both bytes shall be at the same value.

Additionally bit 8 of Byte 12 of the USIM specific Data shall be removed as this is already indicated in PIN Status byte. Coding of PIN2 Status byte and UNBLOCK PIN2 Status byte is similar to the 2 bytes indicating above, but bits b8,b6 and b5 are Not Applicable to PIN2.

4- APDUs commands for PIN Management

The following commands are defined according to the standards ISO/IEC 7816-4 and 7816-8:

· Verify PIN,

· Change PIN,

· Disable PIN,

· Enable PIN,

· Unblock PIN.

4.1- Verify PIN

Functional description

The Verify PIN command initiates the comparison in the card of the PIN verification data sent sent from the interface device with the PIN reference data stored in the card.

The verification process is subject to the following conditions being fulfilled: PIN is not disabled; PIN is not blocked.

If the access condition for a function to be performed on the last selected file is PIN, then a successful verification of the PIN is required to the use of the function on this file unless the PIN is disabled.

If the PIN presented is correct, the number of remaining PIN attempts for that PIN shall be reset to its initial value 3.

If the PIN presented is false, the number of remaining PIN attempts for that PIN shall be decremented. After 3 consecutive false PIN presentations, not necessarily in the same card session, the respective PIN shall be blocked and the access condition can never be fulfilled until the UNBLOCK PIN function has been successfully performed on the respective PIN.

Command message

Verify PIN command APDU

CLA
‘80’

INS
‘20’

P1
‘00’ (other values are RFU)

P2
Qualifier of the reference data, see table below

Lc
Empty or length of the subsequent data field

Data field
Empty or verification data

Le
Empty

Coding of the reference control P2

b8
b7
b6
b5
b4
b3
b2
b1
Meaning

0
0
0
0
0
0
0
0
Not supported

0
-
-
-
-
-
-
-
Global reference data (e.g. card password)

1
-
-
-
-
-
-
-
Specific reference data (e.g. ADF password)

-
X
X
-
-
-
-
-
‘00’ (other values are RFU)

-
-
-
x
x
X
x
x
Reference data number (01 to 1F)

NOTES:

· The reference data number may be for example a password or a short EF identifier.

· When the body is empty, the command may be used either to retrieve the number ‘X’ of further allowed retries (SW1-SW2 = ‘63CX’) or to check whether the verification is not required (SW1-SW2 = ‘9000’).

· For GSM application bit8 of parameter P2 shall be set to '0'.

Response message

Verify PIN response APDU

Data field
Empty

SW1-SW2
Status bytes

4.2- Change PIN

Functional description

The Change PIN command is used either to replace the existing PIN with the new PIN or to initiate the comparison of the verification data with the PIN, and then to conditionally replace the existing PIN with the new PIN sent to the card in the command.

This function assigns a new value to the PIN subject to the following conditions being fulfilled: PIN is not disabled; PIN is not blocked.

If the old PIN presented is correct, the number of remaining PIN attempts for that PIN shall be reset to its initial value 3 and the new value for the PIN becomes valid.

If the old PIN presented is false, the number of remaining PIN attempts for that PIN shall be decremented and the value of the PIN is unchanged. After 3 consecutive false PIN presentations, not necessarily in the same card session, the respective PIN shall be blocked and the access condition can never be fulfilled until the UNBLOCK PIN function has been performed successfully on the respective PIN.

Command message

Change PIN command APDU

CLA
‘80’

INS
‘24’

P1
‘00’ = exchange reference data

‘01’ = change reference data

Any other value is RFU

P2
Qualifier of the reference data, see table below

Lc
Length of the subsequent data field

Data field
P1 = ‘00’ existing reference data followed by new reference data

P1 = ‘01’ new reference data

Le
Empty

NOTE: The length of the existence PIN is known by the card. Therefore no delimiter between existing and new PIN is present.

Coding of the reference control P2

B8
b7
b6
b5
b4
b3
b2
b1
Meaning

0
0
0
0
0
0
0
0
Not supported

0
-
-
-
-
-
-
-
Global reference data (e.g. card password)

1
-
-
-
-
-
-
-
Specific reference data (e.g. ADF password)

-
X
X
-
-
-
-
-
‘00’ (other values are RFU)

-
-
-
x
x
X
x
X
Reference data number (01 to 1F)

NOTES:

· The reference data number may be for example a password or a short EF identifier.

· For GSM application bit8 of parameter P2 shall be set to '0'.

Response message

Change PIN response APDU

Data field
Empty

SW1-SW2
Status bytes

4.3- Disable PIN

Functional description

The Disable PIN command is used to switch off the requirement to compare the PIN verification data with the PIN reference data.

The successful execution of this command has the effect that files protected by PIN are now accessible as if they were marked "ALWAYS".

The command Disable PIN shall not be executed by the the selected application when PIN is already disabled or blocked.

NOTE:
Every application must specify whether this function is applicable to all PIN’s defined for the application.

If the PIN presented is correct, the number of remaining PIN attempts shall be reset to its initial value 3, and PIN shall be disabled.

If the PIN presented is false, the number of remaining PIN attempts shall be decremented and PIN remains enabled. After 3 consecutive false PIN presentations, not necessarily in the same card session, the PIN shall be blocked and the access condition can never be fulfilled until the UNBLOCK PIN function has been successfully performed on PIN.

Command message:

Disable PIN command APDU

CLA
‘80’

INS
‘26’

P1
‘00’ = verification data present in data field

‘01’ = no verification data

any other value is RFU

P2
Qualifier of the reference data, see table below

Lc
Empty or length of the subsequent data

Data field
P1 = ‘00’ verification data

P1 = ‘01’ empty

Le
Empty

Coding of the reference control P2

B8
b7
b6
b5
b4
b3
b2
b1
Meaning

0
0
0
0
0
0
0
0
Not supported

0
-
-
-
-
-
-
-
Global reference data (e.g. card password)

1
-
-
-
-
-
-
-
Specific reference data (e.g. ADF password)

-
X
X
-
-
-
-
-
‘00’ (other values are RFU)

-
-
-
x
x
X
x
x
Reference data number (01 to 1F)

NOTE: For GSM application bit8 of parameter P2 shall be set to '0'.

Response message

Disable PIN response APDU

Data field
Empty

SW1-SW2
Status bytes

4.4- Enable PIN

Functional description

The Enable PIN command is used to switch on the requirement to compare the PIN verification data with the PIN reference data.

The command Enable PIN shall not be executed by the the selected application when PIN is already enabled or blocked.

NOTE:
Every application must specify whether this function is applicable to all PIN’s defined for the application.

If the PIN presented is correct, the number of remaining PIN attempts shall be reset to its initial value 3, and PIN shall be enabled.

If the PIN presented is false, the number of remaining PIN attempts shall be decremented and PIN remains enabled. After 3 consecutive false PIN presentations, not necessarily in the same card session, the PIN shall be blocked and the access condition can never be fulfilled until the UNBLOCK PIN function has been successfully performed on PIN.

Command message

Enable PIN command APDU

CLA
‘80’

INS
‘28’

P1
‘00’ = verification data present in data field

‘01’ = no verification data

any other value is RFU

P2
Qualifier of the reference data, see table below

Lc
Empty or length of the subsequent data

Data field
P1 = ‘00’ verification data

P1 = ‘01’ empty

Le
Empty

Coding of the reference control P2

b8
b7
b6
b5
b4
b3
b2
b1
Meaning

0
0
0
0
0
0
0
0
Not supported

0
-
-
-
-
-
-
-
Global reference data (e.g. card password)

1
-
-
-
-
-
-
-
Specific reference data (e.g. ADF password)

-
X
X
-
-
-
-
-
‘00’ (other values are RFU)

-
-
-
x
x
X
x
x
Reference data number (01 to 1F)

NOTE: For GSM application bit8 of parameter P2 shall be set to '0'.

Response message

Enable PIN response APDU

Data field
Empty

SW1-SW2
Status bytes

4.5- Unblock PIN

Functional description

The Unblock PIN command is used to either reset the PIN retry counter to its initial value or to change the PIN on completion of a successful reset of the PIN retry counter to its initial value.

If the Unblock PIN presented is correct, the value of the PIN, presented together with the Unblock PIN, is assigned to that PIN, the number of remaining Unblock PIN attempts for that Unblock PIN is reset to its initial value 10 and the number of remaining PIN attempts for that PIN is reset to its initial value 3. After a successful unblocking attempt the PIN is enabled and the relevant access condition level is satisfied.

If the presented Unblock PIN is false, the number of remaining Unblock PIN attempts for that Unblock PIN shall be decremented. After 10 consecutive false Unblock PIN presentations, not necessarily in the same card session, the respective Unblock PIN shall be blocked. A false Unblock PIN shall have no effect on the status of the respective PIN itself.

Command message

Unblock PIN command APDU

CLA
‘80’

INS
‘2C’

P1
‘00’ = unblock the PIN and set new PIN

‘01’ = unblock the PIN, resetting code in data field

‘02’ = unblock the PIN, and set new PIN ( no resetting code)

‘03’ = unblock the PIN, data field empty

any other value is RFU

P2
Qualifier of the reference data, see table below

Lc
Empty or length of the subsequent data

Data field
P1 = ‘00’ resetting code followed by new PIN

P1 = ‘02’ resetting code

P1 = ‘02’ new PIN

P1 = ‘03’ empty

Le
Empty

NOTE: When P1 = ‘00’ the length of the resetting data is known by the card. Therefore no delimiter between resetting code and new PIN is present.

Coding of the reference control P2

b8
b7
B6
b5
b4
b3
b2
b1
Meaning

0
0
0
0
0
0
0
0
Not supported

0
-
-
-
-
-
-
-
Global reference data (e.g. card password)

1
-
-
-
-
-
-
-
Specific reference data (e.g. ADF password)

-
X
X
-
-
-
-
-
‘00’ (other values are RFU)

-
-
-
x
x
X
x
x
Reference data number (01 to 1F)

NOTE: For GSM application bit8 of parameter P2 shall be set to '0'.

Response message

Unblock PIN response APDU

Data field
Empty

SW1-SW2
Status bytes

Status conditions

The following specific warning and error conditions may occur:

SW1-SW2
Meaning

63-00
No information given (verification failed)

63-CX
Counter (verification failed, ‘X’ indicates the number of further allowed retries

65-81
Memory failure

67-00
Wrong length

69-82
Security status not satisfied

69-83
Authentication method blocked

69-84
PIN invalidated

6A-81
Command not supported

6A-82
File not found

6A-86
Incorrect parameters P1-P2

6A-88
PIN not found

5- PIN management scenarios

The picture below is an example with two applications. These applications share data under the DFTELECOM.


Context

The Global PIN is enabled, enabling/disabling is allowed

The Application ADF1 is dependent of Global PIN.

The Application ADF2 doesn't dependent of Global PIN.

The Application PIN of ADF2 is disabled, enabling/disabling is allowed.

The Reading of the data stored in EF1, EF11 and EF21 are protected by PIN Access Condition.

The following UICC/ME exchanges are all in a same card session, and show the usage of the described PIN mechanism in the context defined above.



Global PIN
ADF1 PIN = Global PIN
ADF2 PIN

Verified
Enabled
Verified
Enabled
Verified
Enabled

No
Yes
No
Yes
No
No














Global PIN
ADF1 PIN = Global PIN
ADF2 PIN

Verified
Enabled
Verified
Enabled
Verified
Enabled

Yes
Yes
Yes
Yes
No
No


Global PIN
ADF1 PIN = Global PIN
ADF2 PIN

Verified
Enabled
Verified
Enabled
Verified
Enabled

Yes
Yes
Yes
Yes
No
No



Global PIN
ADF1 PIN = Global PIN
ADF2 PIN

Verified
Enabled
Verified
Enabled
Verified
Enabled

Yes
Yes
Yes
Yes
Yes
Yes









Global PIN
ADF1 PIN = Global PIN
ADF2 PIN

Verified
Enabled
Verified
Enabled
Verified
Enabled

Yes
Yes
Yes
Yes
No
Yes


Global PIN
ADF1 PIN = Global PIN
ADF2 PIN

Verified
Enabled
Verified
Enabled
Verified
Enabled

Yes
Yes
Yes
Yes
No
Yes

…





…








Response to the Select





Select Path MF/DFTELECOM/EF1





PIN AC not fulfilled ‘6982’





Read Shared Data of EF1





PIN AC not fulfilled ‘6982’





Read ADF2 Data of EF21





Response to the Select





Select ADF2





Reading is OK ‘9000’





Read Shared Data of EF1





Reading is OK ‘9000’





Read ADF1 Data of EF11





Response to the Select





Select ADF1





Reading is OK ‘9000’





Read Shared Data of EF1





Reading is OK ‘9000’





Read ADF2 Data of EF21





PIN is enabled ‘9000’





Enable Specific PIN





Reading is OK ‘9000’





Read Shared Data of EF1





Reading is OK ‘9000’





Read ADF2 Data of EF21





Response to the Select





Select ADF2





UICC





Reading is OK ‘9000’





Read Shared Data of EF1





Verify Global PIN





PIN AC not fulfilled ‘6982’





Read Shared Data of EF1





Reading is OK ‘9000’





Read ADF1 Data of EF11





Verification is OK ‘9000’





PIN AC not fulfilled ‘6982’





Read ADF1 Data of EF11





ATR





Reset





Response to the Select





Select ADF1





EFA1-PIN





ME





EF13





EF12





EF11





ADF1





EFA2-PIN





EF23





EF22





EF21





ADF2





EFG-PIN





EF3





EF2





EF1





DFTELECOM





EFDIR





MF





Response to the Select





Select Path 3FFF/EF11





Response to the Select





Select Path MF/DFTELECOM/EF1
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