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3.3
Symbols

||
Concatenation


Exclusive or

f6
Encryption function to encrypt the IMSI

3.4
Abbreviations

EUIC
Enhanced User Identity Confidentiality

GK
Group Key

GMSI
Group Identity

HE
Home Environment

IMSI
International Mobile User Identity

SQN
Sequence Number

4
Contents of EFs

4.2.7
USIM Service Table


Service n°28:
EUIC (Enhanced User Identity Confidentiality)

4.y.y
EFGMSI (Group Identity)

This EF contains the group identity of the mobile subscriber. This group identity references a group key GK, stored in the USIM, which is used for enhanced user identity confidentiality (encryption of the IMSI).

Identifier: '6FC2'
Structure: transparent
Optional

File size: 4 bytes
Update activity: low

Access Conditions:


READ
PIN


UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM



Bytes
Description
M/O
Length

1 – 4
Group Identity 
M
4 bytes

‑
Group Identity GMSI

Coding: 


The least significant bit of GMSI is the least significant bit of the 4th byte. The most significant bit of GMSI is the most significant bit of the first byte.

X
USIM commands

X.1
Compute EMSI

X.1.1
Command description

Editor's note: Is there a similar / appropriate command already available in any standard?.

The function is used during the procedure for identification of the user via the radio access path by means of the encrypted permanent user identity (IMSI).

For the execution of the command the USIM uses the group key GK and the sequence number SQNUIC/MS which are stored in the USIM.

The USIM increments the sequence number SQNUIC/MS that holds the value from the last execution of 'Compute EMSI'.

Next the USIM computes EMSI = f6GK (SQNUIC/MS || IMSI) which is then returned in the command response.

The function is related to a particular USIM and shall not be executable unless the USIM or any sub-directory  has been selected as the Current Directory and a successful PIN verification procedure has been performed (see clause ...).

Input:

‑
none

Output:

· EMSI

12.1.2
Command parameters and data

Code
Value

CLA
As specified in ...

INS
'tbd'

P1
'00'

P2
'00'

Lc
not present

Data
not present

Le
Length of EMSI (L1)

Editor's note: Is there a similar / appropriate command already available in any standard?.

Parameter Le specifies the expected length of the response. This is depending on the further specification of function f6.

Command parameters/data:

none

Response parameters/data:

Byte(s)
Description
Length

1
Length of EMSI (L1)
1

2 – (L1+1)
EMSI
L1

The most significant bit of EMSI is coded on bit 8 of byte 2.

Y
Status Conditions Returned by the UICC

Status of the card after processing of the command is coded in the status bytes SW1 and SW2. This subclause specifies coding of the status bytes in the following tables.

Y.2
Status Words of the Commands

The following table shows for each command the possible status conditions returned (marked by an asterisk *). Status conditions of GSM and USIM applications are on the left and right sides of the table, respectively.

Table 12.9: Commands and status words

















Compute EMSI































90 00
























91 XX

















*






9F XX

61 XX#
























93 00
























92 0X

















*






65 81
























94 00
























94 02
























94 04
























94 08
























98 02
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69 82
























98 08
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98 40
























98 50
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67 XX
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6B XX
























6D XX
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6E XX
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6F XX
























62 81
























62 83
























62 82
























62 84
























62 00
























63 CX
























69 81
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69 84
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6A 81
























6A 82
























6A 83
























6A 84
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6A 86
























6A 87
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6A 88
























6C XX

Z
Application Protocol

Z.1
User Identity Request

The ME selects a USIM and checks service no. 28 (Enhanced user identity confidentiality). If service no. 28 is not available then the ME performs the reading procedure with EFIMSI.

Otherwise the ME uses the Compute EMSI function (see x.y). The response is received by the ME (in case of the T=0 protocol when requested by a subsequent GET RESPONSE command). Then the ME reads the group identity out of EFGMSI. The ME concatenates the HE-id, the group identity GMSI and the EMSI and sends it to the network.

