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1.GENERAL





Schlumberger agrees in integrating additional functionality in the UICC card. But in the same time the UICC Physical and Logical Characteristic must be based as much as possible on well proven ETSI/SMG9 specifications for GSM and avoid unrealistic, high memory consuming features. This will guarantee fast UICC card development at lowest cost and minimum risk.


Current version of 3GPP 31.101 is « 7816 oriented ». Schlumberger remembers that 7816 standards is an Intersectorial one. The very general framework 7816 standardise is often difficult to apply for a very specific sectorial need. 7816 often relies on very complex mechanisms far beyond from what final operators/users really need.


Schlumberger believes that the approach so far followed for GSM 11.11 and 11.14 development is correct : The SIM requirements closely matches to what is needed for a GSM application providing useful services for the final user. The stress is put on the application side rather than the way the application is supported. We need memory for the application not to implement high performance protocols with no real benefit. The very simple T=0 was thus retained as transport protocol. The OS development is then simplified and the time to market reduced. That policy has allowed the fast development of the Mobile Market.GSM standards are market driven. ISO standards have a long-term approach. Both are different.


A typical example could be the proactive GSM card. One of the theoretical advantages of T=1 is the ability for the Card to send a command. This is said to be impossible with T=0. But in fact the real problem is to provide the card with a mechanism allowing the card to indicate the terminal it has something to say. The GSM 11.11 specifies the SIM Toolkit Protocol ... on T=0 in a very simple way.


ISO 7816/3 GPP convergence for UICC specification is not necessary wrong by itself. Care must be taken in not making twice the same errors. The Card market has always shown preference for single technical solutions quickly available. A huge amount of time and energy was wasted in the past in standardising card functionality that several years later, nobody requires : Extended LC,LE.support, Logical Channels, Variable Length Record Files ...


	Some key UICC features (ADN) are highly memory consuming ... but are really necessary. Careful analysis of Memory Cost/Benefit what 7816 mechanisms are to be « imported » in 31.101 in order not to over specify the card.


	Summarising the above points, Schlumberger points out that the key functionality for the UICC is the Secure Personalising Capability the Card provides to both Telecom Operators and Final Users, rather than huge cryptographic calculation abilities requiring the implementation in the Card the very complex OS features.


 


2.SCHLUMBERGER COMMENTS ON SOME DISCUSSION POINTS ON 3GPP 33.101 ? 





2.1 IS THERE A NEED TO A SECURITY ENVIRONMENT DEFINITION ?





THE POSSIBILITY OF IMPLEMENTING A SE IN THE UICC CARD MUST REMAIN OPTIONAL.	





RATIONALE The need for SE depends on what cryptographic functionality are to be put on the Card Side. The SE  management by the OS is not straightforward. The MSE Command is to be implemented. A SE is the logical container of a full set of security mechanisms and parameters to support the execution by the Card of Security (Cryptographic) and/or Secure Messaging Commands. It allows a simplified transport of these APDU because of the Object Control (What CryptoAlgo, What Key ) needed for the execution of these secure-oriented APDU are previously pre-selected in the Card. The Card Security Execution Context is set before the APDU comes. The APDU does not need to integrate such information necessary for its own execution. The Secure APDU length is reduced. The Card saves RAM to execute cryptographic algorithms.


If you often need to send sensitive information over the I/O line and you want to adapt the Card Secure Environment execution the implementation in the Card of the 7816 SE concept is a good option.


Schlumberger believes that an alternative could be analysing what 7816-8 mechanisms could be imported in 31.101 :


1.Some PSO like Verify Certificate allows for Certificate Interpretation by the Card


2.The Generate Public Key Command requests a Card to Calculate a Public Key Pair :A Public Key which is sent back in the APDU-Response and the associated Secret Key which remains inside the Card, which is obviously very secure. Of course you need a powerful card (Highly Consuming !) to implement it. This secret key will be used in later cryptographic operations if Digital Signature or Deciphering using asymmetric algorithms.


3.The implementation of Data Structures like Extended Header List allows for Partial/Selective Certification Interpretation/Digital Signature Operations.


4.The Command Chaining by the External Application by using the CLA byte coding is a better alternative to chaining than that proposed by T=1 where the Transport Protocol is in fact driven by the Application.








WHAT SHOULD BE THE CONTENTS AND CODING OF HISTORICAL BYTES ?


	


A possible implementation could be sending a historical byte « 42 »  during ATR. The terminal then could send a READ RECORD/BINARY APDU and read for example all the AID of the Card.





SHOULD EXTENDED ADDRESSING BE SUPPORTED ?





Extended addressing integration in 7816 standard was typically a political issue in order to put the protocol T=0 out of the market. It didn’t correspond to any real technical need. The same is probably still applicable. The problem is not to nominally integrate such a requirement but getting a component with the necessary RAM to support APDU with extended format.





2.4 SHOULD THE 3GPP COMMANDS START WITH 0X WHERE APPROPRIATE ?





There is no problem from a Formal/Technical point of view. The 7816 Coding is in principle common to all the sectors and in particular to Mobile Applications. Thos could the OS help to differentiate between GSM and USIM APDU.





2.5 WHAT’S THE IMPACT OF LOGICAL CHANNELS ON EXISTING PLATFORMS ?





	Implementation of the Logical Channel Mechanism seems necessary but it has considerable impact on OS complexity :


	1.Logical Channels are in principle independent including the security aspects. This means that each canal has its own Security State and active DF/EF,with all the states and conditions. From the OS point of view that means the management of all data related to several sessions running simultaneously. This is only possible with powerful and expensive microprocessors. Furthermore you need to implement in the OS the Command Interpreter for managing Logical Channels (Open,Close ...)


	2.If individual secure messaging is required with different authentication procedures for every separate logical channel the demands on memory increase dramatically.


	


Additionally there is a synchronisation restriction for the external world addressing the Card : The Card’s response APDU contains no information about the logical channel it is responding to. This lack of specification means that every time a process sends an APDU to the Card the remaining processes must wait for the card response before sending their own Commands. So a synchronisation anticollision procedure must be implemented in the terminal side to avoid crossovers.





APPLICATION SHARING OF FILES 





	Concerning #10 of A similar problem has been analysed by Javacard Forum. It concerns the share by 2 or more applets of Objects 


	An Object (Data elements and/or functions, e.g. phone book/ADN) belonging to another Application can be accessed via the ShareableInterface Concept under the OS Supervision System in a Client-Server approach.


	Two different applets are identified by their respective AID : AID1 and AID2. Both Applets are separated by a Firewall. The Applet1 requests Applet2 for access to Applet2 specific Object. That’s done by a procedure request Get ShareableInterface Object (AID2) managed to the OS supervisor system. The OS addresses this request to the Applet2 via activation of the Procedure Get SharedObject (AID1).


Controlled Access of Object(AID2) by AID1 shall only be possible if AID1 matches criteria specified for this Object ( Application Type or AID). This means that the Card shall provide a mechanism (Access List) to specify for each application a list of accessible Objects, each with import restriction criteria.


Generally all the generic platforms have the notion of default application. After ATR the card implicitly activates a specific application. The default application will be the GSM application if there is any.


Each USIM application is identified by its AID.The ME is able to select any USIM application with the correct Select AID APDU ( 00 A4 04 00 XY <XY bytes> 00, where XY is the AID ).If the selected USIM application contains GSM data all the GSM apdus will be redirected to this USIM application as it is currently active.


�



We can represent the Secure Architecture for the UICC as follows:
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This architecture guaranties a firewall between all the application present. Data elements and operations that belong to other applications may be accessed only indirectly and only if they have explicitly been defined as accessible.


A similar concept had been presented (and refused) in ISO/WG4/TF7 for 7816-9 Draft.
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