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TSG-T3 has investigated the impact of the integrity check proposed by TSG-SA3 in document TSG-T3 99073, "LS to TSG T3 on termination of integrity protection within the MS". TSG-T3 has come to the following conclusion.

- The Terminal-USIM interface is not a limiting factor with the proposed data (256 bits). Assuming normal operation of the Terminal-USIM interface transportation of the data and the response is taking less than 20 ms, with the interface speed enhancement it will be significantly less.

- Performing a 16-bit MAC function over 256 bits is feasible from the USIM point of view. The required calculation time is estimated to be 100-200 ms depending upon implementation.

TSG-T3 would like to point out that the current session key Kc to be used as the encryption key for encrypting the communication between the terminal and the network is generated by the authentication procedure. Kc is delivered to the terminal as a response to the run authentication algorithm. The value of Kc is then stored by the terminal to the USIM for further use. The current procedure does not prevent Kc from being delivered to the terminal as a result of running the authentication algorithm. If there is a need to prevent Kc from being read by the terminal before the integrity check has taken place the current procedure for retrieving Kc from the card must be changed. TSG-T3 asks TSG-SA3 for further guidance on this issue.

