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Description of the current situation:

The access to the file system for an applet is defined during its installation. The access domain parameters specify whether and how an applet is allowed to access the file system of the SIM. These access domain parameters are part of the toolkit parameters in the Install(install) APDU, the access to the UICC (USIM) is not yet defined. By reservation of the value '0x02' for the 3GPP access mechanism it seems however foreseen to include the 3G file system access also in the toolkit parameters for the Install(install) (see 3GPP TS 23.048 and SCP TS 102.226).

Disadvantages of the current solution:

Inclusion of the Access Domain Parameter into the Install(install) leads to several penalties, all caused by the coupling of the two independent processes: installation of an applet and granting file access.

· It is impossible to change the file access of an applet during its lifetime. The only solution is to delete the applet instance, thereby loosing all the data and states kept already in the applet instance and re-install it afterwards using the new access domain parameters.

· With the UICC, the smart card becomes a multi application card. Using the current approach it is only possible to assign global access parameters to an applet. A restriction to the different first level applications (USIM 1 / USIM 2 / WIM / ...) and their file systems is not possible. If an applet is allowed to access one application's file system, it can then access files with the same access level in all applications.

· The inclusion of the access domain parameters into the toolkit applet specific part of the Install(install) raises additional problems. The file system access for non-toolkit applets is not defined, as the toolkit applet specific parameters are not mandatory for these applets (see T3a020313).

· The Install(install) APDU reaches a point where the limitation of the data part of an APDU to 255 bytes becomes relevant.

Proposed solution:

All of the disadvantages described above can be avoided by splitting the today's combined procedure into two, independent from each other.

To reach that goal the access domain parameters are taken out of the Install(install) APDU and a new APDU shall be standardised. The new APDU could be based on the GlobalPlatform APDU "Store Data". According to the SCP WG2[1] the allocation of an escape tag could be requested from GP.

Store Data APDU

Code
Value
Meaning

CLA
'80'


INS
'E2'
STORE DATA

P1
'80'
Reference control parameter P1 (no more APDUs to follow)

P2
'00'
Block number (first Block)

Lc
'xx'
Length of data field

Data
'xxxxxx...'
Data (see below)

The overall length of the command message shall not exceed 256 bytes.

Data Field
Value
Name
Support
Length

tbd
Store Data escape TAG for SCP / 3G (to be requested from GP)
M
1


Length of all the following data
M
1

tbd
TAG AID file system client (e.g. Toolkit Applet)
M
1


Length of AID file system client
M
1


AID file system client
M
5-16

tbd
TAG Access Domain Parameter for SIM File System
M
1

'02'
Length of Access Domain Parameter for SIM File System
M
1


Access Domain Parameter for SIM File System (acc. to 3GPP TS 31.116)
O / M (see Note)
2

tbd
TAG Access Domain Parameter Definition No. 1
M
1


Length of Access Domain Parameter Definition No. 1
M
1


Length of AID file system server No. 1 (e.g. USIM)
M
1


AID file system server No. 1
M
5-16

'02'
Length of Access Domain Data No. 1
M
1


Access Domain Data No. 1 (see below)
M
2


Length of DAP No. 1
M
1


DAP No. 1
O
x

tbd
TAG Access Domain Parameter Definition No. 2
M
1


Length of Access Domain Parameter Definition No. 2
M
1


Length of AID file system server No. 2 (e.g. WIM)
M
1


AID file system server No. 2
M
5-16

..
..
..
..

Note: if the UICC contains a SIM, then this parameter is mandatory

The coding of the DAP is out of scope of this paper (card-specific ?).

Access Domain Data:
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For each file system client the new Store Data APDU allows to define the file access for one or more file system server.

By default an applet installed on the card has no access to the UICC file system at all. To grant or change file access rights the Store Data APDU can be sent to the card at any time after the applet is installed. If the UICC.getTheFileView(fileSystemServerAID) is invoked before the Store Data APDU has been sent (and therefore the applet has no rights to access the file system of the server application), an appropriate exception shall be thrown.

On receiving the Store Data APDU the framework shall pass the AID of the file system client together with the access domain data and the DAP (if present) to the file system server application. The file system server then can check the these parameters and decide whether it allows the client to access its file system or not. This decision is translated into the APDU protocol by using an appropriate status word (e.g.: 0x9000 access granted, 0x6985 No access granted - Conditions of use not satisfied). The positive status word shall be returned only in the case if all file system server addressed in the Store Data APDU allow the client to access their file system. Before returning the positive status word the framework shall store the new access domain parameters in its registry. If only one of the server denies the access to its file system, the negative status word shall be returned and no changes shall be performed in the registry at all.

If an applet tries to access a file in the server file system without having sufficient rights for this individual file, an appropriate exception shall be thrown.

Benefits using the new APDU:

· Change of the access domain parameters for an applet is possible during its lifetime. This allows e.g. to install an applet in the card during personalisation even though the exact requirements of accessing the file system are not known at this time. Later the file access can be adjusted accordingly, e.g. by OTA access.

· The granularity of the file access rights can be assigned more specifically to each applet. It is possible to allow a certain access to one first level application while the access to all others is denied.

· The file system access of non-toolkit applets is possible and standardised.

· There is no danger to reach the 255 byte limit of the Install(install) APDU. If there are a lot of first level applications on a card it is possible to use two or more Store Data APDUs for one applet.

· Currently the person who installs an applet has to define its access rights to a file system at the same time. By separating this two procedures the role of an applet installer can be unlinked from the role of granting file system access, so that these roles can be taken by different parties and at different points in time.

[1] See SCP2-020221 and SCP2-020236 from SCP WG2 #4, Seattle, USA





