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In the Annex B.1 ‘Key set version – counter association within a Security Domain’, it’s not clear what should be done by the card if not key set version is indicated in Kic and/or Kid bytes (in particular if Kic=Kid=0)

Gemplus would like to clarify this case and proposes two solutions :

1. reject the SMS if a counter has to be checked by the card and the key set version number in Kic and Kid bytes are both equal to 0.

The modification in the Annex B.2 would be the following :

A separate and different counter shall be associated to each key set version as described in the following table:


Key Set Version 0
Key Set Version 1
….
Key Set Version  n (maximum 'F')


Security error
Counter 1

Counter n

Key Index 1
Reserved
KIc 1

KIc n

Key Index 2
Reserved
KID 1

KID n

Key Index 3
Reserved
KIK 1

KIK n

If the key set version numbers in Kic and Kid bytes are both equal to 0 and if a counter has to be checked by the card (bit b5 in SPI first byte is set to 1),) then the message shall be rejected with the “Unidentified security error” Response Status Code.
2. use a default counter (different from all counters associated to a key set) SMS if a counter has to be checked by the card and the key set version number in Kic and Kid bytes are both equal to 0.

The modification in the Annex B.2 would be the following :

A separate and different counter shall be associated to each key set version as described in the following table:


Key Set Version 0
Key Set Version 1
….
Key Set Version  n (maximum 'F')


Default Counter
Counter 1

Counter n

Key Index 1
Reserved
KIc 1

KIc n

Key Index 2
Reserved
KID 1

KID n

Key Index 3
Reserved
KIK 1

KIK n

