Page 1



3GPP T3 SWG API Meeting #1 
Tdoc T3a020014

Sophia Antipolis, France, 18-19 February 2002
Source : Gemplus
There is an ambiguity in the standard. It’s specified that unused fields shall be ignored if they are unused and it’s specified, in Annex B, that Kic and Kid shall be checked. So some of the questions are :

· Shall the card check that Kic and Kid key set version numbers are equal when there is no RC/CC/DS ?

· Shall the card check that Kic and Kid key set version numbers are equal when there is no ciphering ?

· Shall the card check that Kic and Kid key set version numbers are equal when no counter is used, there is no RC/CC/DS and there is no ciphering ?

Gemplus would like to agree on the card behavior for all cases. The folowing table presents the different cases :

Case
SPI
KIc
KID
Counter in keyset of

1a
CC 

(counter used or not)
0
KID ( 0
KID

1b

KIc = KID (( 0)
KIc/KID

1c

KIc ( 0
0
Error

1d

0
0
Error

2a
CC + Ciphering

(counter used or not)
0
KID ( 0
Error

2b

KIc = KID (( 0)
KIc/KID

2c

KIc ( 0
0
Error

2d

0
0
Error

3a
Ciphering

(counter used or not)
0
KID ( 0
Error

3b

KIc = KID (( 0)
KIc/KID

3c

KIc ( 0
0
KIc

3d

0
0
Error

4a
RC + Ciphering

(counter used or not)
0
KID ( 0
Error

4b

KIc = KID (( 0)
KIc/KID

4c

KIc ( 0
0
KIc

4d

0
0
Error

5a
RC

(counter used or not)
0
KID ( 0
KID

5b

KIc = KID (( 0)
KIc/KID

5c

KIc ( 0
0
KIc

5d

0
0
?

6a
Counter used 

(no RC/CC/DS, no ciphering)
0
KID ( 0
KID

6b

KIc = KID (( 0)
KIc/KID

6c

KIc ( 0
0
KIc

6d

0
0
?

7a
Counter not used 

(b5b4=00

 b5b4=01)
0
KID ( 0


7b

KIc = KID (( 0)


7c

KIc ( 0
0


7d

0
0


7e

0
0
Error ?
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Annex B (normative): Relation between security layer and Open Platform security architecture 

[…]

B.2
Security keys KIc, KID

The indication of the key to be used in the KIc and KID fields shall refer to an Open Platform key set version number. 

The algorithm to be used with the key shall be the algorithm associated with the key (as described in the Open Platform Card specification [14]).

The key set version number indicated in the KIc and KID fields shall be identical when different from 0, whatever SPI first byte indicates. If the key set version numbers are different (and both different from 0) then the message shall be rejected with the “Unidentified security error” Response Status Code.
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