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Proposed CR to allow toolkit commands on all logical channels

The release 4 of the 102.221 SCP specifications introduces a restriction on the toolkit commands : those commands (i.e. TERMINAL PROFILE, ENVELOPE, FETCH, TERMINAL RESPONSE) are only allowed on channel 0, which prevents for example a (U)SIM applet selected on channel 1 from receiveing a toolkit activation command. In order to correct this, the following CR is proposed for discussion by the API SWG so that it can be presented to the SCP.
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Allow toolkit commands to be sent to all logical channels.
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- Change the Proactive Command mechanism description to include the proactive session in its logical channel.

- Change the coding of toolkit commands class bytes from '80' to '8X'
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7.4.2
USAT Layer

The USAT layer uses application status words to indicate:

-
the availability of a proactive command for the terminal ('91xx');

-
the usage of response data to an Envelope command by the terminal (nominal '9000', warning '62xx' or '63xx');

-
the temporary unavailability of the USAT to handle an Envelope command ('9300'), see clause 11.6.6.

7.4.2.1
Proactive Command

Where the status word SW1-SW2 is equal to '9000' on a logical channel, the card can reply '91xx' to indicate that a proactive command is pending on this logical channel. The terminal uses the FETCH C-APDU on the channel to get the pending Proactive Command. The terminal sends to the UICC the response of the Proactive Command execution on the channel with the TERMINAL RESPONSE C-APDU.

The mechanism, described hereafter for a case 4 C-APDU, is independent from the transport protocol.


Terminal

UICC

C-APDU
CLA INS P1 P2 Lc [Lc DATA] Le
(
Command Processing

R-APDU
Luicc DATA||SW1='91'||SW2='xx'
(
Luicc DATA||SW1='91'||SW2='xx'






Any C-APDU/R-APDU on the same logical channel
…
(
Luicc DATA||SW1='91'||SW2='xx'

Any C-APDU/R-APDU on a different  logical channel
…
(
Luicc DATA||SW1='90'||SW2='00'

C-APDU = FETCH
CLA INS='12' P1 P2 Le='xx'
(
Command Processing

R-APDU
Le DATA=Proactive Command ||SW1='90'||SW2='00'
(
Le DATA=Proactive Command ||SW1='90'||SW2='00'

Any C-APDU/R-APDU
…

…

C-APDU = 
TERMINAL RESPONSE
CLA INS='14' P1 P2 Lc [Lc DATA]
(
Command Processing

R-APDU
SW1||SW2
(
SW1||SW2'

Figure 7.15

 […]

10.1.2
Coding of Instruction Byte

Table 10.5 depicts coding of instruction byte of the commands.

Table 10.5: Coding of Instruction Byte of the Commands 
for a telecom application

COMMAND 
CLA 
INS

Command APDUs 



SELECT FILE
0X
'A4'

STATUS
8X
'F2'





READ BINARY
0X
'B0'

UPDATE BINARY
0X
'D6'

READ RECORD
0X
'B2'

UPDATE RECORD
0X
'DC'





SEARCH RECORD
0X
'A2'

INCREASE
8X
'32'





VERIFY
0X
'20'

CHANGE PIN
0X
'24'

DISABLE PIN
0X
'26'

ENABLE PIN
0X
'28'

UNBLOCK PIN
0X
'2C'





DEACTIVATE FILE
0X
'04'

ACTIVATE FILE
0X
'44'





AUTHENTICATE
0X
'88'

GET CHALLENGE
0X
'84'





TERMINAL PROFILE
8X
'10'

ENVELOPE
8X
'C2'

FETCH
8X
'12'

TERMINAL RESPONSE
8X
'14'

MANAGE CHANNEL
0X
'70'





Transmission oriented APDUs



GET RESPONSE
0X
'C0'
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