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6.2
Applet Triggering

The application triggering portion of the SIM Toolkit Framework is responsible for the activation of toolkit applets, based on the APDU received by the GSM application.
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Figure 3: toolkit applet triggering diagram

The ME shall not be adversely affected by the presence of applets on the SIM card. For instance a syntactically correct Envelope shall not result in an error status word in case of a failure of an applet. The only application as seen by the ME is the SIM application. As a result, a toolkit applet may throw an exception, but this error will not be sent to the ME.

[…]

EVENT_FORMATTED_SMS_PP_ENV, EVENT_UNFORMATTED_SMS_PP_ENV,
EVENT_FORMATTED_SMS_PP_UPD, EVENT_UNFORMATTED_SMS_PP_UPD

A toolkit applet can be activated upon the reception of a short message.

There are two ways for a card to receive an SMS : via the Envelope SMS-PP Data Download or the Update Record EFsms instruction.

The reception of the SMS by the toolkit applet cannot be guaranteed for the Update Record EFsms instruction.

The received SMS may be :
- formatted according to TS 03.48[4] or an other protocol to identify explicitly the toolkit applet for which the message is sent ;
- unformatted or using a toolkit applet specific protocol the SIM Toolkit Framework will pass this data to all registered toolkit applets.

EVENT_FORMATTED_SMS_PP_ENV

This event is triggered by an envelope APDU containing an SMS_DATADOWNLOAD BER TLV with an SMS_TPDU simple TLV according to TS 03.48[4].

The SIM Toolkit Framework shall:

· verify the TS 03.48[4] security of the SMS TPDU ;

· trigger the toolkit applet registered with the corresponding TAR defined at applet loading;

· take the optional Application Data posted by the triggered toolkit applet if present;

· secure and send the response packet.

The toolkit applet will only be triggered if the TAR is known and the security verified, application data will also be deciphered. 

EVENT_UNFORMATTED_SMS_PP_ENV

The registered toolkit applets will be triggered by this event and get the data transmitted in the APDU envelope SMS_DATADOWNLOAD.

But only the first toolkit applet triggered will be able to send back a response as defined by the rules in chapter 6.6.

EVENT_FORMATTED_SMS_PP_UPD

This event is triggered by Update Record EFsms with an SMS TP-UD field formatted according to TS 03.48[4].

The SIM Toolkit Framework shall :

· update the  EFsms file with the data received, it is then up to the receiving toolkit applet to change the SMS stored in the file (i.e. the toolkit applet need to have access to the EFsms file)

· verify the TS 03.48[4] security of the SMS TPDU ;

· convert the Update Record EFsms in a TLV List, an EnvelopeHandler ;

· trigger the toolkit applet registered with the corresponding TAR defined at applet loading;

· if a response packet using SMS SUBMIT has to be sent :
· take the optional Application Data posted by the triggered toolkit applet if present;

· secure and send the response packet.
The Update Record EFsms APDU shall be converted in a TLV list as defined below :

UPDATE RECORD APDU
nb bytes
Handler TLV LIST
size

CLA, INS
2
specific event
1

P1,P2 
2
device Identity rec-number
1

P3 = 176
1

1

status
1
device Identity rec-status
1

TS-SCA (RP-OA)
<= 12
Address
Y

SMS TPDU
var
SMS TPDU
Y

padding bytes
var

Y

6.6
Handler availability

The system handlers : ProactiveHandler, ProactiveResponseHandler, EnvelopeHandler and EnvelopeResponseHandler are Temporary JCRE Entry Point Object as defined in the Java Card Runtime Environment Specification [8].

The following table describes the minimum availability of the handlers for all the events at the invocation of the processToolkit method of the toolkit applet.

Table 1: Handler availability for each event

EVENT_
Reply busy
ProactiveHandler
ProactiveResponseHandler
EnvelopeHandler
EnvelopeResponseHandler
Nb of triggered / registrered Applet

_FORMATTED_SMS_PP_ENV
Y
Y
Y
Y
1 / n (per TAR)

_FORMATTED_SMS_PP_UPD
N
Y
Y
Y/N(see Note 3)
1 / n (per TAR)

_UNFORMATTED_SMS_PP_ENV
Y
Y
Y
Y
n / n

_UNFORMATTED_SMS_PP_UPD
N
Y
Y
N
n / n

_FORMATTED_SMS_CB
Y
Y
Y
N
1 / n (per TAR)

_UNFORMATTED_SMS_CB
Y
Y
Y
N
n / n

_MENU_SELECTION
Y
Y
Y
N
1 / n (per Item Id)

_MENU_SELECTION_HELP_REQUEST
Y
Y
Y
N
1 / n (per Item Id)

_CALL_CONTROL
N
Y/N (see Note 2)
Y
Y
1 / 1

_SMS_MO_CONTROL
N
Y/N (see Note 2)
Y
Y
1 / 1

_TIMER_EXPIRATION
Y
Y
Y
N
1/ 8 (per timer) (see Note 1)

_EVENT_DOWNLOAD






   _MT_CALL
Y
Y
Y
N
n / n

   _CALL_CONNECTED
Y
Y
Y
N
n / n

   _CALL_DISCONNECTED
Y
Y
Y
N
n / n

   _LOCATION_STATUS
Y
Y
Y
N
n / n

   _USER_ACTIVITY
Y
Y
Y
N
n / n

   _IDLE_SCREEN_AVAILABLE
Y
Y
Y
N
n / n

   _LANGUAGE_SELECTION
Y
Y
Y
N
n / n

   _BROWSER_TERMINATION
Y
Y
Y
N
n / n

   _CARD_READER_STATUS
Y
Y
Y
N
n / n

_UNRECOGNISED_ENVELOPE   
Y
Y
Y
Y
n / n

_STATUS_COMMAND
N
Y/N (see Note 2)
N
N
n / n

_PROFILE_DOWNLOAD   
N
Y/N (see Note 2)
N
N
n / n



NOTE 1:
One toolkit applet can register to several timers, but a timer can only be allocated to one toolkit applet.

NOTE 2:
Y/N means that handlers may / may not be available depending whether a proactive session is ongoing.
NOTE 3:   Y/N means that handler shall be available if a PoR using SMS SUBMIT is required and if no proactive session is ongoing.

6.7
SIM Toolkit Framework behaviour

The following rules define the SIM Toolkit Framework behaviour for :

-
Triggering of a toolkit applet (invocation of the processToolkit() method from the ToolkitInterface shareable interface) :

-
The current context is switched to the toolkit applet .

-
A pending transaction is aborted.

-
There is no invocation of the select() or the deselect() methods.

-
The CLEAR_ON_DESELECT transient object can not be accessed and not created as defined in Java Card 2.1 Runtime Environment Specification [8], as the current selected application is unchanged (eg GSM applet) and does not correspond to the current context which is the toolkit applet.

-
The current file context of the toolkit applet is the MF.

-
The current file context of the current selected applet is unchanged.

-
The toolkit applet cannot access the APDU object.

-
Termination of a toolkit applet (return from the processToolkit() method):

-
The JCRE switches back to the context of the current selected applet, the GSM applet.

-
There is no invocation of the select() or the deselect() methods.

-
A pending toolkit applet transaction is aborted.

-
The transient data are unchanged.

-
The current file context of the toolkit applet is lost.

-
The current file context of the current selected applet is unchanged.

-
The GSM applet shall not rely on the APDU object content. The APDU content may be changed by the system [For Further Study as the interface between the toolkit system and the GSM applet is not defined yet]

-
Invocation of ProactiveHandler.send() method :

-
During the execution there might be other context switches, but at the return of the send() method the toolkit applet context is restored.

-
There is no invocation of the select() or the deselect() methods.

-
A pending toolkit applet transaction at the method invocation is aborted.

-
The current file context of the toolkit applet is unchanged (see chapter 5.2). The send() method will never return if the GSM applet is deselected and another applet is explicitly selected. 

· Management of the Response Packet using SMS SUBMIT after the two events a EVENT_FORMATTED_SMS_PP_ENV or EVENT_FORMATTED_SMS_PP_UPD
· the framework shall 

· build the response packet including the optional Application Data posted by the triggered toolkit applet if present

·  secure the response packet

· build and send one or more SMS SUBMIT proactive commands

· the framework shall send the SMS SUBMIT proactive commands as soon as possible, that means :

· when the EnvelopeResponsehandler.post() method is called (if called before any proactive command is sent). The rules detailed for the invocation of the ProactiveHandler.send() method applies. If the SMS SUBMIT proactive command fails, an exception shall be sent.

· at the first invocation of the ProactiveHandler.send() method if the EnvelopeResponseHandler.post() method was not called. The Response Packet shall be sent before the toolkit applet proactive command.

· after the termination of the toolkit applet, if the EnvelopeResponseHandler.post() method and the ProactiveHandler.send() method were not called. If the SMS SUBMIT proactive command fails, no further action shall be taken.
· If a proactive session is in progress when the event is triggered, no response packet shall be sent back. If the EnvelopeResponsehandler.post() method is called, an exception shall be sent.

-
Emission of system proactive commands (SIM Toolkit framework dynamic behaviour)

-
The SIM Toolkit Framework shall send its system proactive command as soon as no proactive session is pending and all the applets registered to the current events have been triggered and have returned from the processToolkit method invocation.
Annex A (normative):
Java Card SIM API

The attached files "Annex_A_java.zip" and "Annex_A_HTML.zip" contains source files for the Java Card SIM API.

List of changes to the API html and java source files

Class sim.toolkit.EnvelopeResponseHandler

post

public void post(byte statusType)

          throws ToolkitException
Pepares the Envelope response. Should be used with Envelope SMS-PP Data Download. 

Parameters: 

statusType - the status to be sent to the ME (SW1_RP_ACK or SW1_RP_ERROR) 

Throws: 

ToolkitException - with the following reason codes: 

· HANDLER_NOT_AVAILABLE if the handler is busy 

· RESPONSE_PACKET_NOT_SENT  if after the event EVENT_FORMATTED_SMS_PP or EVENT_FORMATTED_SMS_UPD the response packet couldn’t be sent.

postAsBERTLV

public void postAsBERTLV(byte statusType,

                         byte tag)

                  throws ToolkitException
Prepare the Envelope response in a BER TLV structure. Should be used with Envelope Call Control by SIM or MO Short Message Control by SIM. The tag value is to be used to set the Result for Call Control and MO Short Message Control by the SIM. 

Parameters: 

statusType - the status to be sent to the ME (SW1_RP_ACK or SW1_RP_ERROR) 

tag - the BER Tag to be used at the beginning of the SIMPLE_TLV list. 

Throws: 

ToolkitException - with the following reason codes: 

· HANDLER_NOT_AVAILABLE if the handler is busy

· RESPONSE_PACKET_NOT_SENT  if after the event EVENT_FORMATTED_SMS_PP or EVENT_FORMATTED_SMS_UPD the response packet couldn’t be sent.
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