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Standardised (U)SIM toolkit commands for Remote File Management

There are two elements to Remote File Management on the UICC; the first is the behaviour of the UICC resident Toolkit Application which performs the Remote File Management, and the second is the command structure in the SIM Data Download message, see 3GPP TS 31.111 [8]. Access conditions for the 3G and GSM files as seen by the UICC resident application, are not standardised. These are under the control of the application designer, in co-operation with the Network Operator or Service Provider owning the UICC. These access conditions may be dependent on the level of security applied to the Data Download to UICC message (e.g. SMS-PP).

For the TS 03.19 compliant cards, it shall be possible to define the minimum security applied to a Secured Packet sent to a Remote File Management Application with a Minimum Security Level as defined in Annex A.1.4.2.5.

9
Open Platform commands for Remote Applet Management

Remote Applet Management on a UICC card includes the ability to load, install, and remove applets. This management is under the responsibility of the Network Operator or Service Provider owning the UICC. The described procedure is mandatory for 3GPP TS 43.019 compliant cards. Other technologies may either use this procedure or use their own mechanisms. The concept of embedding APDUs in a short message is as defined in clause 7 "Remote File management" in the present document.

The minimum security applied to a Secured Packet sent to the Remote Applet Management Application shall be at least integrity using CC or DS.

For the TS 03.19 compliant cards, it shall be possible to define the minimum security applied to a Secured Packet sent to the Remote Applet Management Application with a Minimum Security Level as defined in Annex A.1.4.2.5. 
Annex A (normative):
Applet Management Commands for TS 43.019 compliant cards

This annex describes the commands for Applet Management.

A complying card shall support at least the DES CBC algorithm for cryptographic computations.

Command status words placed in the Additional Response Data element of the Response Packet shall be coded according to the Open Platform specification [14].

A.1
Commands Description

In all cases, the security applied to a Secured Packet sent to the Remote Applet Management Application shall replace Data Authentication Patterns used in Open Platform commands for secure messaging.
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