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When the Receiving Entity cannot secure the Response Packet :

· no application data are included in the Response Packet

· if the Command Packet was not successfully unpacked and nothing was forwarded to the Receiving Application,  the status code returned is the one corresponding to the security error occured. 

· if the Command Packet was successfully unpacked and forwarded to the Receiving Application, a new status code is used in the Response Packet
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4
Overview of Security System

An overview of the secure communication related to the (U)SIM Application Toolkit together with the required security mechanisms is given in 3GPP TS 22.048, (see figure 1).

[…]

In some circumstances a security related error may be detected at the Receiving Entity. In such circumstances the Receiving Entity shall react according to the following rules:

1)
nothing shall be forwarded to the Receiving Application. i.e. no part of the Application Message, and no indication of the error.

2)
if the Sending Entity does not request a response (in the Command Header) the Receiving Entity discards the Command Packet and no further action is taken.

3)
if the Sending Entity does request a response and the Receiving Entity can unambiguously determine what has caused the error, the Receiving Entity shall create a Response Packet indicating the error cause. This Response Packet shall be secured according to the security indicated in the received Command Packet.

4)
if the Sending Entity does request a response and the Receiving Entity cannot determine what has caused the error, the Receiving Entity shall send a Response Packet indicating that an unidentified error has been detected. This Response Packet is sent without any security being applied.

5)
If the Receiving Entity receives an unrecognisable Command Header (e.g. an inconsistency in the Command Header), the Command Packet shall be discarded and no further action taken.

In some circumstances the Receiving Entity may fail to secure the Response Packet it is requested to send. In such circumstances the Receiving Entity shall react according to the following rules:

1) no application specific data shall be included in the Response Packet sent.
2) if the Command Packet was not successfully unpacked and nothing was forwarded to the Receiving Application, the Receiving Entity shall send a Response Packet indicating the security error detected while unpacking the Command Packet. This Response Packet is sent without any security being applied.
3) if the Command Packet was successfully unpacked and the Application Message was forwarded to the Receiving Application, the Receiving Entity shall send a Response Packet indicating the Response Packet couldn’t be secured. This Response Packet is sent without any security being applied.
5.2
Response Packet structure

[…]

Table 5: Response Status Codes

Status Code (hexadecimal)
Meaning

'00'
PoR OK.

'01'
RC/CC/DS failed.

'02'
CNTR low.

'03'
CNTR high.

'04'
CNTR Blocked

'05'
Ciphering error.

'06'
Unidentified security error. This code is for the case where the Receiving Entity cannot correctly interpret the Command Header and the Response Packet is sent unciphered with no RC/CC/DS.

'07'
Insufficient memory to process incoming message.

'08'
This status code "more time" should be used if the Receiving Entity/Application needs more time to process the Command Packet due to timing constraints. In this case a later Response Packet should be returned to the Sending Entity once processing has been completed.

'09'
TAR Unknown

‘0B’
PoR security error. This status code shall be used when the Receiving Entity fails to secure the Response Packet and the Command Packet was successfully unpacked and the Application Message was forwarded to the Receiving Application. This Response Packet is sent without any security being applied and without any application specific data.

'0A' - 'FF'
Reserved for future use.
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