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6.2
Applet Triggering

The application triggering portion of the SIM Toolkit Framework is responsible for the activation of toolkit applets, based on the APDU received by the GSM application.

[…]

EVENT_FORMATTED_SMS_PP_ENV, EVENT_UNFORMATTED_SMS_PP_ENV,
EVENT_FORMATTED_SMS_PP_UPD, EVENT_UNFORMATTED_SMS_PP_UPD

A toolkit applet can be activated upon the reception of a short message.

There are two ways for a card to receive an SMS : via the Envelope SMS-PP Data Download or the Update Record EFsms instruction.

The reception of the SMS by the toolkit applet cannot be guaranteed for the Update Record EFsms instruction.

The received SMS may be :
- formatted according to TS 23.048[4] or an other protocol to identify explicitly the toolkit applet for which the message is sent ;
- unformatted or using a toolkit applet specific protocol the SIM Toolkit Framework will pass this data to all registered toolkit applets.

EVENT_FORMATTED_SMS_PP_ENV

This event is triggered by an envelope APDU containing an SMS_DATADOWNLOAD BER TLV with an SMS_TPDU simple TLV according to TS 23.048[4].

The SIM Toolkit Framework shall:

· verify the TS 23.048[4] security of the SMS TPDU ;

· trigger the toolkit applet registered with the corresponding TAR defined at applet loading;

· take the optional Application Data posted by the triggered toolkit applet if present;

· secure and send the response packet.

The toolkit applet will only be triggered if the TAR is known and the security verified, application data will also be deciphered. 
The response packet shall be sent only if 

· the SPI second octet in the Command Packet indicates ‘PoR required to be sent to the SE’ (b2b1= 01) (see TS 23.048[4]).

or

· the Command Packet was not unpacked successfully (security not verified or TAR unknown) and the SPI second octet in the Command Packet indicates ‘PoR required only when an error has occured’ (b2b1= 10) (see TS 23.048[4]).
6.6
Handler availability

The system handlers : ProactiveHandler, ProactiveResponseHandler, EnvelopeHandler and EnvelopeResponseHandler are Temporary JCRE Entry Point Object as defined in the Java Card Runtime Environment Specification [8].

The following table describes the minimum availability of the handlers for all the events at the invocation of the processToolkit method of the toolkit applet.

Table 1: Handler availability for each event

EVENT_
Reply busy
ProactiveHandler
ProactiveResponseHandler
EnvelopeHandler
EnvelopeResponseHandler
Nb of triggered / registrered Applet

_FORMATTED_SMS_PP_ENV
Y
Y
Y
Y
1 / n (per TAR)

_FORMATTED_SMS_PP_UPD
N
Y
Y
N
1 / n (per TAR)

_UNFORMATTED_SMS_PP_ENV
Y
Y
Y
Y
n / n

_UNFORMATTED_SMS_PP_UPD
N
Y
Y
N
n / n

_FORMATTED_SMS_CB
Y
Y
Y
N
1 / n (per TAR)

_UNFORMATTED_SMS_CB
Y
Y
Y
N
n / n

_MENU_SELECTION
Y
Y
Y
N
1 / n (per Item Id)

_MENU_SELECTION_HELP_REQUEST
Y
Y
Y
N
1 / n (per Item Id)

_CALL_CONTROL
N
Y/N (see Note 2)
Y
Y
1 / 1

_SMS_MO_CONTROL
N
Y/N (see Note 2)
Y
Y
1 / 1

_TIMER_EXPIRATION
Y
Y
Y
N
1/ 8 (per timer) (see Note 1)

_EVENT_DOWNLOAD






   _MT_CALL
Y
Y
Y
N
n / n

   _CALL_CONNECTED
Y
Y
Y
N
n / n

   _CALL_DISCONNECTED
Y
Y
Y
N
n / n

   _LOCATION_STATUS
Y
Y
Y
N
n / n

   _USER_ACTIVITY
Y
Y
Y
N
n / n

   _IDLE_SCREEN_AVAILABLE
Y
Y
Y
N
n / n

   _LANGUAGE_SELECTION
Y
Y
Y
N
n / n

   _BROWSER_TERMINATION
Y
Y
Y
N
n / n

   _CARD_READER_STATUS
Y
Y
Y
N
n / n

_UNRECOGNISED_ENVELOPE   
Y
Y
Y
Y
n / n

_STATUS_COMMAND
N
Y/N (see Note 2)
N
N
n / n

_PROFILE_DOWNLOAD   
N
Y/N (see Note 2)
N
N
n / n



NOTE 1:
One toolkit applet can register to several timers, but a timer can only be allocated to one toolkit applet.

NOTE 2:
Y/N means that handlers may / may not be available depending whether a proactive session is ongoing.

The following rules define the minimum requirement for the availability of the system handlers and the lifetime of their content.

ProactiveHandler:

-
The ProactiveHandler is valid from the invocation to the termination of the processToolkit method.

-
If a proactive command is pending the ProactiveHandler may not be available.

-
At the processToolkit method invocation the TLV-List is cleared.

-
At the call of it's init method the content is cleared and then initialised.

-
After a call to ProactiveHandler.send method the handler will remain unchanged (i.e. previously send proactive command) until the ProactiveHandler.init or appendTLV methods are called.

ProactiveResponseHandler:

-
The ProactiveResponseHandler may not be available before the first call to ProactiveHandler.send method, if available the content is cleared.

-
The ProactiveResponseHandler is available after the first call to the ProactiveHandler.send method to the termination of the processToolkit method.

-
If a proactive command is pending the ProactiveResponseHandler may not be available.

-
The ProactiveResponseHandler content is changed after the call to ProactiveHandler.send method and remains unchanged until next call to the ProactiveHandler.send method.

EnvelopeHandler:

-
The EnvelopeHandler and its content are available for all triggered toolkit applets (see Table1), from the invocation to the termination of their processToolkit method.

-
The SIM Toolkit Framework guarantees that all registered toolkit applet are triggered and receive the data.

EnvelopeResponseHandler:

-
The EnvelopeResponseHandler is available for all triggered toolkit applets, until a toolkit applet has posted an envelope response or sent a proactive command. After a call to the post method the handler is no longer available.

· The EnvelopeResponseHandler shall not be available after the EVENT_FORMATTED_SMS_PP_ENV if the SPI second octet in the Command Packet does not indicate ‘PoR required to be sent to the SE’ (b2b1= 01).
-
The EnvelopeResponseHandler content must be posted before the first invocation of a ProactiveHandler.send method or before the termination of the processToolkit, so that the GSM applet can offer these data to the ME (eg 9Fxx/9Exx). After the first invocation of the ProactiveHandler.send method the EnvelopeResponseHandler is no more available.
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