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A.1.4.2.3
Access domain

The access domain is used to specify the UICC files that may be accessed by the applet and the operations allowed on these files. The Access Domain field is formatted as follows:

Length
Name

1
Access Domain Parameter (ADP) (see A.1.4.2.3.1)

n-1
Access Domain Data (ADD)

The Access Domain Data coding and length is defined for each Access Domain Parameter.

A.1.4.2.3.1
Access Domain Parameter

This parameter indicates the mechanism used to control the applet instance access to the UICC file System.

Value
Name
Support
ADD length

'00'
Full access to the File System
Mandatory
0











'01'
APDU access mechanism (see A.1.4.2.3.2)
Optional
4






'02' to '7F'
RFU
RFU
RFU

'80' to 'FE'
Proprietary mechanism
-
-

'FF'
No access to the File System
Mandatory
0

If an applet with Access Domain Parameter 'FF' (i.e. No Access to the File System) tries to access a file the framework shall throw an exception.

NOTE:
The file access conditions specified in 3GPP TS 51.011 [5] and ETSI 102 221 [15] are relevant for the SIM/ME and UICC/ME interface respectively only. The file access conditions specified in the access domain parameter are used internally by the card operating system.

If the Access Domain Parameter requested is not supported, the card shall return the Status Word '6A80', incorrect parameters in data field, to the Install(Install) command.

A.1.4.2.3.2
APDU access mechanism

This mechanism shall be used, if supported, by the framework if the Access Domain Parameter value is '01'. It shall use the Access Domain Data passed at applet instantiation to define the access conditions fulfilled while the toolkit applet is running. 

The APDU Access Domain Data is a bit map combination of the file access condition levels described in 3GPP TS 51.011 [5] defined in byte 1 and 2, and ETSI TS 102.221 [15] from byte 1 - 4. When the bit is set the associated Access Condition is granted. 

The APDU Access Domain Data is coded as follows:

Byte 1:













b8
b7
b6
b5
b4
b3
B2
b1

GSM file system
3G file system























ALWays
ALWays























CHV1
Application PIN1























CHV2
CHV2























RFU
RFU























ADM0
ADM0























ADM1
ADM1























ADM2
ADM2
























ADM3
ADM3

Byte 2:



b8
b7
b6
b5
B4
b3
B2
b1

GSM file system
3G file system











ADM4
ADM4











ADM5
ADM5











ADM6
ADM6











ADM7
ADM7











ADM8
ADM8











ADM9
ADM9











ADM10
ADM10











RFU
RFU

Byte 3:



B8
b7
b6
b5
B4
b3
B2
b1

GSM file system
3G file system











RFU
RFU











RFU
Application PIN2











RFU
Application PIN3











RFU
Application PIN4











RFU
Application PIN5











RFU
Application PIN6











RFU
Application PIN7











RFU
Application PIN8

Byte 4:



b8
b7
b6
b5
B4
b3
B2
b1

GSM file system
3G file system











RFU
Local PIN1











RFU
Local PIN2











RFU
Local PIN3











RFU
Local PIN4











RFU
Local PIN5











RFU
Local PIN6











RFU
Local PIN7











RFU
Local PIN8

Possible combinations of Access conditions:

ADD value
Applet access condition fulfilled

0x0000 0000
No access

0x0000 0001
ALWays

0x0000 0002
CHV1 or Application PIN1

0x0000 0003
ALWays and CHV1

0x0000 0004
CHV2

0x0000 0005
ALWays and CHV2

0x0000 0006
CHV1 and CHV2

:
:

0x0000 0008
ADM 0

:
:

0x0000 0010
ADM 1

:
:

0x0000 0012
ADM 1 and CHV1

:
:

0x0002 0000
Application PIN2

:
:

0x0004 0000
Application PIN2 and 3

:
:

0x0100 0000
Local PIN1

:
:

0x8040 0000
Local PIN8 and Application PIN 7

:
:

A.1.4.2.4
Priority level of the Toolkit applet

The priority specifies the order of activation of an applet compared to the other applet registered to, the same event. If two or more applets are registered to the same event and have the same priority level, the applets are activated according to their installation date (i.e. the most recent applet is activated first). The following values are defined for priority:

-
'00' : RFU

-
'01' : Highest priority level

-
...

-
'FF' : Lowest priority level
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