This section describes the proposed extensions to the interface described in GSM3.19 to resolve two main problems:

1. No interface is provided into the EnvelopeHandler to receive concatenated SMs.

2. No interface is provided into the ProactiveHandler to send GSM 03.48 secured data, or to send concatenated SMs.

Receiving Concatenated SMs

Existing Interface

According to the current specifications, when an SM coded according to GSM3.48 is received, the EVENT_FORMATTED_SMS_ENV/PP event is generated. The buffer passed to the SIM toolkit applet contains the information described below. If the SM is not coded according to GSM3.48, then EVENT_UNFORMATTED_SMS_ENV/PP is generated, and the same buffer is passed to the application, however the “Short Message” field is not structured as below.

	GSM11.14: ENVELOPE BER-TLV Tag (1 byte).

	GSM11.14: ENVELOPE BER-TLV Length (1-2 bytes)*

	GSM11.14: ENVELOPE BER-TLV Value (various)
	GSM11.14: Device Identities Simple TLV

	
	GSM11.14: Address Simple TLV

	
	GSM11.14: SMS TPDU Simple TLV
	GSM11.14: SMS TPDU Simple TLV Tag (1 byte)

	
	
	GSM11.14: SMS TPDU Simple TLV Length (1-2 bytes)*

	
	
	GSM11.14: SMS TPDU Simple TLV Value (variable)
	GSM3.40: Various TP- Objects (variable)

	
	
	
	GSM3.40: TP-User Data Length (1 byte)

	
	
	
	GSM3.40: TP-User Data
(max 140)
	GSM3.40: User Data Header Length (1 byte)

	
	
	
	
	GSM3.40: User Data Header (variable)
	GSM3.48: IEIa = Command Packet Identifier (1 byte)

	
	
	
	
	
	GSM3.48: IEDLa = Command Packer Identifier Length (1 byte) = 0.

	
	
	
	
	
	GSM3.48: IEDa = Command Packet Identifier Data (empty)

	
	
	
	
	GSM3.40: Short Message (variable)
	GSM3.48: Command Packet Length (2 bytes)

	
	
	
	
	
	GSM3.48: Command Header Length (1 byte)

	
	
	
	
	
	GSM3.48: Command Header (variable)

	
	
	
	
	
	GSM3.48: Secure Data (variable).


* Length is coded according to ISO7816-6. Therefore the maximum length coded on 2 bytes is 0xFF (255) and the maximum length coded on 3 bytes is 0xFFFF. All other lengths are coded using normal, unsigned integer notation.

This is generated by simply copying the data received in the ENVELOPE (SMS-PP DOWNLOAD), or by reformatting the data received in the UPDATE RECORD (EF(SMS)) command. 

Proposed Modifications

New Event and New Buffer Format

In the proposed modification, when a sequence of concatenated SMs coded according to GSM3.48 is received, the EVENT_FORMATTED_CONCATENATED_SMS_EMV/PP event is generated when the final SM in the sequence is received. The use of new events ensures that a SIM Toolkit applet designed only to process single SMs does not attempt to process cSMs, as this may lead to undesired behavior. This is discussed below. The buffer passed to the SIM toolkit applet, when multiple concatenated SMs containing secure data are received, will need to contain the information below. If the SM is not coded according to GSM3.48, then EVENT_UNFORMATTED_CONCATENATED_SMS_ENV/PP is generated, and the same buffer is passed to the application, however the “Concatenated Short Message” field is not structured as below.

	GSM11.14: ENVELOPE BER-TLV Tag (1 byte).

	GSM11.14: ENVELOPE BER-TLV Length (1-3 bytes)*

	GSM11.14: ENVELOPE BER-TLV Value (various)
	GSM11.14: Device Identities Simple TLV

	
	GSM11.14: Address Simple TLV

	
	GSM11.14: SMS TPDU Simple TLV
	GSM11.14: Concatenated SMS TPDU Simple TLV Tag (1 byte)

	
	
	GSM11.14: Concatenated SMS TPDU Simple TLV Length (1-3 bytes)*

	
	
	GSM11.14: Concatenated SMS TPDU Simple TLV Value (variable)
	GSM3.40: Various TP- Objects (variable)

	
	
	
	GSM3.40: TP-Concatenated User Data Length (2 bytes)

	
	
	
	GSM3.40: TP- Concatenated User Data (variable)
	GSM3.40: Concatenated User Data Header Length (1 byte)

	
	
	
	
	GSM3.40: Concatenated User Data Header (variable)
	GSM3.48: IEIa = Command Packet Identifier (1 byte)

	
	
	
	
	
	GSM3.48: IEDLa = Command Packer Identifier Length (1 byte) = 0.

	
	
	
	
	
	GSM3.48: IEDa = Command Packet Identifier Data (empty)

	
	
	
	
	GSM3.40: Concatenated Short Message (variable)
	GSM3.48: Command Packet Length (2 bytes)

	
	
	
	
	
	GSM3.48: Command Header Length (1 byte)

	
	
	
	
	
	GSM3.48: Command Header (variable)

	
	
	
	
	
	GSM3.48: Secure Data (variable).


This will be generated in the following fashion:

1. Generate the “Concatenated Short Message” by concatenating  the “Short Message” fields from multiple concatenated short messages.

2. Generate the “Concatenated User Data Header” field by extracting the Information Elements (IEs) [including the Information Element Identifier (IEI), the Information Element Data Length (IEL) and the Information Element Data (IELD)] from the “User Data Header” field of the first short message, except the concatenation information element (see GSM3.40, section 9.2.3.24.1). For messages coded according to the existing GSM3.48 specification, this should be a single Information Element with Information Element Identifier equal to the Command Packet Identifier and Information Element Data Length equal to 0. However, other Information Elements should be handled for future enhancements.

3. Set the “Concatenated User Data Header Length” equal to the length of the “Concatenated User Data Header”.

4. Set the “TP-Concatenated User Data Length” field equal to the length of the “Concatenated User Data”

5. Set the “Various TP- Objects” fields to the same as those received in the first short message.

6. Set the “Concatenated SMS TPDU Simple TLV Length” equal to the length of the “Concatenated SMS TPDU Simple TLV Value”.

7. Set the “Concatenated SMS TPDU Simple TLV Tag”. This will be the same as the “SMS TPDU Simple TLV Tag”.

8. Add the “Device  Identities” and “Address” Simple TLVs received in the first short message, or generated by reformatting the data received in the first Update Record (EF(SMS)) command.

9. Set the “ENVELOPE BER-TLV Length”.

10. Set the “ENVELOPE BER-TLV Tag” equal to the value defined in GSM11.14.

New methods in EnvelopeHandler

It should be possible to modify the implementation of all the methods inherited from the ViewHandler class to operate correctly with the new buffer structure. All the lengths and offsets in these methods use variables of type “short” so the interface should not need to be modified. The implementation will only need to be modified to handle the 3 byte length values.

The getEnvelopeTag() method should be able to be used on this buffer with no modifications.

The getItemIdentifier() method is not relevant for SMs so it does not need to be modified.

It should be possible to modify the getSecuredDataOffset() and getSecuredDataLength() methods to use the cSMs buffer, or the single SM buffer. These methods can then be used by the applet without needing to check if the data was received in a single SM or multiple SMs.

It should be possible to modify the getTPUDLOffset() method to access the cSMs buffer, however it is probably not the best solution. If an applet used this method, it would then need to have different processing of the TPUD Length field depending on whether the data was received in a single SM or cSMs. However, the getTPUDLOffset() method needs to be supported for single SMs to allow existing applets to work correctly. Therefore, the getTPUDLOffset() method should be retained, however it should return an error if it is used to access data from cSMs. Two new methods could be added, getTPUDOffset() and getTPUDLength() which operate on a single SM or cSMs. These methods should also be able to operate on unformatted single or concatenated SMs.

