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Introduction :

Here are below the questions from testing group to API SWG. The testing group reminds the API SWG that it expects an answer to this document with an input document from the API SWG in order not to lose answer. Moreover, the answers are really needed in order to go forward in 11.13.

Questions :

1. There is a lack in the specification: postAsBERTLV does not throw HANDLER_OVERFLOW. This can happen if the handler value is full (256 bytes ) and if a postAsBERTLV is issued. Where do we stand in the API group on this matter?

2. The API testing group ask for clarification regarding the answer to Oberthur document T3a010087 in the report from Berlin (Tdoc T3a010113)
3. The CR on 03.48 about the RC/CC/DS computation “in CBC mode the counter shall be used” has not been made

4. What happens if you post with an empty envelopeResponseHandler and if event is CALL_CONTROL ? 9F ( 9000 ?.

5. Where are the discussion and the conclusion about using status different from 9E and 9F in the post and postAsBERTLV method ? Could you clarify what shall be the behaviour with other values (e.g. 91, 61, 02, … ).

6. Still the pb with the table 1 in chapter 6.6. The behaviour of the framework is still not clear about reply busy / applet triggering / handler availability.

7. The Note 2 in the table in 6.6 in 03.19 is not clear. Because the use of may/may not does not mean anything.. Translation of this sentence is : we do not know if the proactive handler is available. A clearer sentence should be better, for example : “Note 2 : Y/N means that the handlers shall be available if a proactive session is not ongoing and shall not be available if a proactive session is ongoing”.

8. Change the name in the 03.19 from UNRECOGNISED_ENVELOPE to UNRECOGNIZED_ENVELOPE.

9. In 03.19, is the column ‘Nb of Triggered / registered applet’ in Table 1 enough to describe the sentence “if the applet is not/no more registered to an event it is not triggered by the event” ? Because, nowhere in the specification there is an explicit link between the registry state and the triggering.

10. 03.19 Chapter 6.2 EVENT_UNFORMATTED_SMS_PP_ENV and Chapter 6.6 EnvelopeResponseHandler :

First :

But only the first toolkit applet triggered will be able to send back a response as defined by the rules in chapter 6.6.

Second :

The EnvelopeResponseHandler is available for all triggered toolkit applets, until a toolkit applet has posted an envelope response or sent a proactive command.

The First seems to imply a restriction of service with respect to the Second e.g. it is impossible to have two applications with internal protocols because only the first triggered can answer. Is this voluntary for security reasons ?

11. Typo in EVENT_PROFILE_DOWNLOAD : applet ( applets.

12. : Clearing of the EnvelopeResponseHandler:

There is nowhere in 03.19 a sentence saying that the EnvelopeResponseHandler shall be cleared at invocation of processToolkit. Suggestion for the SWG API: the sentence “At the processToolkit method invocation the TLV-List is cleared.” which is in TS 03.19 chapter 6.6 for ProactiveHandler, should be also written for EnvelopeResponseHandler.

13. The specification does not mandate to trigger the applications on the same APDU ? We have not found in the specification a sentence that can be in contradiction with these behaviours :

2 applets registered to event PROFILE_DOWNLOAD

1

Terminal Profile is received by the card.

The first applet is triggered send a proactive command and the framework triggers the second applet before issuing the 91xx on the line

2

Terminal Profile is received by the card.

The first applet is triggered and does not send any proactive status returned on the line 9000.

Another command is received ( select file for example ) and then the framework triggers the second applet with event PROFILE_DOWNLOAD.

These two examples ( others exist ) may lead to interoperability pbs and strange behaviours. Could you clarify the situation ?

14. Is an applet triggered by an envelope menu selection if the selected item is disable ?

Do we care or not of the answer as we may assume this envelope is never sent because the menu is always updated by the framework ?

15. In 03.19, The SIM Toolkit Framework shall reply busy to this Envelope APDU if it cannot guaranty to trigger the corresponding toolkit applet. How this is possible ?

16. As a result, a toolkit applet may throw an exception, but this error will not be sent to the ME.

Is it possible to replace will by shall ?

17. In case of multiple triggering, if the first triggered application throws an exception ( e.g. NullPointerException ) what shall be the behaviour of the framework ? ( Trigger the others ? )

18. See T3a010097 from Berlin API SWG for a list of other open issues.

19. : If the access domain parameter is ‘00’ full access to GSM files, could the applet access to file protected by never ?

20. : In 03.48:
NOTE:
The file access conditions specified in TS 11.11 [5] are relevant for the SIM/ME interface only. The file access conditions specified in the access domain parameter are used internally by the card operating system.

Is not clear at all.

21. It is not stated in TS 03.48 that attempting to install an applet with an allowed number of timers greater than 8 shall result in an error. 2 things are possible:

· An error is thrown at install.

· Install is OK, but the system will grant a maximum of 8 timers. The exception will be thrown at allocation anyway.

22. What should be the SW returned by a TS 03.48 INSTALL (INSTALL) command when there is an error in a GSM installation parameter? Must it be 6A80? (in the PoR additional data =  xx 6A 80)... Can it be 6400?

23. Return 9Exx or 9Fxx?. (In the case Install install with PoR when there is an error in the installation parameters - application error, no security error...).

24. From TS 03.19: “The position of the new menu entries is an absolute position among the existing ones.”. What is the meaning of « existing ones »? (current ME menu, menu already registered etc...). What about disabled menues, locked applets, applets installed but not made selectable?

Improvements :

1. The testing group required the API investigate the situation where all menu entries with help supported are disabled. The corresponding SET-UP-MENU issued shall set this flag even if there is no menu entries with help information available.

2. no answer question is still there:

In 03.19 in chapter 5.2 :

updateRecord 
(…)The current record pointer of other applets / subscriber shall not be changed in case of linear fixed EF but the record pointer of a cyclic EF shall be changed for all other applets / subscriber to the record number 1.(…)

increase
(…) It becomes than record number 1 for every other applet and subscriber session.(…)

The methods behaviour are inconsistent for cyclic file because they both changed the ‘absolute’ number of the records and only updateRecord change the current record of other applications.

