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A Java Card extended for GSM contains inside a file system. There are tree “gateways” to access this file system:

· “SIM-Card Terminal”: when you try to access the file system sending 11.11 commands from the card terminal

· “STK”: when you try to access the file system from a STK (SIM ToolKit) Applet.

· “Remote”: when you try to access the file system from a remote site (using 03.48 as a transport layer).

The security is clearly specified for the first two points but not for the third one:

· “SIM-CT”: in a 2G system each file has associated set of Access Conditions. In a 3G system each file has associated an Access Rule. These mechanism specifies the security conditions that you have to fulfil in order to grant access.

· “STK”: each STK-Applet has an ADP.  This parameter is specifying the  “permanent granted rights”.

Thus, in order to find a proposal for Remote FAS, let us go on with the same argument explained in G&D's comments to T3a010085 incard_clar_0348_Counter (i.e. Java Card is an open platform suitable for multi-company working on-card). Imagine that several companies are operating in the card. Each company has his own file/s. Then, it is normal that each company request protection for its file/s. In other words, company A shouldn’t be allowed to access to company B’s file/s.  For example, somewhere in the file you could store info like “this file could be access by company A” or “this file could be access by company A,B and C” , etc.  In order to solve the problem, two points could be taken into account:

1. Who do you give the responsibility to handle this info? 

2. As seen in OP or VOP, keys give you business security.  As seen in G&D's comments to T3a010085 incard_clar_0348_Counter, OTA-keys are used to identify counters. Each key could be identified with a different company. 

You can use the same idea found in point 2.  You can know which company/entity the command came from, just by seeing the encrypting key index (Kic or Kid, or Kid=Kic ). Thus, each file can specify which is the key that grant access to the file. You have in overall 16 different key indexes (Kic, Kid). Thus, somewhere you can store a 16-bit mask indicating the keys which grant access to the file. Each file would have his own mask.

· For a 2G system,  this info (16-bit mask) could be stored with the administrative information of each file (i.e. like Access Conditions, in fact it is an extension, a sort of Access Conditions). But this could cause an impact in already existing implementations (to be studied).  You can also put these RFM access conditions in separate files (remote access rules files). Because the security is applied by the RFM application, this allows this feature to be implemented in a standard way, and without changing the file headers
· For a 3G system, this info could be stored in the Access Rules (it is the suitable place to put this info). By properly extending the 3G’s Access Rules you could specify the Remote FAS. It doesn’t seem to cause problems since Access Rules are dynamical structures and it is indeed more straightforward for extension. 

Some further conclusions can be extracted, from the previous two points. In the first point, the granted access is total (you might be able to do any operation in the file if the command is coming encrypted with the right key). In the second point, it seems that you could fine-control even the operations (since we have the AMs, etc.). But this is another problem to be solved (the representation of Remote FAS information).

