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Provided that a Java Card is an open platform, several companies could operate on-card. As we discussed in the last meeting, there can be several SA sending commands to the card (for example, a bank and a GSM operator). Then, let us try to agree in a set of facts:

1. It is natural that each SA has his own applications on-card. Or at least it shouldn’t be a problem to have this scenario.

2. It is clear that each company wants to be secured against the attacks from the other. I.e. if there are several companies oncard, they wouldn’t like their data to be tampered. That is, the companies demand business separation.

3. OP or VOP has resolved the problem of business separation. Simplifying very much these complex model, there are two tools that are providing this business separation: keys and algorithms.

4. Just to make things easy, let’s take the same idea from OP or VOP (they already thought on that problem). That is, the different OTA keys stuff could be assigned to a different company. Such simple. It is not clear to us whether you should have one key per company or several ....

5. Imagine that we have two SA (let us call them SA1 and SA2) and its two representatives on-card (let us call them RA1 and RA2).  SA1 communicates with RA1. SA2 communicates with RA2. Of course the keys of SA1 shouldn’t be known by SA2. And the other way round. If we agree on this scenario, it is then mandatory that each entity has its own counter. Otherwise, they will need to share the counter. Conclusion then is: several counters are needed. One per company/RA/entity.

6. The problem is now the next: we know that each company/entity (or whatever you may like to call it) has its own counter. How should be the behaviour of this counter? There are two points:

· The first point is about the behaviour of the counter itself. Former versions of 03.48 state that the counter shall be incremented before any decryption. V8.5.0 states that the counter shall be incremented after the successful decryption. Version 8.5.0 introduces indeed a big security hole against crypto-attack. An attacker could send automatically commands to the card and powering it off before the card is incrementing the counter. The card will be therefore easily broken. This behaviour shall not be allowed at all. But, if you increment the counter before any decryption we can get a problem in synchronisation. For example, imagine that you have a counter synchronised with the card. Meanwhile, an attacker sends one or more commands. Then, the card has a different counter than the one you have. You have lost synchronisation. You would need a mechanism to synchronise. The problem of loosing synchronisation is already solved in other norms (example, in 3G’s norms talking about security). 
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This can be also solved at the implentation level, by incrementing the counter first and decrementing it later if the decryption was not successful. This way you can avoid the counter attacks. But remember this is a synchronisation counter and not a retry counter, therefore you can still keep attacking the card, just knowing that you have to increment the counter at each attack. The only thing this will provoke is a denial-of-service after the attacks, which is not necessarily a bad thing (attacked card is unusable).
· The second point is: if we have several counters, which one should be incremented? How can the framework know which counter to increment? There are several possibilities:
· Because it is looking at the TAR field: but if one company has several on-card applications, it should have to keep track of different counters. That seems to make no sense, since the counter issue is a feature for the transport level.  And the TAR issue is a feature for the application level. Better to keep it simple and not mix levels.

· Because it is looking at the encryption key: it seems to be a good choice since, as we said, the key is protecting the company’s communications + the counter is giving reply attack protection to communication = counter is assigned to the key.
· Because it is looking at both TAR and key: not a good choice because the first possibility wasn’t also a good choice.
If we decide to assign one counter per key, the next question that logically comes is: Should we assign it to Kic or to Kid:

-if we assign it to Kid, then everybody could read the counter (Kid is not encrypting this field). This is bad.

-if we assign it to Kic, then we have no problem, because the counter is encrypted as we can see in 03.48. Nobody is able to see the counter. This is good.

This schema works fine according to the other existing proposal T3a010093 LS back (T3-010166).doc where it states that:

“The management of several key sets and multiple counters is currently under discussion within T3 API SWG. There is an agreement about the necessity of such feature and several solution listed. A clearer requirement is requested to specify the best technical solution.”

The schema is compatible with the paragraph below in the same document ...

“The use of identical key set version for KIC/KID as mentioned in the document is a basic consequence of the use key sets according to OP specification.”

