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T3 API SWG thanks France Telecom for having forwarded T3-010166.

The three main issues are :

· key sets and security domain

· several counters management

· use of identical key set version for KIC/KID 

About the key set and security domain point, T3 API SWG feels that the security domains as defined in the Open Platform specification are providing part of the solution. There will be some additional clarification and/or feature in TS 03.48 to fulfil the requested requirement. This has to be further discussed within T3 API SWG.

The management of several key sets and multiple counters is currently under discussion within T3 API SWG. There is an agreement about the necessity of such feature and several solutions listed. A clearer requirement is requested to specify the best technical solution.

The use of identical key set version for KIC/KID as mentioned in the document is a basic consequence of the use key sets according to OP specification. 

T3 API SWG feels there are important issues raised by this document that have to be resolved within the sub working group. Technical input from interested parties is required to go forward during next meeting.
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In the present specification GSM 03.48 v8.4.0 and earlier releases, it is possible to address any application with any key set. For instance, a service provider who is hosted on the card and has a key set could address the GSM application and do some file management. From an operator point of view, this scenario is not acceptable. Of course the control of the key set rights could be done at the application level, but France Telecom believes that it would be preferable to have a generic and standardized way of managing these key sets.

Therefore France Telecom proposes to create on the UICC a Key Set Registration Table which would contain the list of all Key Sets allowed for each application (i.e. Card manager, GSM application, USIM,  toolkit applet…). In other words this table would associate one or several Key Sets per Toolkit Application References (TAR). Such an implementation would improve the security of the card and ease the cohabitation of several service providers on the card. This new feature also implies to extend the Install(Install) command in order to be able to associate one or several Key Sets to a new application on the card.

Furthermore since Keys may belong to different service providers, France Telecom believes it would be useful (if not necessary) to have one synchronisation counter per Key Set instead of one generic for all Key Sets.

At last, France Telecom is also concerned with the fact that in the present specification of GSM 03.48, the KID and KIC of an SMS Data Download may refer to different Key Sets. France Telecom suggests that if the keys to be used refer to Open Platform keys, then the keys shall belong to the same Key Set.

